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Abstract 

Design and analysis of an image encryption technique using DNA 

computation and chaos function has been emphasized in the present 

paper. The plain image was scrambled using Henon map followed by 

the implementation of a DNA sequence addition operation over the 

scrambled image with the DNA sequence-based key generated by the 

Logistic map. Thereafter, the generated sequence was subjected to 

exclusive-or operation with partial key and modulo of sum of all the 

pixel values. The experimental and safety analysis highlighted that the 

proposed encryption technique was not only invertible and 

computationally efficient, but also had a large key space, was extremely 

sensitive to secret key credentials, had a high NPCR value and a low 

correlation coefficient, rendering the system efficient and secure 

against brute-force, statistical and differential attack. 
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1. INTRODUCTION 

During the last two decades, the globe has witnessed a 

revolutionary advancement in the field of wireless 

communication technology. The communication has become so 

easy and reachable; one can’t restrict himself from sending a text 

message only. Rampant rise in mobile communication technology 

enabled devices allows the user to exchange the multimedia data 

such as images, audio and video files etc. Therefore, data is the 

most precious asset of the world in recent times. The days are not 

so far off, when the economy of the developed countries will rely 

on the authenticity and integrity of data. Among different forms 

of data, digital image is the most widely used over the internet. 

Fred R. Barnard rightly quoted that “A picture is worth than 

thousand words”. So, image security is the utmost requirement for 

transferring over unsecured network. Undoubtedly, various 

traditional encryption techniques based on number theory and 

large computation power exists such as RSA, AES, DES, ECC 

etc., but the aforesaid techniques are not appropriate for digital 

images due to the inherent characteristics, such as their capacity 

for large amounts of data, data redundancy, and higher pixel 

correlation [1]-[5].  

Henceforth in view of the security concern, the chaos-based 

systems are highly applicable for the image encryption owing to 

the intrinsic property like high sensitivity to the initial values, 

pseudo randomness and ergodicity. Chaos based cryptosystem 

mainly employs two types of chaotic maps. One dimensional 

chaotic map considerably simple, easy to implement however it 

has low key space, so it is difficult to resist brute force attack. 

Multidimensional chaotic maps possess large key space, but it is 

difficult to implement. While additionally the later adds to extra 

complexity overheads in terms of high computation time [6]-[11]. 

In view of the redundancy, of each map individually this paper 

exploits the features of both; 1-D Logistic map and 2-D Henon 

map in a balanced mode to add the dynamicity and randomness 

by chaotic sequence generation. 

The high parallelism, enormous storage capacity, and energy-

efficient operation promised by DNA computation technology 

have drawn a lot of attention from researchers in recent years. 

DNA based image encryption is mainly carried out in two steps. 

First, encode the pixel values of the image into DNA nucleotides 

base sequences and secondly, to perform DNA sequence 

operation over DNA nucleotides base sequences of an image with 

key [12]-[24]. 

Zhang et al. [25] suggested that a bio-molecular computation-

based image fusion encryption technique. This technique 

enhances the image security by generating a random DNA based 

key matrix which is ultimately utilized to operate exclusive-or 

operation with scrambled matrix. Rehman et al. [26] proposed 

DNA based image encryption for grey images which offers great 

advantage for encryption even for larger size. Subsequently, 

Jangid et al. [27] proposed a hybrid hill cipher for digital images 

using DNA technology. The outcomes demonstrated better 

quality and security than existing variation of Hill cipher. Hu et 

al. [28] done a marvellous work by designing DNA insertion and 

DNA deletion-based cryptosystem with superior performance and 

resilience against statistical and differential attack. Kar et al. [29] 

gave a novel idea for image cryptosystem by using hyper chaotic 

function for pixel confusion, diffusion, DNA encoding and 

decoding to achieve a secure and reliable cryptosystem. 

Subsequently, Zhang et al. [30] designed a secured, efficient and 

robust unique approach of image scrambling by employing fiestal 

network and dynamic DNA coding rules. Bendaud et al. [31] 

presented a novel approach of an ECC based image encryption 

using DNA computing which provide two fold security and is 

highly sensitive to the secret key along with large key space. 

Subsequently, Alireza [32] proposed an encryption algorithm for 

images by blending chaotic function with modified AES. Arnold 

map is used to add the diffusion ability by generating key which 

makes it strong against attacks. Real time image encryption by 

combining the flavour of chaos and DNA theory was proposed by 

Balazi [33]. According to him, image undergoes two rounds with 

six operations in each round and SHA-256 hash is used to 

generate key during encryption process. Results proved that 

robust security and linear computation time make it best suited for 

real time environment.  

Wang and Chen [34] jointly designed a dynamic spiral 

scrambling algorithm which dynamically combined the chaotic 

sequence with plain image. Gang et al. [35] proposed a novel 

scheme by using block scrambling operation with finite state 

machine. It was performed by using zigzag scanning curve. 

Combined effect of scrambling, chaos with DNA generates the 

ciphered output. Further, Malik et al. [36] proposed an algorithm 

for colourful images using hyper chaotic dynamical system with 
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DNA computation which is robust and efficient in time 

computation. Iqbal et al. [37] in 2021 found that combination of 

DNA with chaos is not sufficient, so author injects castle 

movement in image encryption using chaotic sequence to obtain 

promising results. Further, Uddin et al. [38] presented DNA based 

key scrambling technique which provides extra dynamicity and 

randomness in ciphered image. Subsequently, Akhiwati et al. [39] 

designed a technique which can withstand against linear 

cryptanalysis, differential, and noise resistance attack by 

combining dynamicity of DNA coding with chaos system. 

Accordingly, an image encryption technique by combining the 

flavour of DNA computation with chaotic map has been proposed 

in the current research work. A blend of two-dimensional Henon 

map with one dimensional Logistic map is utilized to add the 

randomness, dynamicity and also to produce a wider chaotic 

range. First, the plain image is scrambled, then DNA based 

diffusion process is carried out over an image by operating 

different DNA computation function. Finally, exclusive-or 

operation is performed over an image with partial generated key 

and modulo of sum of all values of the pixels of an image for 

further diffusion. The experimental and safety analysis proved 

that proposed encryption method was more efficient and secure 

against the unauthorized attacks.  

The subsequent sections of the paper are structured as follows: 

The fundamentals of chaos theory are covered in section 2. 

Section 3 mainly covered DNA coding rules and operations, while 

generation procedure of indices and key mentioned in section 4. 

The proposed encryption technique is fully explained in section 5. 

Section 6 discusses the experimental and safety analysis of the 

proposed technique to prove its efficiency and security. Finally, 

the conclusion is drawn in section 7. 

2. CHAOS THEORY 

The concept of Chaos Theory was first introduced by Edward 

Lorenz in 1972. The principle of chaos theory stated that, a 

nonlinear system apparently shows random behavior for some 

specific small range value. One of the most remarkable features 

of chaos system is that it is extremely sensitive to the initial 

parameters of the nonlinear system. Small variation in initial 

seeds leads to divergent outcome, exhibiting highly dynamic and 

unpredictable behavior [40], [41]. This section presents brief 

overview of some chaotic systems, namely one dimensional 

Logistic map and two dimensional Henon map respectively. 

2.1 1-DLOGISTIC MAP 

The logistic map, a dynamic chaotic system that is one 

dimensional and exhibits complicated chaotic behavior was 

proposed by Robert May in 1976. Mathematically, the logistic 

map can be expressed by an Eq.(1): 

 Zn+1 = r.Zn(1-Zn) (1)  

where Z is the input parameter which is confined to an interval (0, 

1), and the control parameter, r, is located between the values of 

(0, 4]. It was interestingly to see that for r > 3.567, there is a 

periodic window, and the darker region shows the unpredictable 

chaotic behavior [42]. 

2.2 2-D HENON MAP 

A Henon map is a two dimensional dynamic chaotic system, 

which can be represented by an Eq.(2): 

 αn+1 = 1-aαn
2 + βn        (2) 

 βn+1 = bαn 

where α, β are the initial parameters, which are real values and 

close to zero, whereas a, b are the control parameters of the Henon 

map. It was observed that when control parameters b=0.3 and a 

lie in an interval [1.06, 1.22] U [1.27, 1.29] U [1.31, 1.42], Henon 

map show chaotic behavior with more random outputs [43].  

3. DNA CODING RULES AND OPERATIONS 

DNA is a genetic material present in all organisms responsible 

for passing genes from parents to their offspring’s. In 1994, 

Leonard Adleman gave a revolutionary idea of DNA computation 

field by solving the NP-complete problem. DNA consists of four 

bases: A (Adenine), T (Thymine), G (Guanine) and C (Cytosine). 

These bases are employed to represent the binary codes since the 

development of DNA computing. In terms of binary number 

system, there are only two base digits 0 and 1, which are also 

complementary to each other. So here, 00 and 11 are 

complementary in the same manner as 01 and 10. Therefore, four 

DNA nucleotides bases are used to encode in binary system as A 

(00), T (01), C (01) and G (10). So, there is in total 24 encoding 

permutations. According to the Watson - Crick Model [44], [45], 

only 8 encoding schemes are valid, due to the above-mentioned 

complementary rule of binary number system, which is given in 

Table.1. 

Table.1. DNA encoding and decoding rules 

Rule A T C G 

1 00 11 10 01 

2 00 11 01 10 

3 11 00 10 01 

4 11 00 01 10 

5 10 01 00 11 

6 10 01 11 00 

7 01 10 00 11 

8 01 10 11 00 

During DNA encoding process, the decimal value of gray 

image pixel is converted into 8-bit binary number, which can be 

further represented by a sequence of four nucleotide bases. In the 

same fashion, DNA decoding process is just the reverse operation 

of DNA encoding process. For example, DNA_Encoding(27, 4) 

means first encode a decimal value 27 by using rule 4, so binary 

equivalent of 27 is 00011011 which can be further represented as 

TCGA. In the similar manner, DNA_Decoding(AGCT, 6) means 

first decode AGCT in binary number system by using rule 6, so 

AGCT is  equivalent to 10001101, which can be further 

represented as 141 in decimal value. In addition, these DNA 

nucleotide bases also undergo addition and subtraction operation 

in various applications of DNA computing in cryptographic 

techniques [45], [46]. Table 2 and 3 respectively show possible 

outcomes of addition and subtraction between these DNA bases. 

https://en.wikipedia.org/wiki/Leonard_Adleman
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Table.2. DNA Addition operation over nucleotide bases 

+ A-00 G-01 C-10 T-11 

A-00 A-00 G-01 C-10 T-11 

G-01 G-01 C-10 T-11 A-00 

C-10 C-10 T-11 A-00 G-01 

T-11 T-11 A-00 G-01 C-10 

Table.3. DNA Subtraction operation over nucleotide bases 

- A-00 G-01 C-10 T-11 

A-00 A-00 T-11 C-10 G-01 

G-01 G-01 A-00 T-11 C-10 

C-10 C-10 G-01 A-00 T-11 

T-11 T-11 C-10 G-01 A-00 

4. GENERATION OF CHAOTIC SEQUENCES 

BASED INDICES, KEYS, CODING RULE 

AND MODULO OF SUM 

4.1 GENERATION OF CODING RULE  

The coding rule r mainly defines selection of one of the 

encoding and decoding rules out of total eight, as mentioned in 

the Table.1. Mathematically, coding rule r can be evaluated as in 

Eq.(3):  

 ( )
1 1

, ,8
M N

i j

r Mod P i j
= =

 
=  

 
  (3) 

where, P(i,j) represents the pixel value at ith row and jth column of 

an image. 

4.2 MODULO OF SUM OF ALL PIXEL VALUES OF 

AN IMAGE 

The modulo of sum of all pixel values of an image can be 

evaluated by using an Eq.(4): 

 ( )
1 1

, , 256
M N

i j

Sum Mod P i j
= =

 
=  

 
  (4) 

where, Sum is the modulo of sum of all pixel values of an image. 

4.3 CHAOTIC KEYS 

1-D logistic map is employed to construct two different 

chaotic sequence pairs of the size M×N by using two different 

initial conditions parameters, where M and N denote the image's 

width and height. These Chaotic sequences will serve as Key1 and 

Key2, generated by using Eq.(1): 

 ( )1 0 0,Key f r Z=  

( )2 1 1,Key f r Z=  

Following that, the resultant Key sequence K of same size will 

be generated by using modulus operator. After obtaining this, 

encode the Key sequence K into DNA base pair by using the DNA 

encoding function. Finally, obtain the DNA based key sequence 

KEYDNA by using Eq.(5) and Eq.(6):  

 K = Mod((Key1+Key2),256) (5) 

 KEYDNA = f(DNAEncoding(K,p)) (6) 

where p is the encoding rule, which is equivalent to r-1. 

4.4 CHAOTIC SEQUENCE BASED INDICES 

A 2-D Henon map is employed to produce two different 

random chaotic nature-based sequences X and Y having the 

dimension of M and N, where M and N denote the image's width 

and height. The chaotic nature based sequences X and Y are 

generated by using Eq.(2): 

 X,Y = f(a,b,X0, Y0) 

where X = {X1,X2,X3,X4…Xm}, and Y={Y1,Y2,Y3,Y4…Ym}. 

After generating X and Y random sequences, sort these 

sequences in ascending order and consequently generate the 

Indices X-index and Y-index using the sort function. Sort is a 

function for sorting a chaotic sequence either in ascending or in 

descending order. After the sorting, obtain the indexes of the 

sorted values. These unordered indexed values are used to 

scramble the image by row-wise and column-wise subsequently. 

Fig.1 shows the steps for generating unordered indexed values of 

an image using unsorted chaotic sequence. 

X-index=Sort(X,X-index) 

Y-index=Sort(Y,Y-index) 

Unsorted chaotic sequence 11 32 9 21 7 

Ordered indexed values of an image 1 2 3 4 5 

(a) 

Sorted chaotic sequence 7 9 11 21 32 

Unordered indexed values of an image 5 3 1 4 2 

(b) 

Fig.1(a). Matrix of unsorted chaotic sequence and ordered 

indexed value of an image before scrambling (b). Matrix of 

sorted chaotic sequence and unordered indexed value of an 

image after scrambling 

5. IMAGE ENCRYPTION TECHNIQUE 

The proposed encryption technique mainly includes a blend 

mode of permutation and diffusion phases. Permutation phase 

mainly includes scrambling of an image by using generated 

chaotic sequence, while diffusion phase mainly operate DNA 

based Encoding, Decoding, Addition and Ex-OR operation over 

an image. The dual chaotic functions are employed to control the 

permutation and the diffusion process. The Fig.2 depicts the 

process flow of image encryption procedure. The thorough 

explanation of the image encryption technique is covered in the 

following steps: 

Step 1: Select the secret credentials keys {Z0, r0, Z1, r1, X0, Y0, a, 

b} which are considered as the initial parameters of dual 

chaotic map. 

Step 2: Generate the chaotic sequence based unordered indices 

X-index, Y-index, and chaotic keys Key1, Key2, K, 

KEYDNA. 

Step 3: Input a plain gray image P. Convert the plain image P into 

a two dimensional matrix P[M,N] with pixel values 
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ranging from 0-255, where M and N parameter represents 

the width and the  height of an image. 

Step 4: The pixel values of the image matrix P are shuffled 

randomly in row-wise manner using the chaotic 

sequence based unordered X-index to obtain a row wise 

scrambled image P1.  

Step 5: Following the row-wise shuffling, the pixels of the image 

P1 is also shuffled randomly in column wise manner 

using the chaotic sequence based unordered Y-index to 

obtain a column wise scrambled image P2. 

Step 6: Next, convert a two dimensional image matrix P2 [M,N] 

into a one dimensional image sequence P3 as {p0, p1, p2, 

p3,…pmxn-1}. Convert the decimal values of P3 into 8-bit 

binary number system. After this, encode the pixels of P3 

image sequence matrix into a quadruples of DNA base 

pair by using DNA Encoding function to obtain a one 

dimensional DNA based image sequence P4, as in 

Eq.(7): 

 P4 = DNA_Encoding(P3,r+1) (7) 

Step 7: By using Eq.(8), perform DNA addition operation 

between the DNA based image sequence P4 and the 

DNA based key sequence KEYDNA using DNA addition 

table 2 to obtain DNA based image sequence P5. 

 P5 = DNA_Addition(P4 + KEYDNA) (8) 

Step 8: Then by using Eq.(9), decode the P5 into 8 bit binary 

number system by using DNA decoding function, and 

now convert into decimal values to obtain P6. 

 P6 = DNA_Decoding(P5,r) (9) 

Step 9: After that by applying Eq.(10) and Eq.(11), perform an 

Ex-or operation in two steps as first applying between P6 

and Key1, then applying between resultant image 

sequence P7 with modulo of sum of all the pixel values 

of the image to obtain an image sequence P8. 

 P7 = P6 ⊕ Key1 (10) 

 P8 = P7⊕Sum (11) 

Step 10: After this, convert the image sequence P8 into a two 

dimensional cipher code matrix P9 [M,N]. 

Step 11: Finally convert a cipher code matrix into a cipher image. 

The above-mentioned technique is mainly applicable for 8-bit 

gray image. For a 24-bit RGB colored image, the proposed 

technique will be implemented as: First split the RGB color image 

into 8-bit R, G and B components, and then apply the above said 

technique to encrypt each component separately. And after that, 

integrate the entire encrypted component into a single unit in the 

form of 24-bit cipher image. 

6. IMAGE DECRYPTION TECHNIQUE 

As the proposed DNA based image encryption technique is 

symmetric in nature, so the process of decryption is exactly the 

reverse of the encryption procedure phases. Before operating 

decryption technique, a receiver must receive all the secret 

credentials through a secured channel and generate the required 

indices and keys. After that, apply the already defined 

permutation and diffusion phases in the same operating way but 

in reverse manner with some minute alterations as use of DNA 

Subtraction operation instead of DNA Addition operation. 

Ultimately, the proposed technique effectively retrieves a 2-D 

plain image.  

 

Fig.2. Process flow of image encryption technique 

7. EXPERIMENTAL AND SAFETY ANALYSIS  

The proposed DNA based image encryption technique is 

realized on windows 10 environment using a HP machine with 

Intel core i5, 2.30GHz processor with 4GB RAM.  

 

(a) (b) 

 

(c) (d) 

Fig.3. Different phases of Encryption Technique. (a) The Plain 

image “Lenna”. (b) Intermediate image after image scrambling 

phase. (c) Intermediate image after DNA Addition phase. (d) 

Final Ciphered image after Ex-or operation phase 
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Column-Wise Scrambling 
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The proposed image encryption technique is implemented in 

Python language using a cloud computing based Online IDE 

Google Colab. The proposed technique has been applied on 

multiple images with varying sizes. The Fig.3 and Fig.4 show the 

different resultant images during different phases of image 

encryption and decryption. It is clearly seen that the proposed 

technique is invertible in nature, and the ciphered image doesn’t 

bear any resemblance with the plain image. Moreover, the 

efficiency and safety of the proposed technique in terms of 

computation and robustness against different kinds of attacks is 

analysed experimentally in this section. 

 

(a) (b) 

 

(c) (d) 

Fig.4. Different phases of Decryption Technique. (a) The 

ciphered image (b) Intermediate image after Ex-or operation 

phase (c) Intermediate image after DNA subtraction phase (d) 

Final decrypted image after image scrambling phase 

7.1 HISTOGRAM ANALYSIS 

An image histogram is a statistical parameter which 

determines the quality of an encrypted image. Graphically, it 

reflects the distribution of information in terms of pixel values 

over a range of 0-255.  

 

(a) (b) 

 

(c) (d) 

 

(e) (f) 

 

(g) (h) 

 

(i) (j) 

 

(k) (l) 

Fig.5. Histograms of plain image and corresponding cipher 

image (a) Plain image “Lena” (b) Histogram of “Lena” image 

(c) Cipher image “Lena” (d) Histogram of Cipher “Lena” image 

(e) Plain image “Cameraman” (f) Histogram of “Cameraman” 

image (g) Cipher image “Cameraman” (h) Histogram of cipher 

“Cameraman” image (i) Plain image “Peppers” (j) Histogram of 

“Peppers” image (k) Cipher image “Peppers” (l) Histogram of 

cipher “Peppers” image 

A good encryption technique should have a uniform 

distribution of pixels so that no statistical clues to the original 

image are left for an attacker. The Fig.5 shows that the histograms 

of cipher images are very much uniform and flat, which make it 

significantly distinct from the histograms of the plain images 

which are much centralized. 

7.2 KEY SPACE 

The key space plays a significant role to determine the strength 

of an encryption technique against exhaustive attack. The larger 

the key space, the more resistant it is against exhaustive kind of 

attack likes brute-force and dictionary attack. In the proposed 
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technique, the secret key credentials in terms of initial values to 

the chaotic function are (Z0, r0, Z1, r1, X0, Y0, a, b), if each of the 

credential has a precision of 1014, then the key space would be 

(1014)8  = 10112 > 2100 which is large enough to resist the exhaustive 

attack [33] [35]. 

7.3 KEY SENSITIVITY 

Key sensitivity parameter determines the sensitivity of an 

encryption technique, i.e., a minute alteration in secret key 

credential would cause a significant change in cipher output. A 

good cryptosystem possesses an extreme key sensitivity. Key 

sensitivity can be tested during the decryption phase; a minute 

alteration in secret key will not be able to decrypt the image 

successfully. From Fig.6, it can be clearly seen that a minute 

alteration in secret key credentials would not be able to decrypt 

the ciphered image correctly. So, proposed encryption technique 

is highly sensitive to the secret key credentials. 

 

(a) (b) 

 

(c) (d) 

Fig.6. (a) The Plain Image Lena, (b) The Decrypted Image by 

minute altering r1’=3.95000000000001 instead of 

r1=3.95000000000000 (c) The Decrypted Image by minute 

altering z1'=0.01000000000002 instead of 

z1=0.01000000000001 (d) The Decrypted Image with correct 

secret credentials 

7.4 TIMING ANALYSIS 

An encryption technique's efficiency is determined not only 

by its robustness, but also by its computing speed. Lower the 

encryption and decryption time, reflect the faster performance of 

the cryptosystem. The encryption and decryption time of the 

proposed technique are linearly increased with the increasing size 

of the image. Hence, the linear complexity of the proposed 

technique ensures that the optimal utilization of resources either 

in terms of CPU time cycle or memory. The Fig.1 and Fig.2 

clearly show that the proposed technique's encryption and 

decryption times rise linearly with the size of the Lena image. 

 

Fig.7. Encryption time analysis by varying size of Plain “Lena 

image” 

 

Fig.8. Decryption time analysis by varying size of Cipher “Lena 

image” 

7.5 CORRELATION COEFFICIENT ANALYSIS  

It is a statistical parameter which determines the relationship 

between the adjacent pixels of an image. Smaller the value of 

correlation coefficient, higher is the image resistance against 

statistical attack. Table 4 shows the correlation coefficient 

between the adjacent pixels of three different images before and 

after encryption in horizontal and vertical directions. Here, it can 

be observed that plain images possess a strong correlation 

between adjacent pixels, while cipher images have significantly 

low value of correlation coefficient, which helps them resist 

against statistical attack. 

Table.4. Correlation Coefficient Values 

Image Before Encryption After Encryption 

(256256) Vertical Horizontal Vertical Horizontal 

Lena 0.9912 0.9993 -0.0005 0.0015 

Cameraman 0.9993 0.9991 0.0025 -0.0031 

Peppers 0.9921 0.9965 -0.0015 0.0067 

7.6 NPCR ANALYSIS 

The number of pixels change rate is a performance metrics that 

shows the strength and robustness of any cryptosystem. The 

NPCR determine the effect over the image by changing the value 

of a single pixel. Evaluation of NPCR by using the given Eq.(12): 
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( )
1 1

,

100%

M N

i j

D i j

NPCR
M N

= =
= 




  (12) 

where, D(i,j)=0, if C1 = C2; else set to 1 and M and N represents 

the width and height of an image, C1 and C2 represent the cipher 

images corresponding to the same plain image just by changing 

the value of a single pixel.  

The cryptosystem having NPCR values nearly or greater than 

99% make the cryptosystem strong and resistive against 

differential attack. The Table.5 shows that NPCR values of all 

three different images are greater than 99%, which in turn reflects 

the robustness of the cryptosystem against the differential attack.  

Table.5. NPCR values 

Metric Lena Image Peppers Image Cameraman Image 

NPCR 99.99 99.44 99.8 

8. CONCLUSION 

A DNA-based image encryption technique based on a dual 

chaotic function was proposed in the current research. A blend of 

two-dimensional Henon map with one dimensional Logistic 

chaotic map was employed to add the randomness and dynamicity 

in the cryptosystem, and to produce a wider chaotic range for 

generation of keys and indices. Primarily, the plain image was 

scrambled in row-wise and column-wise manner utilizing 

different indices generated by the Henon map. Thereafter, DNA 

based diffusion was carried out over an image by performing 

encoding, decoding and addition operations with the help of 

generating chaotic keys using Logistic function. Subsequently, 

partially generated chaotic key via usage of logistic function 

assisted to operate exclusive-or operation over an image with 

modulo of sum of all values of the pixels for further diffusion. 

Experimental and safety analysis showed that proposed 

encryption technique possessed a large key space, extreme 

sensitivity to the secret key credentials, a uniform flat distribution 

curve of histogram, a very high value of NPCR greater than ideal 

value and correlation coefficient close to zero. The findings of the 

study ensued that the proposed technique was robust and secure 

against the exhaustive, statistical and differential attack. 

Additionally, linear time complexity makes it efficient and 

suitable for real time applications. 

Undoubtedly, proposed technique was strong enough, 

efficient, and resilient against different kinds of attacks, however 

there is no denying the fact that there is scope of extending to the 

same for 24-bit color images and to encrypt the selective portion 

of medical images. There’s an additional possibility, to employ 

the compression techniques along with encryption for multimedia 

form of data to make it more efficient in terms of bandwidth 

consumption during transmission. 
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