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Abstract

A self recoverable adaptive fragile watermarking scheme to detect and
recover attacked parts with improved tamper detection ability is
proposed in this paper. The Cover image is divided into 2x2 blocks and
an adaptive watermark is generated from the quantized version of the
2x2 block. Instead of choosing the best possible values, the proposed
watermark generation scheme divides the 2x2 quantized block into two
1x2 blocks to form the watermark. In order to aid in tamper detection,
authentication bits are generated from the mapped block of the 2x2
block. The watermark bits (authentication bits and recovery bits) are
embedded into the mapped block to form the watermarked image. The
proposed watermark embedding scheme provides a quality PSNR of the
watermarked image well above 35 dB. The watermarked image was
tampered using different attacks like object deletion, object addition,
change of content attack and addition of noises. The tampered blocks
were detected using the proposed multi-level tamper detection scheme.
The attacked parts of the watermarked image were reconstructed using
the proposed tamper recovery scheme. The proposed tamper recovery
scheme provides a quality PSNR well above 30 dB for various types of
attacks. The performance of the proposed fragile watermarking scheme
was also evaluated in terms of PSNR (peak signal to noise ratio), SSIM
(Structural Similarity Index Measure), Probability of False Rejection
(PFR) and Probability of False Acceptance (PFA) of the reconstructed
image for various tampering ratios. The PFR and PFA Values of the
proposed scheme are close to zero indicating that the tampered pixels
are detected correctly.
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1. INTRODUCTION

In the last decade, the digital world of internet has grown
exponentially and has become irreplaceable. Most of our day-to-
day activities like transportation, banking, grocery shopping, etc.
depend wholly on the Internet. As more and more applications are
available online, it does not show any signs of slowing down. The
amount of data shared per second via the internet comes to billions
of bytes. With its abundance and availability, the Internet has its
own share of advantages and disadvantages. As the globe
becomes more interconnected and reliant on digital technologies,
cybercrime is surging. The year 2023 saw a notable increase in
cyberattacks, resulting in more than 343 million victims. Between
2021 and 2023, data breaches rose by 72%, surpassing the
previous record. A data breach costs $4.45 million on average. In
2022, compromised business emails accounted for $2.7 billion in
losses [1,2]. As the number of malicious attacks is on the rise, it
is important for any organization to secure their information in the
safest way possible. Security has moved from being an optional
feature to becoming the essential part of any data transmitting
mechanism.
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One statistic note that in the next five years, cybercrime might
become the greatest threat to every person, place and thing in the
world [3]. By taking this reality into account, it is imperative to
protect sensitive assets of any country like its intellectual
property, Military records, healthcare records etc. from hackers
and confidential transmission of these assets is imminent. Though
the research in information security has been going for a long
time, its need has never been more important until today.

In this digital age, with the abundance and availability of
different types of malicious parties it is important to develop
security measures that help in preventing image manipulation [4-
6]. Watermarking is primarily used to detect tampering and to
identify and recover the portions in the received image which are
tampered. Digital Watermarking schemes can be broadly divided
into robust, fragile and semi-fragile watermarking schemes [4] [7-
11]. Fragile Watermarking scheme are vulnerable slightly to both
the content preserving Manipulations and to the Malicious
Manipulations [12] [13] [22]. Semi Fragile Watermarking scheme
are tolerant to content preserving Manipulations [14] [15] but not
to Malicious Manipulations. Robust Watermarking Scheme are
neither tolerant to the content preserving Manipulations nor to the
Malicious Manipulations [10] [16].

Many researchers have proposed fragile watermarking
techniques. Primarily, most self-recoverable fragile watermarking
schemes use a block-based authentication procedure. Lee et al.
[17] used a self-recoverable watermarking technique for detecting
the tampered blocks and the tampered pixels while transmitting
data through wireless sensor networks. Though the scheme had
the least operation count, the watermark size was not adaptive and
it is the same for all images and also the integrity of the
watermarked image was not discussed.

In order to reduce the problems arising out of integrity and
Confidentiality issues, Li et al. [12] had proposed a fragile
watermarking scheme using scrambled images in order to embed
the watermark. Though this scheme achieved high quality
restoration of the tampered areas, the scheme was lacking in terms
of efficiency of the algorithm and the time complexity. In the
scheme proposed by swain et al. [18], a watermarking technique
based on block truncation coding (BTC) and singular value
decomposition (SVD) is proposed. The cover image is divided
into 4x4 non overlapping blocks to generate the authentication
watermark using XOR and SVD. Using BTC, the recovery
watermark is generated, and it is embedded using the mapped
block of the original block. The proposed scheme was found to
have worked against various kinds of attacks. As the block size of
the proposed scheme was 4x4, the avenue for improvement in the
tampered block restoration at the receiver side can be improved
by decreasing the block size.

In the scheme proposed by Ramos et al. [19], discrete wavelet
transform is used to embed the watermark bits. The watermark
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bits generated are independent of the image and are obtained from
the chaotic sequences. A part of the chaotic sequence is also
available at the receiver which helps to increase the security
aspect of the scheme. Here, if the chaotic sequence is accessed by
a malicious third party, the received image can be compromised.
Lin et al. [20] had proposed a fragile watermarking scheme using
AMBTC compressed codes as authentication bits and recovery
bits are obtained from VQ Compressed code. The merit of the
proposed scheme is to reduce the blocking effect obtained from
calculating the average value of the intensity of the pixels. The
scheme also produced a high-quality watermarked image.

Singh et al. [21] had proposed a fragile watermarking scheme
based on Integer Wavelet transform (IWT). In this scheme, the
authentication bits are obtained from the location of the pixels and
the secret keys, The restoration bits are obtained from the 2x2 non
overlapping blocks of the cover image using IWT. Though this
scheme was found to yield a high PSNR, typical image processing
operations may destroy the watermark bits resulting in the
inefficiency of the restored image at the receiver end. So, in order
to address the issues in the existing papers, the following
improvements have been made in the proposed scheme.

Contributions of the proposed scheme:

* The proposed scheme tries to overcome the disadvantages of
the existing spatial domain schemes by developing an
adaptive watermarking technique whose size varies from
image to image.

As the proposed technique divides the cover image into 2x2
blocks to generate the watermark and also as the entire
quantized version of the DCT matrix is embedded as a
watermark, the proposed scheme had improved tamper
detection ability.

The proposed Multilevel Tamper detection scheme
combined with neighborhood approximation was tested for
object deletion, object addition, change of content attack and
addition of Noises.

The performance of the proposed tamper recovery scheme
was also evaluated in terms of PSNR (peak signal to noise
ratio), Probability of False Rejection (PFR) and Probability
of False Acceptance (PFA) of the reconstructed image for
various tampering ratios.

2. PROPOSED SCHEME

The main components of the proposed scheme are watermark
bits generation and embedding, multi-level tamper detection and
tamper recovery which shown as block diagram in Fig.1 - Fig.4
respectively.

2.1 BLOCK MAPPING

In order to provide better tamper recovery at the receiver side,
the proposed scheme divides the original image (I) of size MxM
into 2x2 blocks and numbers them raster scan order. This
numbering comes in handy during block mapping. Block mapping
is a 1-D transformation of mapping an original image block to a
mapped block calculated using the below equation:

MB = ((K*B)modN)+1 1)
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where MB is the mapped block number, K is the key, B is the block
number of the original image, N is the total number of 2x2 blocks
. . M xM

in | given by I

2.2 WATERMARK
EMBEDDING

GENERATION AND

The step-by-step process of generating the watermark from the
original image and the subsequent embedding to form the
watermarked image is explained below:

1. Divide the original cover image | of size MxM into 2x2
blocks Bi( ). The number of 2x2 blocks is given by N =
(M*M)/4.

2. Each 2x2 block B; is quantized using the Quantmatrix =
[16 11;12 12]. Each quantized 2x2 block Qi()is divided
into two 1x2 blocks in order to generate the Recovery bits,
R. The elements of Q; are represented by [E1 E2 ; E3 E4].

3. Inorder to store the generated recovery bits each 2x2 block
B; of the original image is mapped to a 2x2 block MB;() in
the original image. The mapped blocks are formed
according to the Eq.(1).

Xi-1i) | X(i-1,i+1)
X

X(i+1,j)

X(i-1,-1)

X(i,i-0) X(i,i+1)

X(i+1,j-1) X(i+1,j+1)

Fig.3. Eight block neighbourhood of the highlighted block X

4. Each 2x2 Mapped block MB; is divided into two 1x2
blocks and Each 1x2 block of MB; is used to generate an
authentication bit (auth) using Eq.(2). The elements of MB;

. h
are represented using {hl 2}.
h, h,
5. The generated recovery bits(r) from B; are combined with
the authentication bits(auth) from MB; to form the
watermark(w) of B;.

6. Each quantized 1x2 block will generate a watermark of
size 5 or 7 Bits.

7. Depending on the values present in Qj, the length of the
generated watermark varies. So, the proposed watermark
generation scheme is an adaptive scheme. In order to
obtain better tamper reconstruction at the receiver side, it
is necessary to carry forward as much information as
possible from the original image. So, the proposed
watermark generation scheme embeds both the sign and
the value of all the elements in Q; into the generated
watermark, W. Since the proposed scheme is adaptive,
there are indicator bits (v) formed to find the number of
watermark bits generated from each 1x2 block of Q.

8. Finally, Using LSB substitution the generated watermark
is stored in the Mapped block MB.

9. Repeating the steps 2-9 for the entire image results in the
watermarked image, FW which is sent to the receiver
along with the indicator bits.
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10. The entire procedure of generating the watermark, forming
the recovery bits and embedding the watermark is shown
in Pseudo code 1.

Pseudo code 1: Pseudo code for Watermark generation and
Embedding

Input: 2x2 block Bi (1<i< N) of the original image.

Output: Watermarked image blocks FW;i(1<i<N) and indicator
bits V.
2DDCT - Two-dimensional Discrete Cosine Transform
fori=1:1:N

C,=2-DCT (% 716j

Qi_round[C'_J; /IQuantized original block using
Quantmatrix

. 16 11
Quantmatrix =
12 12

y=1; j=1;

_E1 Ez
Q= E, E,

if E=E,
v(j)=1

0 ifsign(E,) = Positive
mw={ .

. Il Forming the recovery bits
1 if sign(E,) = Negative

0 ifsign(E,) = Positive

/I Forming the recovery bits
1 ifsign(E,) = Negative g y

r(y+1):{

If (abs(E1)>3) then E1=3
r(y +2:y+3) =decimaltobinary(E,) //Forming the recovery bit

else E = E,
v(j)=0

0 ifsign(E,) = Positive
mw={ .

o . Il Forming the recovery bits
1 if sign(E,) = Negative

0 ifsign(E,) = Positive

/l Forming the recovery bits
1 ifsign(E,) = Negative g y

dy+D={

If (abs(E1)>3) then E1=3
r(y+2:y+3) =decimaltobinary(E,) // Forming the recovery bits
If (abs(E2)>3) then E>=3
r(y +4:y+5) = decimaltobinary(E,) // Forming the recovery bits

end

MB, :L:ll :2} //[Finding the Mapped Block of the original

3 4

block

auth = XOR (decimaltobinary((h, + h,)/2)) ;//Forming the
Authentication Bits (2)

W = [r auth] //Forming the Watermark Bits
L=Length (W);

if L==5
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h, = decimaltobinary(h,)

h, = decimaltobinary(h,)

h,(6:8) =W (1:3)// Embedding the Watermarks

h,(7:8) =W (4:5) // Embedding the Watermarks

WM, = binarytodecimal(h,) //Forming the watermarked pixels
WM, = binarytodecimal(h,) //Forming the watermarked pixels
elseif L==7

h, = decimaltobinary(h,)

h, = decimaltobinary(h,)

h,(5:8) =W (L: 4) // Embedding the Watermarks

h,(6:8) =W (5:7) // Embedding the Watermarks

WM, = binarytodecimal(h,) //Forming the watermarked pixels
WM, = binarytodecimal(h,) //Forming the watermarked pixels
end

Repeat the same steps for h3 and h4 and form wMm,, and WM,

FW{WMl WM,

} ; IIWatermarked Pixels of the mapped
WM, WM,

Block
=i+

end

Pseudocode 2: Pseudo code for recovery for the tampered
block.

Input: Tampered blocks TAi(1<i<T) of the received image, where
T is the number of tampered blocks

Output: Recovered blocks RCi(1<i<T) of the tampered blocks
TA;

2DIDCT-Two dimensional Inverse Discrete Cosine transform
for i=1:1:N

=L

if BRi == TAj

MTA; =Mapped block (TA;) //Find the Mapped block of the
tampered block

Sl SZ
MTA‘{S s};
if v(i)=1

Length(EW) =5 && | S,| ==| S, |

S, = decimaltobinary(S,)

S, = decimaltobinary(S,)

EW(1:3)=S,(6:8)//  Extracting the watermark Bits
EW (4:5) =S,(7:8) /I Extracting the watermark Bits

sign(Y,) = Posm\_/e |_f EW(1)=0

Negative if EW (1)=1
(

sian(Y. ) = Positive if EW(2)=0
on(¥2) = Negative if EW (2)=1
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Y, = binarytodecimal (EW (3:4))
Y, = binarytodecimal (EW (5:6))
Y, =sign(Y,) *Y,

Y, =sign(Y,) *Y,

elseif v(i)==0
Length(EW) =7 && | S,I4 S, | ;
S;=decimaltobinary(S1)
S;=decimaltobinary(Sz)

EW(1:4)=S,(5:8) // Extracting the watermark Bits
EW(5:7)=52(6:8) // Extracting the watermark Bits

sian(Y.) = Positive  if EW (1)=0
on() = Negative if EW (1)=1

. Positive if EW(2)=0

sign(Y,) = . .
Negative if EW (2)=1

Y, = binarytodecimal (EW (3:4))
Y, = binarytodecimal (EW (5:6))
Y, = Sign(Yl) *Y,
Y, = Sign(Yz) *Y,
end

Repeat the steps to find Y3 and Y4 using S3 and S4

Y, Y.
ReC,=| ' 7
Y, Y,

ReC, =2- IDCT (ReC, - Quantmatrix) +16
for x=1:2, y=1:2
0 if ReC,(x,y) <0
RC,(x,y) = 31
ReCi(x,Y)
tampered block
end
=ity
else
RCFBRi;

otherwise
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if ReC,(x,y) >31//Restored Pixels for the

3599

end

2.3 MULTI LEVEL TAMPER DETECTION AND
TAMPER RECOVERY

The step-by-step process of the proposed multilevel tamper
detection scheme followed by tamper recovery is explained
below:

+ Divide the received image RI of size MxM into 2x2 blocks
BRi( ). The number of 2x2 blocks is given by N = (M *M)/4.

« At the receiver side, a multilevel tamper detection scheme is
proposed in order to accurately identify the tampered region

in

the original image. The proposed multilevel tamper

detection scheme has three levels and each of the levels are
explained below:

a)

b)

c)

Level 1: In this level, the tampered image is divided into
1x2 blocks and authentication bits are calculated for each
1x2 block according to Eq.(2). This is compared with the
embedded authentication bit. The corresponding 1x2
block is identified as authenticated if the authentication
bits match else the block is identified as tampered.

Level 2: In this level, the tampered image is divided into
2x2 blocks. If one of the 1x2 blocks in a 2x2 block is
identified as tampered, the entire 2x2 block is marked as
tampered, else it is an authenticated block

Level 3: This level takes into consideration the eight
neighbourhood blocks of a 2x2 block to finally identify
it as tampered or authenticated. For each authenticated
block of size 2x2, count the number of tampered 2x2
blocks in its eight-block neighbourhood as shown in
Fig.3. If the number of tampered blocks is greater than
or equal to three, then mark the corresponding
authenticated 2x2 block as tampered. At the end of the
multilevel tamper detection every 2x2 block in a
tampered image will be marked authenticated or
tampered.

After identification of the tampered blocks, the next step is
tamper recovery. In order to ease the process of tamper
recovery, four different cases of tamper recovery are
considered. The different cases depend on the whether the
corresponding mapped block of the tampered block is
identified as tampered or authenticated.
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Cover Image
Divide into 2x2
blocks and find the STart with the first Divide into two 1x2
guantized version * 742 Block - blocks. Generate the
of each Zx2 blocks recovery bits from the
first 1x2 block (4-6 bits)

\A Watermark bits

| (5-7 bits)
Find the corresponding Divide into two 13%?
242 Mapped block using blocks. Find the - )
Block Mapping authentication bits from .Stnret.he Watgrmark bits
the first 1x2 block (1 bit) inthe inthe first L
Mapped block using LSB
Substituticn

.

Repeat the process
for the second 1x2
block.

Y

Repeat the process
for all 2x2 block.

I

Watermarked Image

Fig.1. Block diagram showing the generation and embedding of the recovery bits

Watermarked Image

|

Divide into 2%32 > Take the first 1x2 block.
hlocks Compare the calculated
guthentication bit with the
embedded authentication
bit.

- Identify the tamperad blocks
using the multilevel tamper
detection technigue

Are both the tampered block
and its corresponding
mapped block identified as
tampered?

Recover the tampered block
from its mapped block using the
recovery bits extracted from the

watermark.

Recover the tampered block
using neighbourhood
approximation

Fig.2. Block diagram showing the identification of the tampered blocks using multilevel tamper detection related work
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Divide into two
1:2 blocks

Mapped block of
the tampered
block

™

Extract the watermark
from the LSBs. Extract the
recovery bits from the
watermark (4-& bits)

Convert it into the
equivalent decimal
number

}

Recovered 1x2 block
of the tampered
block

'

block

Recovered 2x2 block
of the tampered

Repeat the same procedure for the
second 1x2 block of the tampered
block

3

Fig.4. Block diagram showing the reconstruction of the tampered blocks using the recovery bits

« If the corresponding mapped block of the tampered block is
identified as authenticated, then the watermark bits are
extracted from the corresponding mapped block and the
extracted recovery bits from the watermark are used for the
reconstruction of the tampered block. The reconstructed 2x2
blocks from the tampered blocks are represented by
RCi(1<i<T) and each RC; is a 2x2 block represented by [Y1
Y2; Y3 Y4]. The entire procedure of recovering a tampered
block from its corresponding mapped block is shown in
algorithm 2.

If the corresponding mapped block of the tampered block is
identified as tampered, then the eight block neighbourhood
of the tampered block are used for recovery. The detailed
steps are explained below:

(a) Find the eight 2x2 block neighbourhood of the tampered
block as shown in Fig.3.

(b) Calculate the average of each authenticated 2x2
neighbourhood block.

(c) Finally calculate the total average of all the authenticated
2x2 neighbours.

(d) The average value represents the reconstructed values of
the tampered block.

3. RESULTS AND DISCUSSION

The proposed watermark generation scheme and its
subsequent multi-level detection and tamper recovery were tested
on a variety of cover images of size 512x512 using MATLAB
R2014a.

3.1 EVALUATION OF THE PROPOSED
WATERMARK GENERATION SCHEME

In order to find the visual quality of the watermarked images
of the proposed watermark embedding scheme, Peak signal to
noise ratio (PSNR) and Structural similarity index measure
(SSIM) is used, which are shown in Eq.(3) and Eg.(4),
respectively. Let X and Y represent two MxM images, then PSNR
is defined as:

3601

M M 2
22X -Y)
MSE = 22

M xM

@)

PSNR =10x log,, (255><255j

MSE

where SSIM is calculated between the cover image and the
watermarked image. The Structural Similarity quality assessment
index is based on the computation of three terms, namely the
luminance, contrast and the structural terms. The overall index is
a multiplicative combination of the three terms and is given by,

SSIM =[1(x,y)]* -[c(x, Y)I -[s(x, ) (4)
where =1, g=1 y=1

The proposed scheme was tested for various test cover images
obtained from the image database (USC-SIPI 1977) and the
obtained PSNR and SSIM is shown in Table.1. Some of the
watermarked images are shown in Fig.5. The proposed watermark
embedding scheme provides a quality PSNR of the watermarked
image well above 35 dB and an average SSIM of 0.80 which
proves that the watermarked image and the original image are
Structurally Similar.

Table.1. PSNR Value (in dB) and SSIM values of watermarked

images
Cover 11208 ot crmarked 1mage| 5"
Cameraman 36.962 0.5350
Baboon 37.328 0.9569
House 38.379 0.5707
Sail Boat 37.006 0.8547
Fishing Boat 37.6923 0.8787
Barbara 37.2483 0.8258
Elaine 37.2483 0.8798
Peppers 37.4708 0.8117
Goldhill 37.5245 0.8782
Rice 37.9280 0.7150
Baby 37.2178 0.5212
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(9) (i)
Fig.5. Watermarked Images of (a) Barbara (b) Fishing Boat (c)
Elaine (d) Goldhill (e) Rice (f) Peppers (g) Sailboat (h) Baby (i)
Baboon

3.2 EVALUATION OF THE PROPOSED TAMPER
DETECTION AND TAMPER RECOVERY
SCHEME

In order to evaluate the efficiency of the proposed tamper
detection scheme, the watermarked image was tested in the
following ways: The watermarked image was tampered with a
variety of attacks and subsequently PSNR of the recovered image
was calculated. The attacks on the cover image included one
object addition, two object addition, one object deletion, two
object deletion and change of content attack. In the one object
addition attack, A part of Flintstones image is rice image. In the
two-object addition attack, different objects like a dollar bill and
a boat were added to the marked objects like a dollar bill and a
boat were added to the watermarked image of car_house image.
In the one object deletion attack the camera in the cameraman
image was deleted. In the two-object deletion attack, the two eyes
in the baboon image were deleted. In the change of content attack,
the position of boat and the trees were interchanged.

Table.2. Different attacks and the Subsequent tamper detection
and Recovery using the Proposed Scheme

Detected Tamper PSNR of the
Attacks | Attacked Image| Tampered p reconstructed
. recovery - -
Region image (in dB)
One
object 27.867
addition
Two
object 32.396
addition
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One
object
Deletion

33.45

Two
object
Deletion

29.02

Change
of
content

32.005

5]

Table.3. Different tests and subsequent tamper detection and
recovery using the proposed scheme

Test 1 Test 2 ‘ Test 3
Tampering, Tamper Detection and Tamper Recovery

oyt [ = LT

G

PSNR of the recovered Image
2137dB | 2241dB | 27.867dB

Table.4. PFA and PFR values for various tampering ratios using
the proposed scheme

Tampering Ratio| PFR |PFA
5 04| 0
10 0.496| 0
15 0.708| 0
20 1.04| 0
25 1.444| 0
30 1.565| 0
35 1.579| 0
40 2.097| 0
45 2.083] 0
50 2.794| 0
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Fig.6. PSNR (dB) of recovered image under different tampering
rate

Table.5. PSNR of recovered images using the proposed tamper
recovery scheme for various tampering rates

Tampering Rate

Host Image

5% | 15% | 25% | 35% | 45%
Cameraman |25.850(21.927|22.641|19.818|17.559
Baboon 33.766|28.607(28.497|24.733(22.849
Sail-Boat  |29.008(24.895|23.887(22.175|20.238
House 33.246|28.274(26.663|24.721(23.705
Fishing Boat|32.380|26.495|26.856|21.336|20.400
Barbara 31.331(25.915|26.847|22.128|21.419
Elaine 30.840(26.829(27.353|23.328(21.923
Peppers 31.909|27.290(26.377|21.761{20.672
Goldhill 33.228(28.256|28.314|23.132|22.258
Rice 33.965|27.811(28.071|23.761(22.187
Baby 32.562|25.983(24.376(20.742(19.797

Table.6. Performance of the proposed tamper recovery scheme
for various tampering rates

Tampering| Tampered T[;‘?;ecgig d Tamper
Rate Image Region Recovery
5%
15%
25%
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35%

45%

F_‘E

The Table.2 shows the different attacks and the resultant
tamper detection and tamper recovery using the proposed scheme.
The Table.2 also shows the PSNR of the reconstructed images
after tamper recovery. The PSNR values exceed the acceptable
value. To illustrate that the proposed scheme provides better
performance in identifying different types of noises, three
different tests were performed. The tests are:

« A rectangular Portion (300x420) is tampered in the
watermarked baboon image,

» 20 rectangles of varying gray values between [200,223]
were used to blur the watermarked Flinstones image

« Salt and Pepper Noise was added to the Elaine image

The tampered images of Baboon, Flintstones and Rice are
shown in Table.3. The tamper detection and recovery
performance of the proposed scheme for the three different tests
are also shown in Table.3. Due to the reproduction of the
maximum information from the original image into the embedded
watermark, the proposed scheme was able to detect the attacks
and recover the tampered portion. The performance of the
proposed tamper detection and recovery performance for various
tampering ratios ranging from 5% to 45% was tested on various
image and the calculated PSNR (in dB) is shown in Table.5. The
Table.6 shows the performance of the proposed tamper detection
and tamper recovery scheme on the watermarked image of
Barbara for various tampering rates. The Table.5 and Table.6
clearly shows that the boundary of the tampered part is identified
by the proposed tamper detection scheme and the PSNR Values
of the recovered image using the proposed tamper recovery
scheme progressively decrease for increased tampering rates.
Though images with various variations were tested by the
proposed scheme, the average PSNR for a tampering rate of 45%
was maintained around 21 dB.

3.3 EVALUATION IN TERMS OF PFA AND PFR

To find the efficiency of the proposed tamper detection and
recovery scheme, Probability of False Rejection (PFR) and
Probability of False Acceptance (PFA) for various tampering ratio
(TR) were calculated. These are defined by Eq.(3) - Eq.(5).

TR :(7100' th% 3)
N
PFR =[100’ N,y J% 4)
N-N,
PFA:(lOO'('\,i;‘Nm)]% 5)
t

where N; is the number of tampered pixels, N is the total number
of pixels, Ny is the number of valid pixels that are wrongly
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detected as tampered and Ny is the number of tampered pixels that
are correctly detected as tampered. Finally, the obtained PFA and
PFR Values using the proposed tamper detection and tamper
recovery scheme for various tampering ratios is shown in Table.4.
The PFR values are closer to zero and the PFA value of the
proposed scheme is zero for various tampering ratios proving that
the tampered pixels are detected accurately. Fig.5 shows the
PSNR values of the restored image with varying tampering from
5% to 50%. At lower PSNR values, (i.e,) when the number of
tampered pixels are high, the proposed scheme outperforms the
existing schemes.

3.4 FEATURES OF THE PROPOSED SCHEME

The features of the proposed scheme were analysed in terms
of imperceptibility, robustness, security and capacity. The
imperceptibility of the proposed Scheme was analysed in terms of
PSNR and SSIM as shown in Table.1. The robustness of the
proposed scheme was analysed in terms of different attacks and
different tampering rates. It is shown in Table.2, Table.3 and
Table.6. The security of the proposed scheme lies in the creation
of the mapped block using Eg.(1) and in the creation of
authentication bits using Eg.(2). As the proposed watermark
generation scheme is adaptive, the capacity depends on the
number of watermark bits generated which varies from image to
image. The step-by-step process of watermark generation is
explained in Section 2.2.

4. CONCLUSION

A self-recoverable watermarking scheme with adaptive
watermarking, where the watermark size varies from image to
image is proposed. As, the proposed watermark generation
scheme utilizes the maximum information from the original
image, the proposed scheme performs better in terms of better
tamper detection and tamper recovery. The proposed tamper
detection scheme was tested for different attacks like object
deletion, object addition, change of content and addition of noises.
Due to the better performance of the proposed tamper detection
scheme, the tampered regions were properly identified and was
efficiently restored. The proposed tamper recovery scheme was
tested for different tampering ratios and the recovered region was
analysed in terms of PFA and PFR.As the proposed scheme PFR
and PFA values were close to zero, the performance of the
proposed scheme was much better. Future work will focus on
improving the quality of the tamper recovered part of the received
image.
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