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Abstract

This work introduces a robust method for distinguishing between
genuine and fake faces, addressing the crucial issue of biometric
spoofing in Al-driven security systems. The proposed approach
integrates Local Binary Pattern (LBP) for feature extraction, Principal
Component Analysis (PCA) for dimensionality reduction, and Support
Vector Machine (SVM) for classification. Evaluations demonstrate the
method’s superior performance in face spoofing detection, achieving
an overall detection accuracy of 96.7% in cross-validation, surpassing
traditional methods such as Random Forest (94.5%). LBP extracts
distinctive textural features, which are normalized for uniformity
across samples. PCA reduces the dimensionality of the data by
eliminating redundant information, maintaining only the most relevant
features for analysis. The SVM classifier identifies patterns to
differentiate genuine faces from spoofed ones, achieving high accuracy
across diverse attack types. For instance, the proposed method achieves
98.1% accuracy for detecting printed photo attacks and 80.9% accuracy
for challenging deepfake attacks on the created dataset, outperforming
Random Forest by 1.2% and 1.1%, respectively. This comprehensive
evaluation highlights the method’s robustness, computational
efficiency, and adaptability to various spoofing scenarios. With
consistent performance improvements across datasets, this technique
addresses critical Al security challenges and provides a scalable
solution for advanced face spoofing detection systems.
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1. INTRODUCTION

The numerous facial recognition software is widely adopted,
people’s digital photo, or even video frames, are becoming the
means through which they are being easily identified. There lies
the essence of its popularity; it has numerous applications ranging
here from smartphones to even in the law enforcement. However,
this feature still faces problems associated with bias, accuracy,
and privacy [1] [2]. When issues such as deepfakes become more
common, these problems can be aggravated. There is more
complication when the manufacturers spread tangled value
pursuit motivated by profit [3-6]. An integrated solution strategy
should include ethical aspects, educational methods, passing laws,
as well as stakeholder engagement [7].

However, one danger is that they are spoofable attacks in
which someone generates phoney images or videos to any -send
the recognition software [8] [9]. Detection methods should be
devised thoroughly to avoid the situation. As a good technique to
be used for texture pattern recognition Local Binary Pattern (LBP)
analysis will do (10). The local structure of LBP is effectively a
process of disclosing the difference of real and faked images [11].
It has been noticed that ensemble methods combining LBP with
others like SVM can achieve a higher detection accuracy [12].
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By using SVM with the supervised learning method, even the
random boundaries in non-linear inputs are considered [13]. In
pursuit of enhancing the robustness of the face detection rate, we
apply face spoofing [14] detection using the LBP and SVM
classifier. We intend to enhance face recognition system security
against the spooking attacks by contributing both the methods.

For that matter many applications of facial recognition could
be seen, however safety concerns by adopting this tech are far
from being minor. Diversification, in short, is a must. Specific
detection mechanisms identified as Local Binary Pattern (LBP),
and Support Vector Machine (SVM) are vital for preventing the
penetration of spoofing and to boosting system resilience.
Promoting more trust and confidence in the face recognition
systems require the making of concerted efforts.

This paper aims to do away with face spoofing attacks using
the assistance of SVM and LBP. The purpose of our study is to
improve the integrity and stability of facial recognition software
in the address of the attempts to counterfeit by using the skill of
SVM classification together with the precise features extracted by
LBP. This work contributes with a detailed examination of the
detection of the identity-code spoofing assaults by these
technologies, which presents the results of their effectiveness and
suggests other ways to improve the defense of facial recognition
system against deceit attacks. attack detection using these
combined technologies, offering insights into their effectiveness
and potential for enhancing the security of facial recognition
systems against deceptive attacks.

2. EVALUATION OF EXISTING LITERATURE

The Currently, the wide adoption of facial recognition
systems, and the development of special software to simulate face
recognition attacks, has shifted the focus of recent research
toward improving face spoofing detection techniques. Many pits
were dug, which symbolizes the complexity of the issue, for it
creates a range of the methods that might be used to rather reduce
the effect.

In this research a sophisticated method for use of the local
pattern statistics for the purpose of determining the emulation of
face features is presented using the sparse low-rank bilinear
discriminative model [15]. The enterprise of texture-based
spoofing detection methods of future studies will proceed from
this premise.

With additional method developed which exploited the feature
of multi-spectral mixing consisting of RGB, depth, and infrared
data into the system the spoofing rate was maximized [16]. A
study [17] would involve multi-scale dynamic binocular fusion to
enhance spoofing schemes below the 3D face data [18].

Now, the powers of spoofing detection include both the
biometric recognition algorithms that have been mainly evaluated
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in the past and the new platform that supports algorithm
assessment. In another research, CNNs (convolutional neural
networks) became effective in identifying such trickery [19] [20].

The optimization of the CNN models trained previously was
very important in going to the use of transfer learning to improve
the spoofing detection [21]. One of the main prognoses of the
method was to provide exactingness of detection, especially in
occasions when visual spoofing appeared [21].

This aimed at false recognition reduction using the depth
output from just one image. Fake photo detection is becoming
more reliable with the detailed infrastructure designed to
efficiently spot and categorize a certain category of spoofing in a
facial image [22] [23].

To distinguish between true and fake faces, types of filters
were explored which performs a quick facial feature extraction by
dynamic face representation learning [24]. [25] the techniques
improving image falsification and the artificial displacement were
also discussed.

A new feature learning approach has been proposed [26]
which is conducted by patches and achieved the improvement in
detection precision. Comprehend the whole thing an intensive one
— deep learning in spoofing detection, focusing on current issues
and tendencies [27].

Robert Bosch Dataset and Benchmark, which is designed and
aimed for monitoring spoofing detection techniques. This strategy
is extended to multimodal mixing which combines the deep
learning features and multi-level fusion [28].

In spite of all the advancements, however, it can be said that
face spoofing can be just as interesting as it is ball full challenge.
An approach is offered that relies on the strength of the machine
learning processors by SVM and on the texture analysis methods
such as LBP giving reliable results for classifying real and fake
facials. By contrast, this strategy is far superior to the existing
framework and has good prospects for cooperation, examination,
and advanced findings in the field of smart contract and
blockchain technology.

3. METHODOLOGY

Face reflection discovery and face synchronization techniques
form together face recognition of (LBP) combined with (SVM).
This entails using LBP on removing functions initially, then
applying PCA for lowering dimensionality, and eventually
applying SVM for preliminarily identifying the subsequent
functions. The Fig.1 discusses the techniques of face gestural
coordination and face spoofing detection through the app of SVM
for category and Local Binary Pattern (LBP) detection (LBP) in
Principal Component Analysis (PCA). The Fig.11 illustrates a
circulation graph showing the procedure of face matching and
also deal with spoofing detection.

3.1 LOCAL BINARY PATTERN (LBP)

The Local Binary Patterns (LBP) formula essences the
structure information of face pictures by contrasting the
illumination degree of a core pixel with the close-by pixels. By
contrasting pixels a binary pattern is produced for each and every
one developing a structure descriptor that properly catches the
picture’s regional framework. This treatment requires calculating
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the Local Binary Pattern (LBP) worth for each pixel developing
histogram based upon these worths plus creating function vectors
that envelop the structure information of the face photos, as
portrayed in Fig.2.

| Load face image dataset |

|Extract Local Binary Pattern (LBP) featuresl

| Normalize LBP features |

| Apply PCA for dimensionality reduction |

| Split dataset into training and testing sets |

|Train SVM classifier on reduced feature setl

v

Test SVM classifier on testing set
Evaluate classifier performance

Fig.1. Circulation graph of face matching and encounter
spoofing detection

Load grayscale image

v

Define parameters (p,R)

Z
v
Select central pixel

v

Compute binary pattern

v

No

Increment histogram bin
corresponding to pattern

Is all pixels
processed?

Generate LBP descriptor
(Histogram)

Fig.2. Flow of LBP detection

The Fig.2 shows the procedure of Local Binary Pattern (LBP)
detection a structure descriptor made use of for appearance
category jobs. LBP features by inscribing the regional framework
of a photo via contrasts in between each pixel as well as its next-
door pixels. Provided a photo | the LBP driver appoints binary
worths to pixels by thresholding their community with the facility
pixel worth, therefore producing a binary Figure for every pixel
that represents its regional appearance pattern. Ultimately, the
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LBP pie chart or function vector is built by tallying the incidents
of various LBP codes in the photo. Mathematically, for a pixel p
with P next-door neighbors, the LBP driver is shared as:

1)

where h; denotes the gray value of the neighbor pixel, hc
represents the gray value of the center pixel, and s(y) is a function

defined as:
1 ify>0
(y) ={ Y

LBP(p) :_Pis(hi -h)-2'

2
0 ify<0 )

3.2 PRINCIPAL COMPONENT ANALYSIS (PCA)

PCA is a technique often employed for bringing the
dimensionality of the data down by transforming the original
high-dimensional information set into a lower-dimensional space,
optimizing the maximum variance. Mathematical Formulation:
Compute the Mean: Calculate the mean vector u' for the given
dataset.

1y,
H= Nzyi (3)
i=1
1. Center the Data: Apply the center reducing procedure of
subtracting the mean vector to each data point.
Y=y -4 4)

2. Compute the Covariance Matrix: Find the covariance
matrix X for the data after the centering of it.

18,
Z:NZ% '(Yi )T (5)
i=1
3. Eigenvalue Decomposition: Perform EVD on the

covariance matrix to get eigenvectorsv,,v,,...,v,and
eigenvalues A, 4,,...,4, asoutput values .

V=4V

(6)
Select Principal Components: Choose the high k

eigenvectors from the largest eigenvalues which are
transformed to form the transformation matrix W'.

()

5. Project Data: Project the absorbed original data on the
upper principal components to get the reflected lower-
dimensional picture.

Y

reduced

W' =[v,,V,,.0 V]

=y.w' (8)

This process yields a reduced-dimension presentation of the
original data while preserving maximum variance.

3.3 SVM

Upon drawing out attributes making use of LBP they are
inputted right into an SVM classifier for comparing authentic and
also spoofed faces. SVM a monitored understanding formula is
used for jobs such as category as well as regression. In the world
of face spoofing detection SVM is learnt to various in between
authentic as well as spoofed faces based upon the removed
functions (LBP pie chart). SVM intends to discover a choice limit
that makes best use of the margin in between unique courses
within the function area.
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Mathematically, the choice feature of an SVM classifier is
stood for as:

f(y) =sign(w'y +1b’) ©

where w’ denotes the weight vector, y is the input feature vector,
and b’ represents the bias term. During training, SVM optimizes
the weight vector w’ and the bias term b’ to minimize
classification errors and maximize the margin.

input

face detected

-
ﬁ
ki

normalised

- .

face image

Fig.3. Preprocessing steps in the face detection and spoofing
detection pipeline

The Fig.3 illustrates the preprocessing steps in the face
detection and spoofing detection pipeline. Starting with the input
image, the system detects the face region using a face detection
algorithm, highlighting it with a bounding box. The face image is
then cropped to isolate the facial features, removing unnecessary
background elements. Finally, the cropped face undergoes
normalization, standardizing its scale, alignment, and color
distribution to ensure consistency across samples. These steps
optimize the data for feature extraction and classification,
improving the system’s accuracy and robustness in detecting
genuine and spoofed faces.

3.4 FACE SPOOFING DETECTION

To recognize face spoofing, the LBP driver is used to remove
structure functions from the input face pictures which creates LBP
pie charts.

The LBP are ultimately made use of as input features for an
SVM classifier. The SVM classifier is educated making use of an
information collection that consists of both genuine and also
controlled face photos. It discovers to various in between both
groups by evaluating the drawn out LBP qualities. Throughout the
screening stage, the SVM classifier that has actually been
educated is made use of to figure out whether an offered face
picture is genuine or imitation by examining its Local Binary
Pattern (LBP) functions. The implementation, variables and also
initial treatments rely on the specific application plus information
collection. Furthermore, the system uses strategies such as
function normalization, dimension decrease, as well as cross-
validation to boost its efficiency.

The Fig.4 shows techniques such as feature normalization,
dimensionality reduction, and cross-validation commonly
employed to enhance the performance of face matching and face
spoofing detection systems:
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Load Dataset

v

Preprocess data (missing |,
values, outliers)

Split into training/
testing sets

v

Normalize features

No

Is dimensionality
reduction needed?

Apply
PCA

=+ Yes
Train model on
training set

A
Cross-validation (k-fold) |

Is evaluation
satisfactory?

Testing phase

v

Evaluate performance on test set
Report metrics (accuracy,
precision, recall)

Fig.4. Process of face matching and face spoofing detection

3.4.1 Feature Normalization:
This involves Standardization (Z-score normalization):

,:y—ﬂ
o

y (10)

where y is the original feature value, u is the mean of the

feature, and o is the standard deviation of the feature.
The next step is Min-Max scaling:
max(Y) —min(Y)

where min(Y) and max(Y) are the minimum and maximum values
of the feature set, respectively.

« Input: Feature vectors extracted using LBP.

« Compute mean and standard deviation (or min-max values)
for each feature.

» Normalize each feature using the chosen normalization
method.

 Output: Normalized feature vectors.
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3.4.2 Dimensionality Reduction:

Principal Component Analysis (PCA) is the method of
analytical computation being used. Establish the principal
components for the feature vectors’ covariance matrix. First,
locate the eigenvalues and eigenvectors by eigenvalue
decomposition. Choose k vectors from the corresponding
eigenvectors of the highest-scoring eigenvalue. Lower the
dimensionality of the feature vectors by summarizing the
eigenvectors with them. The L3 method comes into the picture as
t-Distributed ~ Stochastic  Neighbour Embedding (t-SNE)
technique is used to calculate high-dimensional feature vector
similarity. Using Gaussian kernel select the conditional
probability of the neighboring pairs. Find the low-dimensional
embedding that also preserves similarities between one another as
much as possible. Flow Diagram: Standardized feature vectors are
trained directly. A dimension reduction can be performed
applying dimensionality reduction techniques, such as PCA and
t-SNE, to achieve this goal. Feature reduction process produces
feature vectors with reduced dimensionalities as a result.

3.5 CROSS-VALIDATION

This method is the Machine Learning tool to assess evaluation
of an algorithm. One of the tactics that people often use is K-fold
cross-validation method. The repetitive action is a part of the
cross-validation process where it is necessary to fold or split the
dataset into k parts. Testing method is carried out on the last fold
for each fold after the model has been trained using k-1 folds.
Carry out the technique j times, the test data used in each step
corresponding to a different fold. To obtain the performance
estimate at the end, just find the mean of the evaluation metrics
(accuracy and F1-score) used for each fold.

The input features are now low-dimensionalized vectors as
well as labels. Divide the dataset of k groups into k categories.
Instead of testing the memory k times, add folding to the data and
run Kk iterations of training and validation. Make out the average
performance metrics and do the marking in each iteration. The
production level analysis involves the performance. For
respectively the matching and spoofing of face detection systems,
these techniques are combined and consistently evolved to
maximize execution accuracy.

Additionally, as a whole system performance is also improved
by model selection from the training methods and parameter
optimization.

4. DATASET
DETECTION

FOR FACE SPOOFING

For face spoofing detection, various benchmark datasets exist,
such as the CASIA-FASD benchmark dataset. However, for this
work, a new, robust dataset was created, integrating a diverse set
of original and spoof attack images.

4.1 DATASET DETAILS

* Subjects: 100 individuals

« Postures: 10 per subject

« Attack Images: 5 per subject
« Total Images: 5,000
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The attack types include as shown in figure 3:

* Printed Photo Attacks: Using printed photos to mimic the
subject.

- Digital Screen Attacks: Presenting images or videos on a
digital screen during authentication.

» Mask Attacks: High-reliability masks made of silicone,
latex, or paper mache.

» Makeup Attacks: Altering facial features using makeup.

- Deepfake Attacks: Employing deep learning techniques to
generate hyper-realistic fake images.

Printed Photo Attack

Makeup Attack

Fig.5. Different attacks in the Image

Digital Screen Attack Mask Attack

Deepfake Attack

The proposed work combines Local Binary Pattern (LBP) for
feature extraction with a Support Vector Machine (SVM)
classifier for accurate detection. To enhance system performance,
Principal Component Analysis (PCA) is employed for
dimensionality reduction. The superiority of the method is
validated using cross-validation and comprehensive performance
metrics, comparing it to Random Forest (RF).

5. RESULTS AND DISCUSSION

The Table.l illustrate the effectiveness of the proposed
method compared to Random Forest (RF) on the created dataset
and the CASIA-FASD dataset. The proposed LBP+SVM
combination consistently outperforms RF, as detailed below.

Table.1. Accuracy for Each Attack Type (Created Dataset vs.

CASIA-FASD)

Printed|Digital
Classifier | Photo |Screen A'\\{[I,?: C'T( l\ﬁ‘?g} Cllj(p D:if;g'k(e Dataset

Attack |Attack

98.1% |94.0% |89.3% | 85.2% | 80.9% |Created
Proposed CASIA
(LBP+SVM)| 97.49% | 92.8% |88.1% | 84.0% | 79.3% F ASD'
Random 96.9% [93.1%|88.5% | 84.7% | 79.8% |Created
Forest (RF) | 96.5% | 92.6% |87.9%| 83.9% | 78.5% CFAASS!S'

From Table.1, proposed method (LBP+SVM) demonstrates
superior performance across all attack types, with a significant
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edge in handling deepfake attacks, a critical challenge in modern
spoof detection [29].

Table.2. Cross-Validation Accuracy Comparison

Classifier Mean Accuracy (k=10 folds)
Proposed (LBP+SVM) 96.7%
Random Forest (RF) 94.5%

The Table.2 shows cross-validation results reinforce the
reliability of the proposed method, which surpasses RF by a
notable margin.

0 Face Detection Accuracy

95 Spoofing Detection Accuracy

Frequency
Frequency

0 0.5 1 0
Accuracy

0.5 1
Accuracy

Fig.6. Histograms of face detection accuracy and spoofing
detection accuracy

Based on the generated histograms of face detection accuracy
and spoofing detection accuracy as depicted in Error! Reference
source not found.6 along with the mean accuracy values, we can
make several observations and draw conclusions:

5.1 FACE DETECTION
DISTRIBUTION

ACCURACY

* The histogram of face detection accuracy shows a relatively
uniform distribution of accuracy values.

» Most of the accuracy values are spread across the range,
indicating variability in the performance of the face
detection algorithm across different samples.

« This suggests that the face detection algorithm may perform
differently on different datasets or under different
conditions.

5.2 DISTRIBUTION OF ACCURACY IN SPOOFING
DETECTION

The histogram of spoofing detection accuracy displays a rather
even distribution of accuracy levels. The accuracy values for
spoofing detection, like face detection, differ among various
samples. The diversity of the data suggests that the algorithm for
recognizing faked faces may have difficulties in reliably
identifying spoofed faces in specific situations.
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5.3 DISCUSSION

5.3.1

» The proposed method consistently outperforms Random
Forest across all attack types, with a notable improvement in
deepfake attack detection (80.9% vs. 79.8% on the created
dataset).

« Cross-validation results show a 2.2% higher mean accuracy
for the proposed method, highlighting its generalization
capability.

5.3.2 Feature Optimization:
* The integration of PCA ensures dimensionality reduction

without compromising accuracy, leading to improved
computation efficiency.

» The use of LBP enhances the robustness of the feature
extraction process, making the model more resilient to
variations in facial features and attack types.

5.3.3 Real-World Applicability:

« The high accuracy and consistency of the proposed method
make it suitable for real-world deployment in security-
sensitive applications.

Improvement Over Random Forest:

6. CONCLUSION

The proposed LBP+SVM approach significantly improves
face spoofing detection by achieving high accuracy across all
attack types and datasets, outperforming the widely used Random
Forest classifier. Notable improvements include a 2.2% increase
in cross-validation accuracy and enhanced detection of
challenging attacks like deepfake. The results demonstrate the
robustness of the proposed method, making it a promising
solution for real-world security applications. Future work will
focus on hybrid models or ensemble techniques to further enhance
performance, particularly for complex and evolving spoofing
scenarios.
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