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Abstract

Recently, it often talks about electronic signature (ES) in the cloud.
Basically, this topic is discussed by IT-experts. However, with the
development of electronic document management services (EDF),
subject matter experts - accountants, secretaries, auditors and others -
began to engage in the topic of cloud ES. In this paper, the secured
management of electronic document services for cloud server was
proposed based on digital electronic signature model. A cloud-based
electronic signature indicates that your private ES key is stored on the
certificate authority's server and that the signing of documents takes
place there. It is accompanied by the termination of relevant contracts
and powers of attorney. Actual confirmation of the signer's identity
occurs, as a rule, using SMS authentication. To work with a cloud-
based electronic signature, you do not need to install an electronic
signature certificate or special tools for working with it. This means
you won't waste time figuring out how it all works.
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1. INTRODUCTION

The need for an accountant to use Cloud ES depends on the
mode in which he works. If you are often out of the office, or, for
example, work in a company that provides accounting services
(accounting outsourcing), cloud-based ES will help you sign
documents from anywhere. No need to install additional software
[1]. However, despite the ease of use, not all companies are ready
to take advantage of this opportunity. We will consider all the pros
and cons of using a cloud-based electronic signature so that you
can choose for yourself whether you need it or not. Also consider
who might actually need such a signature [2]. Cloud electronic
signature is cheaper than usual. This is because you don't need to
buy a cryptographic information protection tool (CIPF) and a
token (a flash drive with a certificate) [3]. As a rule, taking into
account their acquisition, the price of a certificate rises by 2-2.5
times. At the moment, there are no common and free solutions for
using non-cloud electronic signatures on mobile devices [4]. In
this regard, a big advantage of cloud-based electronic signature is
that you can work from any computer, tablet, smart phone with
Internet access [5].

It is not physically signing the document. It should understand
that in the case of a cloud-based electronic signature, the private
part of the key, confidential and belonging only to you, is located
on the certificate authority's server [6]. Of course, this will be
documented, and the servers are securely protected. But here it all
depends on the company's security requirements and policy
regarding signing documents [7]. If it is important to you that the
owners of the private keys themselves sign the documents, then
cloud-based electronic signature is not for you. In this situation,
you need to decide how much you trust the CA and the servers
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that store the private keys [8]. It can use cloud-based ES only in
services with integration of certificate authority software. In the
case of Cloud ES, this is because the private key is stored on the
CA server [9]. It can use such a private ES key to sign for the
service, which can then send a request to the CA server to generate
an electronic signature. At the moment there are many services
and it is clear that not all of them can provide integration with CA
software. It turns out that you only need to use Cloud ES with
certain services [10]. To work with other services, you need to
purchase another ES certificate, and there is no guarantee that
these services will support cloud-based electronic signature [11].

A qualified electronic signature should be used to generate and
verify the regulator. A simple verification may not be sufficient
to control the embedding of cryptographic information security in
the particular information system where a cloud-based electronic
signature is used [12]. Currently, companies that develop
information security tools are concerned with increasing the
security of user authentication when confirming the signing of a
Cloud ES document and encrypting data when it is sent over the
Internet [13-14]. And according to the developers only the
signature is eligible. It offers a qualified upgraded cloud-based ES
at relatively low cost and authentication via SMS with login +
password and one-time password [15-17]. Application security is
directly related to the user's access to the phone. Today, this risk
is gradually decreasing, as it is an increasingly common practice
among users to install a primitive password protection on the
phone [18].

2. RELATED WORKS

Cloud signature in today's understanding belongs to the
category of enhanced unqualified signature. Most of the work
done by it is consistent with the concept of legally inscribed as an
enhanced signature. But at the same time, this signature is not
certified by the FSB as a controller responsible for the security of
signatures based on cryptographic methods [1]. Currently, a
document signing scheme in the cloud looks like this: documents
are signed on a DSS (Digital Signature Server) server using keys
stored in the HSM (Hardware Security Module). At the same
time, user access to HSM is, as a rule, based on the use of non-
cryptographic authentication systems [2].

Cloud electronic signature is a convenient, mobile and simple
tool, but not very flexible. In terms of security, it is better to store
the private key on a secure server than to keep a token in a drawer.
First, those who often work outside their office in the office [3].
The lawyers and auditors who frequently meet with clients were
important executives and directors signing documents from
anywhere. For them, cloud-based electronic signature will
become an indispensable assistant in their work [5]. Also, a lot
depends on the company's policy. If a company is moving towards
cloud technologies, for example, storing documents, using
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services for internal and external document management,
electronic signatures are often cloud-based. Otherwise, cloud-
based electronic signature is not required for accountants, clerks
and other employees who usually do not leave the office during
work [8]. They can purchase an ES private key and ES certificate
in the usual way, from a carrier that can be used to exchange most
services with counterparties and government agencies [10]. The
purpose of this work is to analyze scientific publications and laws
in the field of electronic signature and its subspecies - cloud
electronic signature. The implementation of this goal is carried
out by solving tasks [12].

3. PROPOSED MODEL

With the active information of all spheres of life in modern
society, the transition to cloud computing and services is being
implemented. Public services are already running on cloud
services due to their high performance for mass use by citizens.
Cloud Signature Security Login Bank. Transferring workflow to
cloud storage is also suitable for a small dynamically growing
business. In the process of such exchange, the question of security
and efficiency of using cloud signature arises. Cloud signature can
be actively used in areas such as:

« Internet banking or mobile banking systems that require the
use of a qualified electronic signature;

» Websites of public services, electronic reporting systems;
» E-commerce systems;
« Electronic document management systems

Cloud Electronic Signature is a computer system that provides
access via the network to the creation, verification of ES and the
possibility of integrating these functions into the business
processes of other systems.

Cloud
signature

Trusting
environment

Separate
browsers

Cryptographic
applications

Separate mail
clients

Cryptography

in Frameworks

Fig.1. Essence of an electronic digital signature

A cloud-based electronic signature has all the characteristics
of an electronic signature, except that it is not stored on a token or
computer, but on the Internet - on a special secure server, in the
cloud. Cloud ES means that your ES private key is stored on the
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certificate authority's server and documents are signed. On the one
hand, the fact that the signing of keys and documents occurs on
the server side reduces the cost of the entire ES system, on the
other hand, the key is private and must be kept only by its owner.
The Legal regulation was creating the relations in the field of use
for the electronic digital signature. The concept and essence of an
electronic digital signature as an electronic analogue of a
handwritten signature is significant. This was shown in the Fig.1.

+ Cloud signature

+ Separate browsers with encryption

« Separate mail clients with encryption

+ Cryptography in Frameworks, Platforms, Interpreters
« Desktop cryptographic applications

+ Guidelines for creating a trusting environment

Cloud ES is usually cheaper than regular ES, which is due to
the fact that there is no need to purchase a token with a
cryptographic information security tool and certificate. For people
who are far from IT, using cloud signature is easy: there is no need
to install an ES certificate and special tools to work on a
workstation. It can work with Cloud ES from anywhere in the
world, from any device with an Internet connection. However,
there are also disadvantages like changing and storing the key on
the server. The servers are securely protected, but the violation of
the confidentiality of the key and its alienation from the owner
make Cloud ES ineligible, i.e. not confirmed by a certificate
issued by an accredited certification authority. A Cloud ES
service developed for one information system, as a rule, is not
suitable for another. In other words, the user bears the burden of
having the signing key for each computer. The proposed model
was shown in the Fig.2.

SENDER A
|__”_|

RECEIVER B

O

. >
Ver ’
-

©

Fig.2. Proposed digital Electronic Signature model

Two-factor authentication with an additional input of a one-
time password is provided to the user via SMS (OTP-via-SMS).
The main problem is identifying the user's identity and is
protected for cloud signing. To access the cloud service, a person
uses a login-password. This, of course, is not enough. It needs to
know exactly who is logged in under this login-password. You
can use it by sending your fingerprint to the server over an
unencrypted connection. The key factor will be "unencrypted
connection" because we have no mechanisms for cryptographic
information security. In this case, it is one of the main objectives
of the EP being. A reliable cryptographic was the way to
determine the author of an electronic document. Such an approach
is justified only for inter-enterprise electronic document
management systems where a DSS/HSM-based solution is
implemented at the level of participating enterprises. In this case,



KRISHNA BIKRAM SHAH: THE SECURED MANAGEMENT OF ELECTRONIC DOCUMENT SERVICES FOR CLOUD SERVER BASED ON DIGITAL ELECTRONIC SIGNATURE

MODEL

the outgoing documents in the common system are processed
according to the usual rules, and the storage of keys in a secure
cloud is implemented for the convenience of employees.

4. RESULTS AND DISCUSSION

The proposed digital electronic signature model (DESM) was
compared with the existing qualified electronic signature service
(QESS), block chain-based cloud data management (BCDM),
Cloud-Based Electronic Signature Authentication (CESA) and
the Integrated Electronic Signature Service (IESS)

Browsers based on the open-source Mozilla Firefox and
Chromium projects use NSS or Open SSL as the crypto kernel.
The Open SSL supports crypto algorithms. For NSS, there are
also improvements that provide support for new crypto
algorithms. Some time ago, full-featured browsers with support
for encryption appeared on the market. Such a solution has a great,
currently unclaimed, potential, as it allows you to create secure
static WEB clients for computers with high security requirements.
This was shown in the Table.1.

Table.1 . Comparison of Browser management

QESS
50.96
49.67
49.92
50.05
49.97
600 [49.98| 56.66 | 60.56 51.69| 86.57
700 |50.33| 57.08 |61.19 |52.12| 86.55

Another advantage of this browser is its "portability". Due to
the availability of secure USB tokens with flash memory, secure
solutions were developed, in which the most important operations
with the private key are carried out on the "board" of the USB
token, and the browser is protected in its flash memory from
change. Such a solution, in addition to a high level of security, is
very convenient to use.

Private mail clients with cryptography allow you to implement
correspondence protection using electronic signature and message
encryption for subscriber / group of subscribers (S / MIME). This
solution is convenient for use in systems built according to the
"point-to-point™ principle, in which information is exchanged
directly between subscribers, and the server is used only for
message routing. This was shown in the Table.2.

BCDM
56.34
55.59
55.62
56.44
56.53

CESA
64.25
59.63
59.63
60.10
60.30

IESS
53.69
50.29
50.65
51.84
51.71

DESM
86.85
86.75
86.68
86.64
86.60

Inputs
100
200
300
400
500

Table.2. Comparison of P2P routing Management

QESS
50.10
49.60
48.85
48.85
49.90
50.18

BCDM
55.28
55.28
54.45
55.18
56.29
56.69

CESA
60.92
59.83
58.69
59.05
60.58
61.22

IESS
50.37
50.11
49.54
50.68
51.70
51.94

DESM
86.86
86.75
86.69
86.64
86.60
86.57

Inputs
100
200
300
400
500
600
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| 700 [49.46] 56.12 | 60.64 |51.29] 86.55 |

The platform contains a set of cryptographic classes that
provide mechanisms for extension by third-party algorithms. The
most well-known solution on the market for extending the
Microsoft.Net platform with crypto algorithms is the Crypto Pro
product. NET, this is a plugin for CryptoPro CSP. Installing
CryptoPro.NET allows using crypto algorithms, for example, in
WEB services based on ASP.NET, SOAP services in MS.
Silverlight client browser applications. This was shown in the
Table.3.

Table.3. Comparison of Cryptographic Management

QESS|BCDM|CESA|IESS|DESM
58.39| 46.75 | 85.43 |49.21| 88.86
60.05| 52.61 | 78.59 |55.39| 88.75
60.50| 51.47 | 77.30 |56.88| 88.69
55.81| 52.61 | 75.16 |60.12| 88.64
55.42| 53.49 | 76.73|59.40| 88.60
600 |55.58| 54.69 |78.35(59.27| 88.57
700 |56.32| 56.34 | 80.15 [60.54| 88.55

An open source library that implements its own cryptographic
classes for the Microsoft.NET platform. The library supports both
basic cryptographic algorithms, taking into account GOST 28147-
89, GOST R 34.10-2001, GOST R 34.11-94, and encryption
formats PKCS#7/CMS, PKCS#10, X.509. In addition, according
to the developers, the library supports the Gates format with
cryptographic algorithms. This was shown in the Table.4.

Inputs
100
200
300
400
500

Table.4. Comparison of Separate libraries Management

QESS
54.45
55.16
55.09
52.48
52.75

BCDM
51.21
53.97
52.99
53.91
54.91

600 |52.97| 55.70 | 70.77|55.77| 89.57

700 |53.03| 56.23 | 71.68 [56.18| 89.55

The Java cryptography architecture allows you to expand the
set of cryptographic algorithms supported on the platform. Due to
the high prevalence of Java, many developers of cryptographic
tools offer certified JCP providers.

CESA
70.18
70.39
69.13
67.94
69.52

IESS
49.79
52.83
53.37
55.67
55.73

DESM
89.86
89.75
89.69
89.64
89.60

Inputs
100
200
300
400
500

5. CONCLUSION

The use of cloud signature is one of the steps in the
development of the latest information technologies, which is our
approach to a convenient digital future. However, there is still
work to be done in this area. State guarantees in the form of a
certificate of compliance with information security requirements
of cloud electronic signature tools are required. It is appropriate
to develop and implement a standard for the use of cloud-based
electronic signature. Definition of electronic signature generation,
application technologies and principles, standard cryptographic
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algorithms etc. should be ensured. The concept of signature key
certificate and verification of its authenticity, appointment of
electronic document management systems and electronic digital
signature, and using hash functions are improves the document
security. The Symmetrical and asymmetrical scheme and
different types of Asymmetric Electronic Signature Algorithms
are generating a private key and obtaining a certificate.
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