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Abstract 

Cloud Computing has become an important paradigm that has 

attracted many users in industry and academia. Many people use the 

cloud every day without knowing its technology. All versions of email, 

drives, access to the applications that are not physically installed on the 

local system they utilize the features of the cloud. Mobile Cloud 

Computing (MCC) provides cloud-based services to users through 

mobile devices. The data shared/uploaded with mobile devices to public 

data storage increases productivity, but on the other side introduces 

security vulnerabilities as well. In the Attribute-based Encryption 

(ABE) scheme, attributes are dynamically collected from the mobile 

devices. It plays a vital role in generating a public key for encrypting 

data and control user access policy. The authors review ABE methods 

that provide secure data access control for Mobile cloud computing 

environment. 

 

Keywords:  

Security, Encryption, Multiple Dynamic Attributes 

1. INTRODUCTION 

Cloud Computing delivers highly scalable and elastic 

computing services, storage services on pay-per-use model. Many 

organizations are now moving their data from in-house data 

centers to the Cloud Storage Providers [10] [12]. 

According to Cisco global cloud index forecast, by 2020 with 

the growth of global data center and cloud-based services 92 % of 

workloads will be processed by cloud data centers, while 8% will 

be processed by traditional data centers [3]. 

Nowadays, the usage of mobile devices has been increasing in 

the areas of the education system, health care management [24], 

online transactions and marketing. But the mobile device has 

limited resources in terms of battery lifetime, storage, and 

processing capacity, to overcome these limitations cloud 

computing can be accessed into the mobile environment i.e., 

Mobile Cloud Computing (MCC) where computation resources 

and data to other services provided on demand. 

In MCC, the resource-intensive tasks can be offloaded to a 

remote cloud for processing and the result will come back to the 

mobile device. The mobile devices are connected to the remote 

cloud with the help of 3G (or) LTE networks. So it is possible to 

access the stored data using mobile devices from Cloud Service 

Provider (CSP) anywhere, anytime. As the data has to travel in 

the network there different types of attacks and threats are 

possible. 

Data confidentiality is not guaranteed in cloud computing and 

the data of user may be leaked by a third party, if data is stored in 

its original configuration. To overcome this issue, many 

researchers proposed various scheme to store encrypted data in 

public servers [4]. 

2. ATTRIBUTE BASED ENCRYPTION 

ABE is a type of public-key encryption system. It generates 

the secret key of a user and the ciphertext are dependent upon 

static and dynamic attributes. It uses the user’s identity as 

attributes and these sets of attributes were used to encrypt and 

decrypt data. The ABE scheme solves the problem that the data 

owner needs to use every authorized user’s public key to encrypt 

data [3] [9]. 

ABE provides the fine-grained access control policy for 

encrypted data in the cloud. In traditional approaches, Public Key 

Infrastructure (PKI) is used as the access control algorithms for 

the encryption and decryption process. It starts with the sender 

requesting a public key from the Key Distribution Center (KDC). 

Then PKI signs the public key and sends it to the requester. The 

sender uses the public key to encrypt the message for the receiver. 

The receiver uses the private key to decrypt the message 

encrypted by the sender. This has certain limitations like, to 

communicate with the receiver, the sender has to communicate 

with the PKI [2]. 

ABE is mainly used to prevent unauthorized users from 

accessing the confidential data in cloud. In the traditional 

cryptography methods, it combines the public key cryptography 

and symmetric cryptography, which is inefficient for wireless 

environment [25]. ABE can be used for access control in 

distributed and wireless environment. In the current ABE schemes 

[1] [3] [7] [11] rely on pairing-based a group that creates more 

computational overheads and implies high cost for the encryption 

and decryption process. To overcome this limitation in sharing 

keys in the common medium, in ABE access policy is being 

associated with the attributes of the user. Many researchers 

proposed modified ABE Methods to increase the efficacy of the 

system [21]. The Table.1 summarizes the merits and demerits of 

the above methods [6] [10] [26]. 

3. ABE TYPES 

User can decrypt the cipher-text when they meet the required 

attributes, which makes is suitable for cipher-text based access 

control and broadcast encryption [25]. 

There are mainly two types of ABE schemes: Key-Policy 

Attribute-Based Encryption (KP-ABE) and Cipher text-Policy 

Attribute-Based Encryption (CP-ABE) [10] as shown in the Fig.1. 
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Fig.1. Types of ABE 

In KP-ABE, private keys of users are associated with policies 

and ciphertext is labelled by sets of attributes. The user’s private 

key in KP-ABE is identified with an access-tree structure, where 

the user’s attributes are located in the nodes of the tree. The 

interior nodes of this access-tree are the threshold gates which are 

described by their children and a threshold value. A user can 

decrypt a cipher text with a given key if and only if the data access 

structure is satisfied by the attributes associated with a ciphertext. 

It ensures the confidentiality of outsourced data [5] [11]. 

CP-ABE is a cryptosystem in which ciphertext are associated 

with policies, whereas the user’s private key is associated with a 

set of descriptive attributes. An encryptor has to specify a policy 

that private keys must satisfy to decrypt the message by using an 

access tree structure. A user will be able to decrypt a ciphertext 

with a given key, if and only if the attributes satisfy the policy of 

the respective ciphertext. Policies may be defined over attributes 

using conjunctions, disjunctions threshold gates [9]. Wang et al. 

[22] proposed a searchable encryption algorithm with attribute 

update in cloud storage. It uses AND-gate access policy with 

version number for each attribute, when the version number of 

revocation attributes changes.  

 

Fig.2. ABE Architecture 

ABE is further classified into Single Authority-ABE (SA-

ABE) and the Multiple Authorities-ABE (MA-ABE). In SA-

ABE, only one authority is involved, which monitors all the 

attributes and assigns the encryption or decryption credentials to 

the data owner and user. When attacker knows all the attributes, 

they can decrypt the data; it leads to user data privacy breach 

issues. In MA-ABE multiple independent authorities monitor the 

distribution of encryption or decryption credentials which avoids 

collisions and attacks [1]. The Fig.2 explains the general 

architecture of ABE where multiple attributes decides the access 

control of data [20] [23]. 

4. RELATED WORK 

Cloud service providers to secure their cloud platform and 

provide better services to user, adopts different security 

technologies. Much research work has been carried out for secure 

access control in the mobile cloud computing platform. 

Agrawal et al. [1] put forwarded an access control policies 

associated with the multiple dynamic attributes collected from 

mobile devices like spatial or temporal attribute, application 

usage, unlock failures, location and proximity details are used to 

curb the access of data.  

In cloud computing data is stored and processed in third-party 

service providers. Personal data may be leaked by a third party, if 

data is stored in its original configuration. Access control through 

encryption is employed to achieve confidentiality and to prevent 

unauthorized access to personal data [11].  

The authors proposed CP-ABE cryptographic method, where 

the data owner stores encrypted data using fine-grained access 

policies; hence the users who fulfil the access constraints can only 

access the data. To overcome the delays in the communication and 

frequent disconnection, two mobile agents Client-Side Agent 

(CSA) and Server-Side Agent (SSA). CSA will run at the user’s 

mobile device while, SSA will run within the wired network is 

used.  

The data owner request for a certificate from Certificate 

Authority (CA) by providing their ID if authorized the data owner 

request Attribute Authorities (AA) for the encryption credentials. 

Each AA generates the global parameters, a public key and a 

private key using bilinear pairing. If the dynamic attributes 

collected by each AA is valid, Lagrange interpolation is applied 

to generate a combined secret key. With the use of the secret key, 

the data owner can encrypt with the static and dynamic attributes 

and store it in the cloud or access the encrypted data. It also 

provides uninterrupted communication between the clients and 

the cloud storage server by using the pairs of mobile agents. Since 

multiple attribute authorities involved the anonymity of the user 

is also maintained. 

Koe et al. [3] proposed an efficient decentralized multi-

authority attribute-based scheme for mobile cloud data storage. It 

solves the key escrow problem by removing the central authority 

with CP-ABE, without making use of any global user identity and 

reduces the communication overheads with cloud user assistant 

on the user side. It serves as the gateway for the mobile user 

during interactions with the multiple attribute authorities. A Cloud 

User- Agent (CUA) [13] is a semi-trusted and cloud-based entity 

to alleviate computation and communication overhead on the data 

user. 

When the user requested to access the data stored in the CSP, 

Data Owner (DO) with the security parameter, runs a key 

generation algorithm to produce the Public key (PK), Master Key 

(MK) with the use of bilinear groups. DO maintain a list of user 

for local authentication and access policy for the data that are 

uploaded to CSP. If the user successfully authenticated, with 

ABE 

KP-ABE CP-ABE 

SA-ABE MA-ABE 

Attribute 

Authorities 

Data owner 

Cloud 

Server 

Data user 
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inputs of PK and MK, DO generates the DO_key and sent both 

PK and DO_key to the user via a secure medium. DO will send 

the secret parameter to the different AA through secure 

communication channel [14]. 

After the successful acquisition of requested attributes from 

AA, plain message is encrypted with PK, with the access policy. 

The corresponding ciphertext which will is uploaded to CSP [16].  

Once the CUA has received a request for the user attributes, it 

sends the request for attribute secret keys to the solicited AA 

managing those attributes. Once CUA has received the PK and 

attributes from various AA, the CUA will aggregate all to produce 

a unified key. The user key generation stage performed by the user 

after having received both the DO secret key and the CUA secret 

key. The data user will then run the key generation to generate its 

secret key [17]. The data user now having its secret key, request 

the partially decrypted cipher text from the cloud to recover the 

plain text. 

Zhang et al. [7] Ensuring attribute privacy protection and fast 

decryption for outsourced data security in mobile cloud 

computing proposes a novel technique called match-then-decrypt, 

which introduces a matching phase before the decryption process. 

It embeds special components in cipher texts, which used to 

perform the test. If the attribute private key matches the hidden 

access policy in cipher texts without decryption, then only the 

decryption process will be carried out, thus improves the 

efficiency of the decryption process. 

It uses Canetti–Halevi–Katz transformation through which the 

decryptor can test data before complete decryption and the 

subsequent decryption procedures are performed if and only if the 

test passes. 

During system initialization, AA chooses a security parameter 

and runs the algorithm of anonymous CP-ABE to generate PK and 

MK for the system. Then AA publishes PK and keeps MK as a 

secret key. When a user with an attribute list L wants to join the 

system, AA runs the algorithm of anonymous CP-ABE to obtain 

an attribute secret key SKL and gives it to the user. Whenever the 

Data owner wants to outsource a file to CSP, the user defines an 

access policy W for this file. Then, DO randomly pick a 

symmetric key K from the key space and encrypts the file using a 

standard symmetric encryption algorithm such as AES [12] [21] 

to obtain the ciphertext. 

DO anonymously encrypts the symmetric key with respect to 

access policy with anonymous CP-ABE and generates, and the 

ciphertext is CTK, where the access policy is hidden. Finally, 

CTK is anonymously outsourced to CSP with the access policy 

hidden [15] [19]. 

When the user wants to get an outsourced file of his/her 

interests, he/she downloads the ciphertext from CSP and 

anonymously decryption has to be carried out. First, the user 

performs the Matching Phase based on his/her attribute secret 

keys to check message  under a ciphertext policy  is matches with 

secret key SKL associated with an attribute list L, or not. Only if 

the attribute match is successful, the user performs the Decryption 

Phase and anonymously decrypts CTK, to get the symmetric key 

by running the algorithm of anonymous CP-ABE and retrieves the 

file. The Table.2 summarises the above approaches [18] [20]. 

 

Table. 1. Comparison of ABE Types 

Type KP-ABE CP-ABE 

Association of 

Attributes 

Data is associated with 

access policy 

Cipher text is 

associated with 

access policy 

Attribute 

support 

Supports user with dis 

similar attributes based 

on key policy 

Users different 

attributes in single 

set 

Encryption 
It cannot decide who 

can encrypt data. 

Decrypt key only 

support user 

attribute that are 

organized logically 

Computation 

Overheads 
High Average 

Collision 

Resistance 
Average Good 

Table.2. Comparison of MA-ABE methods 

Parameters 

Trustworthy 

Agent-based 

Encrypted 

Access control 

Method 

Decentralized 

Multi-

Authority 

Attribute 

based 

Encryption 

Attribute 

Privacy 

Protection 

and Fast 

Decryption 

ABE-TYPE 
CP-ABE with 

multiple AA 

CP-ABE with 

multiple AA 

CP-ABE 

with multiple 

AA 

Use of Agents 
Both at user 

side and CSP 

Agents only at 

user side 
No Agents 

Encryption 

RSA 

Cryptographic 

Algorithm 

Decisional 

bilinear  

Diffie-Hellman 

Decisional 

bilinear  

Diffie-

Hellman 

Decryption 

Efficiency  
Average Good Good  

User 

Revocation 
Yes Yes No 

Collusion 

Resistance 
Yes Yes Yes 

Data 

Confidentiality 
Yes Yes Yes 

Solution for 

Network 

disconnection 

issues 

Yes No No 

User 

Anonymity 
Yes Yes Yes 

5. CONCLUSIONS 

The above study concludes the scope of workspace available 

in MA-ABE access control method for the mobile cloud 

environment.  
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The observation of this study shows the data owner authorizes 

with dynamic attributes along with static attributes for data 

encryption and also the users must satisfy these attributes to 

access the stored data. This study illustrates and compares the 

different techniques that reduce computation and communication 

overhead between the user and multiple attribute authorities. It 

needs to study more on the usage of mobile agents that can reduce 

the overheads and increase the speed of encryption and 

decryption. 
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