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Abstract

This research paper presents a framework, referred to as QRAPSF,
which is quantum-resilient and adaptive privacy security framework
for 6G communication systems. The QRAPSF framework incorporates
guantum-resistant key establishment using ML-KEM, authentication
using ML-DSA, lightweight privacy preserving identity management,
adaptive physical layer security, and threat aware security level
selection. The hierarchical security controller determines the
appropriate security level based on channel status, device capability,
latency requirements, and threat level. The proposed QRAPSF
framework obtains attack detection accuracy of 96.24%, authentication
success rate of 98.31%, and privacy preservation efficiency of 95.14%
under 5% network load and 93.81%, 96.19%, and 92.61%, respectively,
under 30% network load. The communication overhead remains
between 9.42% and 11.68%, whereas the authentication latency varies
between 29.84 ms and 37.42 ms depending on the network load. Under
30% network load, the proposed QRAPSF framework has
communication overhead 5.40 percentage points less than that of
Lattice-Based Physical Layer Security and authentication latency 7.86
ms less than that of Hybrid PQC Authentication.
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1. INTRODUCTION

The progress of the sixth generation (6G) of wireless
communications technologies is anticipated to go beyond the
traditional goals of improved data rate and latency by
incorporating intelligent networking, ubiquitous connectivity,
distributed artificial intelligence, edge intelligence, sensing, and
heterogenous communication technologies into the mix. The
future 6G technology will provide connectivity among devices on
the ground, aerial, maritime, space, and loT platforms via
dynamic networks. This would provide room for immersive
services, autonomous systems, intelligent health care, industrial
automation, extended reality, and machine-to-machine
communications. At the same time, these features would allow
more sensitive information to be shared within the
communication channels and distributed computing platforms.
According to current research, the 6G network will have security,
privacy, ultra-low latency, energy efficiency, artificial
intelligence, and heterogenous connectivity requirements.

The security requirements of 6G become particularly
important because future networks are expected to accommodate
devices with substantially different computational capabilities.
High-performance edge servers may execute sophisticated
security operations, whereas sensors, wearable devices, vehicles,
and embedded 10T nodes operate under strict processing and
energy constraints. In addition, 6G communication extends the
attack surface from conventional network infrastructure to
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intelligent edge nodes, distributed learning participants,
programmable radios, and integrated sensing systems. Physical-
layer security has therefore received increasing attention because
it can exploit wireless-channel characteristics without depending
entirely on  computationally  expensive  conventional
cryptographic operations. Research on secure URLLC indicates
that strict latency and reliability requirements can make
heavyweight cryptographic mechanisms difficult to apply
directly, particularly in resource-constrained environments. [1]-
[3]

The next threat comes from quantum computing technology
itself. Traditional public key encryption algorithms like RSA and
ECC rely on mathematical problems that can be easily solved by
a sufficiently powerful quantum computer. Shor’s algorithm
provides a theoretical framework for breaking cryptosystems
based on integer factorization and discrete logarithms.
Consequently, information encrypted using classical algorithms
will become unsafe once quantum computing becomes powerful
enough. This threat has led to the creation of the field of post-
quantum cryptography (PQC). The goal is to develop algorithms
that are safe against both classical and quantum attacks. In 2024,
NIST published FIPS 203, FIPS 204, and FIPS 205 standards
defining ML-KEM, ML-DSA, and SLH-DSA. [4], [5]

The primary issue considered in this work is the lack of an
integrated security architecture that takes into account quantum
resistance, privacy preservation, authentication, security
adaptation, and communication efficiency in heterogeneous 6G
networks. Previous works typically deal with only one of these
aspects. For instance, lattice cryptography may be used for
achieving quantum-resistant confidentiality, and physical-layer
security may protect wireless communication using channel
characteristics. On the other hand, federated learning helps in
avoiding direct exposure of private training data, but it still makes
the distributed entities vulnerable to poisoning, inference,
communication, and model-based attacks. An emerging work on
physical-layer security in 6G shows the feasibility of lattice
cryptography for protecting OFDM communications; however, it
mainly aims at confidentiality in the physical layer, not privacy
and authentication architecture. [6]

The aim of this research work is hence to design a Quantum-
Resilient Adaptive Privacy Security Framework (QRAPSF) for
the 6G communication system. The framework is expected to
achieve quantum-resilience in session key establishment,
authentication of participating devices, ensuring the privacy of
users as well as the devices, adapt its level of security based on
the communication condition and at the same time ensure that
there is minimal latency and communication overhead during this
process.

The key novel idea behind QRAPSF is its ability to combine
cross-layer standardized post-quantum cryptography with
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adaptive privacy and physical-layer security. Unlike previous
attempts where only one cryptographic setup was used for all
devices, QRAPSF uses a security controller that considers device
capability, latency of communication, quality of the channel, and
threat level before deciding on which security configuration is to
be used. ML-KEM ensures quantum resistance during key
establishment and ML-DSA enables authentication and integrity.
On top of that, a privacy layer helps in reducing the exposure of
devices and their metadata, and an adaptive physical-layer
security module is yet another way to secure wireless
communication.

2. RELATED WORKS

Recent research on quantum-safe communication and 6G
security can be broadly categorized into post-quantum
cryptography, physical-layer security, hybrid authentication,
privacy-preserving distributed learning, and integrated intelligent
security architectures.

[7] presented a survey of post-quantum cryptography and
discussed the transition from conventional cryptography toward
guantum-resistant alternatives. Their analysis covered lattice-,
code-, hash-, and other post-quantum approaches while
emphasizing the security implications of quantum computing.
The study established that PQC provides a practical direction for
protecting conventional communication infrastructures against
future quantum attacks. However, its focus remains primarily on
cryptographic primitives rather than the integration of PQC into
dynamic 6G communication environments. This leaves a
requirement for adaptive mechanisms that consider latency,
device capability, and network conditions.

[8] investigated lattice-based cryptography and highlighted its
importance as a post-quantum cryptographic family. Lattice-
based constructions rely on hard mathematical problems in high-
dimensional lattices and offer a combination of security and
computational efficiency. Their survey describes the theoretical
foundations and cryptanalytic techniques associated with lattice-
based systems. The work provides a strong foundation for
employing lattice mechanisms in quantum-safe communication,
but it does not specifically address how cryptographic operations
can be coordinated with privacy preservation and physical-layer
security in 6G.

[9] examined lattice-based cryptosystems within the
standardization process and analyzed their security and design
characteristics. The study identified lattice-based constructions as
promising candidates because of their security properties and
practical performance. The work is particularly relevant to the
selection of lattice-based mechanisms for future communication
systems. Nevertheless, standardization-oriented analysis does not
by itself resolve deployment issues associated with heterogeneous
6G devices, where the computational capability and latency
tolerance can differ considerably.

[10] surveyed lattice-based security and authentication
mechanisms for smart-grid networks in the post-quantum era.
Their study considered PQC primitives, NIST-selected
algorithms, implementation tools, and security requirements of
resource-constrained networked systems. The work demonstrates
the applicability of lattice-based security to distributed
infrastructure and loT-oriented environments. However, smart-
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grid requirements do not fully capture the extreme heterogeneity,
mobility, ultra-low latency, and integrated sensing characteristics
anticipated in 6G systems.

[11] proposed a physical-layer security scheme for 6G
wireless networks using lattice-based post-quantum encryption.
The method encrypts QAM symbols using lattice-based public
and private bases before OFDM transmission. Numerical
evaluation demonstrates the feasibility of incorporating lattice
encryption into physical-layer protection. This study is closely
related to the present research because it establishes that quantum-
resistant cryptography can operate at the wireless physical layer.
However, the method concentrates on encrypted signal
transmission and does not jointly address adaptive authentication,
privacy-preserving identities, or dynamic security-level selection.

[12] examined hybrid post-quantum cryptography for
authentication and key agreement in 6G. Their work emphasizes
vulnerabilities in existing 5G authentication mechanisms and
considers hybrid PQC as a transition mechanism toward quantum-
resistant 6G authentication. The study is important because
authentication and key agreement are fundamental to preventing
impersonation and unauthorized network participation.
Nevertheless, a hybrid authentication mechanism alone does not
provide comprehensive privacy protection or physical-layer
confidentiality across heterogeneous 6G devices.

[13] reviewed the security of federated learning in the 6G era.
Federated learning allows distributed devices to train models
without directly transferring their local datasets, thereby reducing
some forms of data exposure. However, the distributed
architecture remains vulnerable to communication attacks,
malicious clients, model manipulation, and privacy leakage. The
study emphasizes that privacy preservation should be
accompanied by systematic security mechanisms. This finding
supports the inclusion of adaptive privacy protection within a
broader 6G security architecture.

[14] reviewed privacy-preserving mechanisms in blockchain-
based federated learning. Their work shows that blockchain can
provide decentralized coordination and auditability, while
federated learning can reduce direct data sharing. However,
combining the two mechanisms introduces additional
computational and communication costs. These trade-offs are
particularly important in 6G because edge and IoT devices may
have limited resources. The study therefore demonstrates the
importance of balancing privacy enhancement with system
efficiency rather than optimizing privacy independently.

[15] investigated artificial-intelligence-enabled physical-layer
security for 6G networks. Their study highlights the dynamic
topology, open wireless channels, heterogeneous devices, and
mission-critical applications of future 6G systems. Al-based
physical-layer security can identify changing attack conditions
and adapt protection mechanisms according to communication
characteristics. However, Al-enabled physical-layer protection
does not inherently provide quantum-resistant key establishment
or post-quantum authentication.

The proposed QRAPSF addresses this gap by combining these
complementary security capabilities into a unified adaptive
framework. Its distinguishing feature is not merely the use of
PQC, but the coordinated selection of quantum-resistant key
establishment, authentication, privacy protection, and physical-
layer security according to the operational state of the 6G
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network. This design follows the broader direction of current PQC
standardization while targeting the specific deployment
constraints of future wireless systems. NIST’s finalized ML-
KEM, ML-DSA, and SLH-DSA standards provide suitable
cryptographic foundations for such an architecture.

3. PROPOSED QRAPSF

The proposed QRAPSF provides an integrated security
architecture for privacy-preserving 6G communication systems.
The framework combines quantum-resistant key establishment,
post-quantum  authentication, privacy-preserving identity
management, adaptive security selection, physical-layer
protection, and continuous threat assessment. Unlike a fixed
security architecture, QRAPSF dynamically selects security
configurations according to the computational capability of the
participating device, channel condition, latency requirement,
communication sensitivity, and estimated threat level. The
framework employs ML-KEM for quantum-resistant session-key
establishment and ML-DSA for authentication and integrity
protection, while an adaptive privacy layer minimizes exposure of
device identities and communication metadata. A security
controller continuously evaluates the network state and assigns an
appropriate protection level. The resulting architecture establishes
a coordinated security chain from device authentication to key
generation, privacy protection, encrypted transmission, physical-
layer protection, and post-transmission verification.

The operation of QRAPSF is divided into the following
sequential steps:

» 6G Device Registration and Security Profiling: Each
device registers with the security controller and establishes
a protected security profile containing device capability,
computational resources, latency tolerance, communication
sensitivity, and trust-related parameters.

Privacy-Preserving Identity Generation: The permanent
device identity is transformed into a protected
pseudonymous identity so that communication sessions do
not continuously expose the original identity.

Quantum-Resistant Authentication: The communicating
devices perform ML-DSA-based authentication to establish
identity authenticity and message integrity.

Quantum-Safe Key Establishment: ML-KEM is
employed to establish a shared session key between
authenticated communication entities.

Adaptive Security-Level Selection: The security controller
evaluates threat intensity, channel quality, device resources,
latency requirements, and data sensitivity to select an
appropriate security profile.

Privacy-Preserving Data Protection: Sensitive payloads
and selected metadata are protected using the established
session key and privacy-preserving transformations.

Physical-Layer  Security  Enhancement:  Channel
information, transmission conditions, and interference
characteristics are used to provide an additional security
layer for wireless transmission.

Continuous Threat Monitoring: Security indicators are
continuously monitored to identify anomalous behavior,
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attack attempts, key compromise indications, and abnormal
communication patterns.

Dynamic Security Adaptation: When the network
condition or threat level changes, QRAPSF dynamically
modifies the security configuration without requiring
complete re-registration.

Secure Session Termination and Key Renewal: At the end
of a communication session, temporary identifiers and
session keys are invalidated and new quantum-safe
parameters are generated for subsequent sessions.

SYSTEM INITIALIZATION AND SECURITY
PROFILING

3.1

The first stage establishes the security environment for
participating 6G devices. The network consists of user equipment,
10T devices, intelligent edge nodes, access points, base stations,
and a centralized or distributed security controller. Each entity is
assigned a unique internal identifier during registration. However,
this identifier is not directly transmitted over the wireless channel.
The security controller also determines the computational
capability of each device, available memory, battery condition,
latency requirement, and sensitivity of the information handled by
the device. Let the complete set of participating 6G entities be
represented by D ={D,,D,,....Dy}. For every device D,
QRAPSF generates a security profile containing its resource and
communication characteristics. The profile is represented by a
multidimensional vector containing computational capacity,
residual energy, communication latency tolerance, data
sensitivity, trust state, and current channel quality. This profile
provides the basis for adaptive security selection.

The initial security vector for device D, is defined as

s© =[C,E,. L,

A.T,Q.R] .D €D,

where C;denotes computational capability, E; represents available
energy, Lidenotes the maximum acceptable security-processing
latency, Ajrepresents data sensitivity, T; denotes the current trust
value, Qi denotes wireless-channel quality, and R; represents the
resource availability of the device. The security controller stores
this vector in a protected profile database.

The security profile is subsequently normalized because the
parameters have different numerical ranges. Let x;; represent the
j™ security attribute of device Di. The normalized value is obtained
as

X = i _glg; i o
max X,; — min x; +0
1<k<N 1<k<N

i=1...

where € is a small positive constant introduced to prevent division
by zero. The normalized profile allows QRAPSF to compare
heterogeneous devices using a common representation.

3.2 PRIVACY-PRESERVING IDENTITY

GENERATION

Direct transmission of a permanent identity may enable
tracking, profiling, correlation, and impersonation. QRAPSF
therefore generates temporary pseudonymous identities for
communication sessions. The permanent identifier remains inside
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the trusted security domain, while the wireless network observes
only a temporary identifier.

For device D;, let ID; denote the permanent identity and K°
denote an identity-protection secret maintained by the security
controller. A pseudonymous identifier PID®" is generated for

session t by applying a keyed cryptographic transformation to the
permanent identity and a session-specific nonce. The resulting
pseudonym changes periodically, preventing straightforward
correlation between sessions. The protected pseudonymous
identity is represented as

PID® =HMAC, ,, (1D, DN 7, 1C )mod2”,

where N is a cryptographically secure nonce, z is the session

timestamp, C"is a session context value, 4 denotes the

pseudonym length, and |l represents concatenation. The use of a
changing nonce and session context produces a different
pseudonym across successive communication periods. QRAPSF
also maintains a controlled mapping between the temporary
pseudonym and the permanent identity. This mapping is never
broadcast over the communication channel. If the system detects
malicious behavior, the security controller can resolve the
pseudonym internally and revoke the associated device without
exposing the permanent identity to other network participants.
The pseudonym renewal mechanism is expressed as

PID{*Y = H (PID® DN LK 0TY),
ro :[T_(t) Q® A'J

where H denotes a cryptographic hash function and T®

represents the current security context. Consequently, even if an
adversary observes multiple communication sessions, direct
identity correlation becomes substantially more difficult.

3.3 QUANTUM-RESISTANT DEVICE
AUTHENTICATION
After generating the pseudonymous identity, QRAPSF

performs quantum-resistant authentication. Authentication
ensures that only legitimate entities participate in protected
communication. The framework uses ML-DSA for digital
signatures because it is a standardized post-quantum signature
mechanism. During registration, each device obtains an ML-DSA
signing and verification key pair. The private signing key remains
within the protected device environment, while the verification
key is associated with the device’s authenticated security record.
During session establishment, the device generates a signed
authentication token containing the pseudonymous identity,
session nonce, timestamp, and relevant security context. The
authentication message is expressed as

M =PID® LN 7, USID, LH (PID® CNY USID, ),
where SID, denotes the current session identifier. The device
then computes an ML-DSA signature over M

o = ML-DSA.Sign(SK>*, M),

ML -DSA.Verify (PK?**,M©, 6" ) =1.
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Authentication succeeds only when the signature verification
result equals one and the timestamp and nonce satisfy the
freshness constraints. A stale timestamp, repeated nonce, invalid
signature, or revoked pseudonym causes the session request to be
rejected. The authentication mechanism therefore addresses both
identity authenticity and replay resistance. Because the permanent
identity is replaced with a temporary pseudonym, successful
authentication does not require exposing the permanent identifier
to other communication entities.

3.4 QUANTUM-SAFE
ESTABLISHMENT

SESSION-KEY

Following successful authentication, QRAPSF establishes a
shared session key using ML-KEM. The purpose of this stage is
to ensure that the symmetric encryption key used for data
transmission is established through a quantum-resistant
mechanism. The receiving entity generates or maintains an ML-
KEM key pair consisting of a public key and a private
decapsulation key. The initiating device uses the public key to
encapsulate a randomly generated shared secret. The resulting
ciphertext is transmitted through the protected communication
channel. The receiver subsequently decapsulates the ciphertext
using its private key. The encapsulation operation can be
represented as

).

(KO ®
represents the recipient’s ML-KEM public key and

CT,%)) = ML -KEM Encaps(PK ", "

hj? )]

where PK

p) denotes fresh randomness. K" is the shared secret and CT,)

is the resulting encapsulation ciphertext. The receiver obtains the
same secret through decapsulation:

K{9 = ML- KEM.Decaps(SK[®,CT.¢),
o o k®
K <K

The shared secret is not directly used as the application
encryption key. QRAPSF derives multiple independent session
keys using a key-derivation process. Separate keys can therefore
be used for payload confidentiality, integrity verification, and
metadata protection. This separation limits the consequences of a
potential compromise of one cryptographic function. A central
component of QRAPSF is the adaptive security controller.
Conventional security architectures generally apply a predefined
configuration regardless of the current communication condition.
Such an approach may unnecessarily consume computational
resources during low-risk communication while providing
insufficient protection during high-risk situations. QRAPSF
evaluates five major factors: threat intensity, data sensitivity,
device capability, channel quality, and latency requirement. Let
the current network state be represented by

t t t) ~(t t t t
70 =[@Y,AV,CY,Q, LV, TV],

where ®" denotes estimated threat intensity, A® denotes data
sensitivity, C“ represents available computational capacity, Q®

denotes channel quality, L™ denotes latency tolerance, and T®
represents the aggregated trust condition. After the security level
is determined, QRAPSF protects application data using the
derived session keys. The framework separates sensitive payload
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data from non-sensitive operational metadata. Only the minimum

metadata required for routing and network operation is exposed.
For a plaintext payload X, a session-specific nonce r, and

an encryption key K", the protected data can be represented as

C =Enc,, (X OPIDO OH(M?)),

where C® denotes the protected communication payload. The

construction binds the payload to the authenticated session
without revealing the permanent identity. The framework also
minimizes metadata leakage by applying controlled aggregation

to selected operational attributes. Let m® denote a metadata
vector generated by device Di. QRAPSF generates a protected
metadata representation using a session-specific transformation:

m® =P (m®, PIDY, KY,£0),
1O k® ®
PH(m®,KE)—>m?,

where P denotes the privacy transformation, K denotes the

metadata-protection key, and ¢ denotes controlled session

randomness. This approach reduces unnecessary exposure of
device-specific information while preserving the metadata
required by authorized network functions.

Cryptographic protection operates above the physical
transmission process. QRAPSF therefore adds a physical-layer
security component to increase protection against wireless
interception. The controller evaluates channel quality,
interference, signal-to-noise ratio, and suspicious transmission
behavior.

For a legitimate receiver R and potential eavesdropper E, the
achievable secrecy rate can be represented as

o pOR{O pORO T
R® =|Blog,|1+——— |-Blog, | 1+ ——* ,
: % IO +N, % 19 +N,

where B denotes bandwidth, P denotes transmission power, h{)
and h")

e

represent channel gains toward the legitimate receiver and
eavesdropper, respectively, 1 and

levels, N.and N,represent noise power, and[x]" =max(x,0).

QRAPSF adjusts the physical-layer protection according to the
observed secrecy condition. A physical-layer security coefficient
is calculated as

1 denote interference

QO

4
S (t N(t 1t At
O =aRY +a,QY +a, 1V +a,AV, Zak =1,

k=1
where R_denotes normalized secrecy rate, Q denotes channel

quality, T represents normalized interference characteristics, and
A represents abnormal transmission indicators. A lower value of
Q. triggers stronger physical-layer protection.

Security cannot remain static after session establishment
because 6G networks operate under changing traffic conditions.
QRAPSF therefore continuously monitors network activity. The
monitoring module collects authentication failures, packet
anomalies, sudden changes in traffic volume, unusual device
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mobility, channel abnormalities, repeated key-establishment
failures, and unexpected communication patterns.

For device D;, the threat observation vector is defined as
om — [F.(‘) v ® Am KO M® H_(t)]

where F;denotes authentication failures, V;denotes traffic-volume
deviation, A; denotes anomalous packet behavior, K; represents
abnormal key-establishment events, M; denotes mobility or
location-pattern deviation, and H; denotes channel-related
anomalies.

The adaptive controller continuously compares the current
security state with the previously selected configuration. If the
threat score increases, the system can increase authentication
frequency, reduce pseudonym lifetime, renew session keys,
activate stronger privacy protection, and increase physical-layer
protection.

The security adaptation cost can be formulated as
5

IO =24CY + ALY + LEY + 2,00 + 4, (1-8Y), 4, =1,
k=1

where C represents computational cost, L represents latency, E

represents energy consumption, O represents communication
overhead, and S represents the achieved security level.

The controller selects a security configuration that minimizes
the operational cost subject to the minimum required security
constraint:

AY" =arg minJ OA) st SOA)>SY

min ?

LO(A) < L,

where F represents the feasible set of security configurations.
This formulation ensures that QRAPSF does not select a stronger
security configuration merely because it is available. Instead, it
searches for a configuration satisfying the required security
condition while considering operational constraints. After
security adaptation, the protected payload is transmitted through
the 6G communication infrastructure. The receiving node verifies
the message integrity before allowing the data to reach the
application layer. This procedure prevents corrupted or modified
packets from being processed as legitimate information.

For transmitted ciphertext C{, the receiver computes an
integrity value using the session-specific integrity key K" :
7 =MAC(K{",Cc’ CPID® UN® CSID,).
The receiver accepts the packet only when the received
integrity value ™ corresponds to the locally computed value:

A(Ci(t)) = {

® _ ) ()
1’ 7“-i,rx - Ti,calc A Ni & N used A PIDI eP

0, otherwise.

valid ?

where, N, denotes the set of previously consumed nonces and
P..iq denotes the set of currently valid pseudonymous identities.
This condition provides simultaneous integrity and replay
protection.

Long-lived cryptographic sessions can increase the impact of
a compromised key. QRAPSF therefore periodically renews
session keys according to elapsed time, transferred data volume,
threat level, and security policy. A key renewal event can also be
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triggered immediately when the threat controller identifies
abnormal behavior. The key-renewal condition is defined as

RY =1[t—t, 2T, W 2V, vOY 20, vLY = L],

Where Tk represents the maximum key lifetime, Vk denotes the
maximum permitted data volume under one session key, ©,

denotes the threat threshold, and 1[-]denotes the indicator
function.

When renewal is activated, QRAPSF establishes a new ML-
KEM-derived secret and generates independent encryption,
integrity, and metadata-protection keys. The new key set is
represented as

K = KDF(K{g 0 PID [SID,,, [H (K©))
— [Kém), K|(H1)v KIE/IHD , Kénl) J

The previous session keys are subsequently invalidated. This
forward progression reduces the possibility that compromise of an
old session key can be used to access subsequent communication
sessions. The overall QRAPSF objective is represented by

mAaX UQRAPSF = a)lssec + a)z Ppriv + 603 R rel

+ a)4Tthr - a)Sctomp - weocomm 2 Lproc '

S >S P >P R >Rmin’ Lprocglﬂ*nax'

SUbJECt to sec — “min?" priv. = "min? " “rel =

EUevice = Emax

where, Ssc denotes the achieved security level, Ppriv represents
privacy protection, Ry represents communication reliability, Tinr
represents  threat-response  capability, Ccomp  denotes
computational cost, Ocomm denotes communication overhead, and
Loroc represents processing latency. The constraints ensure that
adaptive optimization does not violate the minimum security,
privacy, reliability, latency, or energy requirements of the 6G
application.

4. RESULTS AND DISCUSSION

The proposed QRAPSF is evaluated through a simulation-
based 6G security environment using Python 3.11, NumPy,
Pandas, and Scikit-learn on a workstation. The communication
environment is modeled using 6G heterogeneous 10T traffic,
while post-quantum operations are represented using ML-KEM
and ML-DSA security profiles. The experiment varies network
load from 5% to 30% in increments of 5%. Three representative
approaches from the related works are used for comparison:
lattice-based physical-layer security, hybrid PQC authentication,
and Al-enabled physical-layer security.

Table.1. Experimental setup and simulation parameters

Parameter Value
Simulation environment Python 3.11
Communication model 6G heterogeneous loT network
Number of devices 100
Number of edge nodes 10
Simulation duration 1000 s
Channel bandwidth 100 MHz
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Carrier frequency 28 GHz
Transmission range 250 m
Initial transmission power 23 dBm
Network load 5-30%
Load increment 5%

ML-KEM security mechanism
ML-DSA security mechanism
Pseudonym renewal interval
Key renewal threshold

Threat levels

Quantum-safe key establishment
Post-quantum authentication
60s
60 s / threat-triggered
Low, medium, high, critical

Attack traffic 5-30%

Packet size 1024 bytes
Evaluation runs 10

Reported value Mean of simulation runs
Random seed 42

As shown in Table.1l, the simulation maintains identical
network conditions for all four methods and changes only the
security mechanism under evaluation. Ten independent runs are
performed at every load level, and the mean value is reported to
reduce the influence of random traffic variation.

4.1 DATASET DESCRIPTION

The UNSW-NB15 dataset is used as the primary network-
security dataset because it contains normal and malicious network
traffic with multiple attack categories and flow-level
characteristics. The dataset contains 49 features and nine attack
categories, including Fuzzers, Analysis, Backdoors, DoS,
Exploits, Generic, Reconnaissance, Shellcode, and Worms. The
dataset is preprocessed by removing non-informative identifiers,
handling categorical attributes through encoding, normalizing
numerical features, and mapping attack categories to legitimate
and malicious classes. The resulting samples are incorporated into
the simulated 6G traffic environment.

Table.2. UNSW-NB15 dataset description

cha[r):(t:?s?;[stic Description
Dataset UNSW-NB15
Domain Network intrusion detection
Traffic type Normal and malicious
Original feature count |49
Attack categories 9

Fuzzers, Analysis, Backdoors, DoS,
Exploits, Generic, Reconnaissance,
Shellcode, Worms

Continuous network-flow features
Protocol and service-related attributes

Encoding, normalization,
feature cleaning

Normal vs. attack

Major attack classes

Numerical attributes
Categorical attributes

Preprocessing

Classification task
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Application in this

6G security-threat simulation
study

Threat detection and security

Dataset role .
evaluation

The characteristics summarized in Table 2 provide the traffic
foundation for evaluating the threat-monitoring component of
QRAPSF. The dataset is not treated as a direct representation of
deployed 6G traffic. Instead, its attack patterns are mapped into
the simulated heterogeneous 6G communication environment.
Various methods are selected from the reviewed literature for
comparative evaluation. Lattice-Based Physical-Layer Security
represents quantum-resistant wireless protection using lattice-
based encryption. Hybrid PQC Authentication represents post-
guantum authentication and key-agreement mechanisms designed
for 6G. Al-Enabled Physical-Layer Security represents intelligent
physical-layer protection that adapts security decisions according
to wireless conditions. QRAPSF integrates these security
principles with privacy-preserving identity management and
adaptive security selection.

Table.3. Attack detection accuracy (%)
at different network loads

Lattice- Al-
Network | Based . Enabled
Load | Physical- | FYPMAPQC 1 oy cical- |QRAPSE
o Authentication
(%) Layer Layer
Security Security
5 91.42 92.16 93.08 96.24
10 90.87 91.73 92.64 95.81
15 90.15 91.24 92.11 95.37
20 89.36 90.58 91.43 94.92
25 88.47 89.74 90.61 94.38
30 87.51 88.92 89.74 93.81

The Table.3 demonstrates that attack detection accuracy

decreases as network load increases for all four methods. Lattice-
Based Physical-Layer Security decreases from 91.42% at 5% load
to 87.51% at 30% load, representing a reduction of 3.91
percentage points. Hybrid PQC Authentication decreases from
92.16% to 88.92%, while Al-Enabled Physical-Layer Security
decreases from 93.08% to 89.74%. QRAPSF shows a smaller
reduction, from 96.24% to 93.81%, corresponding to 2.43
percentage points. At 30% network load, QRAPSF records
93.81%, which is 5.89 percentage points above Lattice-Based
Physical-Layer Security, 4.89 percentage points above Hybrid
PQC Authentication, and 4.07 percentage points above Al-
Enabled Physical-Layer Security. At 15% load, QRAPSF
achieves 95.37%, whereas the three existing methods obtain
90.15%, 91.24%, and 92.11%, respectively. The relatively
smaller degradation of QRAPSF is attributed to its continuous
threat monitoring and adaptive security-level selection. Instead of
relying on a fixed security configuration, QRAPSF responds to
increasing traffic abnormalities by modifying its security profile.
The results therefore indicate that the proposed architecture
maintains more  sTable.threat-detection  performance as
communication load increases.
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Table.4. Authentication success rate (%)
at different network loads
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Lattice- Al-
Network | Based . Enabled
Load | Physical- | FYPridPQC | oo cical- |ORAPSE
Authentication
(%) Layer Layer
Security Security
5 94.18 95.26 94.73 98.31
10 93.52 94.84 94.21 98.02
15 92.77 94.17 93.65 97.68
20 91.94 93.46 92.91 97.21
25 90.83 92.71 92.06 96.73
30 89.76 91.88 91.17 96.19

The authentication results in Table.4 indicate that QRAPSF
maintains the highest authentication success rate across all
network-load conditions. At 5% load, the proposed framework
achieves 98.31%, compared with 94.18% for Lattice-Based
Physical-Layer Security, 95.26% for Hybrid PQC Authentication,
and 94.73% for Al-Enabled Physical-Layer Security. When the
load reaches 30%, the respective values become 96.19%, 89.76%,
91.88%, and 91.17%. QRAPSF consequently experiences a
reduction of only 2.12 percentage points between 5% and 30%
load. In comparison, the reductions are 4.42, 3.38, and 3.56
percentage points for the three existing approaches. The
difference is associated with the combination of pseudonymous
identity management, ML-DSA authentication, freshness
verification, and adaptive session management. At 20% load,
QRAPSF reaches 97.21%, which is 5.27 percentage points higher
than Lattice-Based Physical-Layer Security and 3.75 percentage
points higher than Hybrid PQC Authentication. The results
indicate that increasing traffic load causes more authentication
contention and communication delay in every method. QRAPSF
limits this degradation by adapting authentication and session-
management operations according to the current network state.

Table.5. Privacy-preservation efficiency (%)

at different network loads

Lattice- Al-
Network | Based . Enabled
Load | Physical- Hybrld_ PQ.C Physical- |QRAPSF
Authentication
(%) Layer Layer
Security Security
5 86.73 89.15 87.92 95.14
10 85.94 88.67 87.31 94.72
15 85.08 87.91 86.64 94.26
20 84.16 87.12 85.88 93.74
25 83.21 86.28 85.07 93.18
30 82.37 85.46 84.19 92.61

The privacy-preservation results in Table.5 show that
QRAPSF provides higher privacy-preservation efficiency across
all evaluated network loads. At 5% load, the proposed method
reaches 95.14%, while Lattice-Based Physical-Layer Security,
Hybrid PQC Authentication, and Al-Enabled Physical-Layer
Security achieve 86.73%, 89.15%, and 87.92%, respectively. At
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30% load, QRAPSF maintains 92.61%, whereas the
corresponding values of the existing methods decline to 82.37%,
85.46%, and 84.19%. The proposed method therefore loses only
2.53 percentage points as network load increases from 5% to 30%.
The reductions for the three existing methods are 4.36, 3.69, and
3.73 percentage points. The difference is related to QRAPSF’s
privacy-preserving pseudonymous identity mechanism, which
prevents permanent identifiers from being repeatedly exposed
during communication. The independent metadata-protection key
also separates privacy protection from payload encryption. At
15% load, QRAPSF records 94.26%, exceeding the three
comparison methods by 9.18, 6.35, and 7.62 percentage points,
respectively. At 25% load, the proposed value remains above
93%, whereas all existing methods fall below 87%. These results
suggest that privacy protection is more sTable.under increasing
traffic when identity management and metadata protection are
integrated directly into the security architecture. The gradual
reduction in all methods indicates that heavier traffic still
increases the opportunity for metadata exposure and
communication correlation, but QRAPSF limits the degradation
through dynamic pseudonym renewal and adaptive protection.

Table.6. Communication overhead (%)
at different network loads

Lattice- Al-
Network | Based . Enabled
Load | Physical- Hyb”d. PQC Physical- |QRAPSF
Authentication
(%) Layer Layer
Security Security
5 12.84 11.76 13.18 9.42
10 13.57 12.43 13.84 9.86
15 14.31 13.16 14.57 10.28
20 15.12 13.94 15.36 10.73
25 16.04 14.82 16.21 11.19
30 17.08 15.76 17.15 11.68

The communication-overhead results in Table.6 show an
increasing overhead trend as network load increases. At 5% load,
Lattice-Based Physical-Layer Security produces 12.84%
overhead, Hybrid PQC Authentication produces 11.76%, and Al-
Enabled Physical-Layer Security produces 13.18%. QRAPSF
records 9.42%, indicating that its adaptive control mechanism
limits security-related communication traffic. At 30% load, the
overhead values increase to 17.08%, 15.76%, 17.15%, and
11.68% for the four methods, respectively. QRAPSF therefore
remains 5.40 percentage points below Lattice-Based Physical-
Layer Security, 4.08 percentage points below Hybrid PQC
Authentication, and 5.47 percentage points below Al-Enabled
Physical-Layer Security. From 5% to 30% load, QRAPSF
increases by only 2.26 percentage points, whereas the increases
for the existing methods are 4.24, 4.00, and 3.97 percentage
points. The lower overhead is primarily associated with adaptive
security activation. QRAPSF does not continuously transmit
maximume-security control information when the threat condition
does not require it. Instead, security messages, pseudonym
renewal, key renewal, and additional protection are activated
according to the security state. The results also demonstrate that
guantum-resistant protection does not necessarily require a
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uniformly high communication overhead when the cryptographic
mechanisms are integrated with adaptive control. The proposed
architecture consequently maintains lower additional traffic
throughout the tested load range.

Table.7. Authentication latency (ms) at different network loads

Lattice- Al-
Network | Based . Enabled
Load | Physical- A':i’ﬁerr']‘:ifa%gn Physical- |QRAPSF
(%) Layer Layer
Security Security
5 38.42 34.76 36.85 29.84
10 40.18 36.24 38.47 31.16
15 42.31 38.17 40.26 32.54
20 44.67 40.31 42.18 34.08
25 47.26 42.64 44,73 35.71
30 50.14 45.28 47.36 37.42

The authentication-latency results in Table.7 show that
latency increases with network load for all evaluated approaches.
At 5% load, Lattice-Based Physical-Layer Security requires 38.42
ms, Hybrid PQC Authentication requires 34.76 ms, and Al-
Enabled Physical-Layer Security requires 36.85 ms, while
QRAPSF requires 29.84 ms. At 30% load, the corresponding
values become 50.14, 45.28, 47.36, and 37.42 ms. QRAPSF
consequently limits authentication latency to below 38 ms
throughout the tested load range. Its latency increases by 7.58 ms
from 5% to 30% load, compared with increases of 11.72, 10.52,
and 10.51 ms for the three existing approaches. At 30% load,
QRAPSF reduces latency by 12.72 ms relative to Lattice-Based
Physical-Layer Security, 7.86 ms relative to Hybrid PQC
Authentication, and 9.94 ms relative to Al-Enabled Physical-
Layer Security. The lower latency is attributed to adaptive
security selection and separation of authentication from
unnecessary security operations. QRAPSF establishes the
qguantum-safe session key after successful authentication and does
not continuously execute the strongest available protection profile
for every request. The use of cached security profiles and
controlled pseudonym renewal also reduces repeated processing.
The results indicate that increasing traffic produces unavoidable
queueing and processing effects, but QRAPSF limits the resulting
latency growth. This behavior is particularly relevant to latency-
sensitive 6G services in which security processing must coexist
with stringent communication-delay requirements.

5. CONCLUSION

This study presents QRAPSF, a quantum-resilient adaptive
privacy security framework designed for heterogeneous 6G
communication systems. The framework integrates ML-KEM-
based key  establishment,  ML-DSA  authentication,
pseudonymous identity management, adaptive security selection,
physical-layer protection, continuous threat monitoring, and
dynamic key renewal. The experimental evaluation uses a
simulated 6G environment and UNSW-NB15-based attack traffic
to examine security and communication behavior under network
loads ranging from 5% to 30%. The results show that QRAPSF
achieves 96.24% to 93.81% attack detection accuracy, 98.31% to
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96.19% authentication success, and 95.14% to 92.61% privacy-
preservation efficiency as network load increases from 5% to
30%. Communication overhead increases from 9.42% to 11.68%,
while authentication latency increases from 29.84 ms to 37.42 ms.
The relatively gradual changes across the five metrics indicate
that the adaptive mechanism limits performance degradation
under increasing traffic. The framework demonstrates how
quantum-resistant cryptography can be combined with privacy
and adaptive wireless security rather than being deployed as an
isolated cryptographic layer. The results also indicate that security
mechanisms for 6G should account for device resources, traffic
conditions, threat intensity, and latency requirements
simultaneously. Future experimental validation with real 6G
testbeds, standardized PQC  implementations, larger
heterogeneous datasets, and hardware-constrained IoT devices
can further establish the practical behavior of QRAPSF.
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