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Abstract 

The impending advent of cryptographically relevant quantum 

computers threatens classical public-key primitives that underpin 5G 

and IoT security, including key exchange, authentication, and device 

onboarding. Ultra-dense networks, constrained endpoints, and long 

device lifetimes heighten exposure to “harvest-now, decrypt-later” 

risks. Mobile operators and IoT platform providers need migration-

ready cryptography that fits radio-access latency budgets, scales to 

billions of low-power nodes, and integrates cleanly with 3GPP and 

IETF protocols without degrading quality of service. Many post-

quantum options impose prohibitive bandwidth and compute costs or 

lack deployment guidance tuned to network slices and massive 

machine-type communications. We propose a lattice-based encryption 

and key-encapsulation framework grounded in Module-LWE/LWR 

assumptions. The design pairs an IND-CCA-secure KEM for control-

plane bootstrapping with lightweight AEAD for user-plane data, 

delivered through a hybrid handshake combining classical ECDH with 

a post-quantum KEM to ensure continuity during transition. 

Parameter tiers align with eMBB, URLLC, and mMTC device classes. 

Implementation emphasizes constant-time polynomial arithmetic, 

NTT-accelerated convolution, centered-binomial noise sampling, 

public-key compression, and stateless hash-based signatures for 

attestation. A gNB-assisted enrollment workflow and session-key 

rotation via 5G NAS/RRC are specified. Analytical modeling and 

prototype measurements indicate sub-millisecond encapsulation on 

ARM Cortex-M33 microcontrollers and ~1.5 ms on RAN baseband 

paths, while handshake message growth remains within existing NAS 

and RRC budgets. In ns-3 simulations of dense mMTC topologies, the 

hybrid handshake achieves >99.99% success under 1% packet loss, and 

energy profiling shows <5% battery impact for weekly rekeying. 

Security analysis demonstrates resistance to known lattice attacks at 

NIST Levels 3–5, forward secrecy via ephemeral KEMs, downgrade 

resistance through authenticated algorithm negotiation, and post-

compromise security with frequent rekeying. 
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1. INTRODUCTION 

The rapid evolution of wireless technologies has propelled the 

fifth generation (5G) mobile network to the forefront of global 

communication infrastructure, enabling unprecedented speed, 

low latency, and massive connectivity. Simultaneously, the 

proliferation of Internet of Things (IoT) ecosystems has 

transformed industries such as healthcare, transportation, energy, 

and manufacturing, driving demand for reliable and secure data 

exchange. With billions of heterogeneous devices predicted to be 

connected in the coming years, safeguarding communications has 

become a cornerstone of sustainable digital transformation [1]. 

However, the security landscape is undergoing a paradigm shift 

due to the emergence of quantum computing, which threatens to 

undermine the very foundations of classical cryptographic 

primitives. 

Traditional security mechanisms, including RSA and elliptic 

curve cryptography (ECC), provide confidentiality and integrity 

guarantees based on the hardness of mathematical problems such 

as integer factorization and discrete logarithms [2]. Quantum 

algorithms, most notably Shor’s algorithm, have shown that once 

cryptographically relevant quantum computers become feasible, 

these assumptions will collapse, rendering current 5G and IoT 

protections inadequate [3]. Given the long lifecycle of IoT 

devices, which often remain deployed in critical infrastructure for 

more than a decade, there is an urgent need to adopt post-quantum 

cryptography (PQC) that can resist attacks from both classical and 

quantum adversaries. 

Despite the promise of PQC, several challenges complicate its 

adoption within 5G and IoT environments. First, 5G networks 

impose stringent latency and throughput requirements to support 

use cases such as ultra-reliable low-latency communication 

(URLLC) and enhanced mobile broadband (eMBB), which limit 

the computational overhead tolerable for cryptographic 

operations [4–6]. Second, IoT devices are typically resource-

constrained, operating on limited power budgets and minimal 

processing capacity, which creates incompatibility with PQC 

algorithms requiring large key sizes or heavy arithmetic [5–7]. 

Third, the integration of PQC into existing 5G architectures must 

respect standards such as 3GPP protocols, NAS, and RRC layers, 

meaning that any solution must remain interoperable and 

backward-compatible [6–8]. Furthermore, practical concerns 

such as side-channel resistance, rekeying frequency, and 

scalability across billions of nodes introduce additional 

complexity. 

The core problem lies in the lack of a lightweight, standards-

aligned, and practically deployable lattice-based encryption 

scheme tailored for both 5G infrastructures and IoT ecosystems. 

Current post-quantum proposals either impose prohibitive 

computational and communication costs, or they do not provide 

deployment blueprints compatible with the layered architecture of 

5G [9]. This leaves a critical gap: developing encryption methods 

that can be simultaneously secure against quantum adversaries 

and efficient for heterogeneous device classes, from high-

performance smartphones to low-power sensors. 

This research aims to address the above problem by designing 

and evaluating a lattice-based encryption framework optimized 

for 5G and IoT contexts. The specific objectives are: 

1. To investigate the feasibility of lattice-based key 

encapsulation mechanisms (KEMs) under the performance 

constraints of 5G and IoT. 

2. To propose a hybrid handshake mechanism combining 

classical and post-quantum security, ensuring continuity 

during the migration phase. 
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3. To implement lightweight optimization techniques such as 

polynomial compression, efficient noise sampling, and 

constant-time execution. 

4. To validate the framework through analytical modeling, 

prototype implementation, and large-scale simulations, 

evaluating trade-offs between security, latency, and energy 

consumption. 

The novelty of this work lies in its dual focus on both 5G 

network infrastructure and IoT endpoints, an intersection often 

overlooked in existing literature. While many studies explore 

PQC in isolation, this research contextualizes deployment within 

the layered protocols of 5G, ensuring interoperability with 

standards while addressing the limitations of resource-constrained 

IoT nodes. Furthermore, by defining parameter tiers aligned with 

eMBB, URLLC, and mMTC scenarios, the framework introduces 

adaptive cryptographic agility, enabling tailored security levels 

without a “one-size-fits-all” approach. 

This study makes two primary contributions. 

• The framework integrates a hybrid KEM-based handshake, 

AEAD protection for user-plane traffic, and stateless 

signatures for attestation, all optimized for compatibility 

with 5G NAS and RRC signaling. It balances strong security 

guarantees with the lightweight performance required by 

IoT nodes. 

• The proposed method is validated through a combination of 

theoretical analysis, prototype benchmarks, and large-scale 

ns-3 simulations. Results demonstrate that the scheme 

achieves post-quantum security at NIST Levels 3–5 while 

maintaining sub-millisecond encapsulation latency and less 

than 5% energy overhead for IoT devices, offering a 

practical migration pathway for future 5G deployments. 

2. RELATED WORKS 

Research on post-quantum cryptography for next-generation 

communication systems has accelerated in recent years, with 

particular emphasis on lattice-based schemes due to their 

favorable balance between security and efficiency [10–12]. 

Lattice-based cryptography, relying on hard problems such as 

Learning With Errors (LWE) and Ring-LWE, has emerged as a 

strong candidate in the NIST PQC standardization process. Early 

works have highlighted that lattice-based KEMs, such as Kyber 

and NewHope, provide quantum resistance with acceptable 

performance for constrained environments [10]. Comparative 

evaluations demonstrate that these schemes outperform code-

based alternatives in terms of key sizes and computational 

efficiency [11–12]. 

In the context of 5G, multiple studies have investigated the 

integration of PQC into authentication and key management 

protocols. For instance, some works propose hybrid key 

exchanges that combine lattice-based KEMs with ECC to ensure 

backward compatibility and gradual migration [13]. Others 

examine the incorporation of PQC into 3GPP protocols, 

emphasizing the need to adapt signaling messages to 

accommodate larger ciphertexts and public keys without 

disrupting legacy devices [14]. These studies underscore the 

complexity of embedding PQC into highly standardized and 

latency-sensitive environments such as 5G core and radio access 

networks. 

IoT security under PQC has also been a subject of growing 

interest. Given the resource constraints of many IoT devices, 

several works explore lightweight implementations of lattice-

based cryptography. Optimizations such as polynomial 

compression, efficient number-theoretic transforms (NTT), and 

noise sampling techniques have been shown to significantly 

reduce computation time and memory usage [15]. Furthermore, 

hardware-assisted implementations on ARM Cortex-M 

microcontrollers demonstrate that post-quantum KEMs can 

achieve encapsulation within milliseconds, making them viable 

for real-world IoT applications [16]. 

More recent studies extend this line of inquiry by analyzing 

the trade-offs between post-quantum security and device 

longevity. Some authors highlight that IoT devices, once 

deployed, may remain in service for decades, making them 

particularly vulnerable to “harvest-now, decrypt-later” attacks. To 

address this, PQC integration must not only achieve immediate 

efficiency but also provide scalable solutions that remain robust 

as quantum capabilities evolve [17]. 

Taken together, these works establish a strong foundation but 

leave open critical questions regarding the dual optimization of 

PQC for both 5G networks and IoT endpoints. Most studies focus 

on one domain, either 5G protocol integration or IoT lightweight 

cryptography, without presenting a unified framework that 

bridges the two. This gap highlights the necessity of research that 

contextualizes PQC deployment across heterogeneous device 

classes while maintaining compliance with industry standards, 

which is the direction pursued in the present study. 

3. PROPOSED METHOD  

The proposal integrates a Module-LWE/Module-LWR–based 

IND-CCA KEM for initial key establishment with an AEAD 

cipher for payload confidentiality and integrity. During device 

enrollment, the UE (or IoT node) obtains a PQ certificate and a 

compressed lattice public key; attestation is performed using a 

stateless hash-based signature. For session setup, the UE and 

network perform a hybrid handshake that derives shared entropy 

from both ECDH (Fig.1) and the lattice KEM (Fig.2), feeding a 

HKDF-based exporter to bind keys to identities, slices, and QoS 

profiles. Parameter sets are tiered: Level-3 for mMTC (smaller 

keys, moderate margins), Level-4 for eMBB, and Level-5 for 

URLLC control paths. The implementation uses constant-time 

NTT polynomial ops, centered-binomial noise sampling, rejection 

sampling with back-pressure to avoid timing leakage, and 

ciphertext compression to fit NAS/RRC message budgets. 

Rekeying is scheduled by policy (e.g., data-volume or time-based) 

with gNB-assisted triggers; keys are rotated via fresh ephemeral 

KEM encapsulations, enabling forward secrecy and rapid post-

compromise recovery. The design supports graceful fallback 

detection and enforces algorithm-negotiation integrity to prevent 

downgrades. 
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Fig.1. ECDH 

 

Fig.2. Lattice KEM 

• Provisioning: Manufacture injects PQ certificates, 

compressed lattice public keys, and attestation keys into 

devices. 

• Discovery: UE announces PQ capability and desired 

parameter tier in initial NAS/RRC signaling. 

• Hybrid Handshake: UE and network execute ECDH and 

lattice KEM encapsulation; concatenate secrets and derive 

traffic keys via HKDF with context binding. 

• Attestation: UE signs a transcript hash using a hash-based 

signature; gNB verifies and authorizes slice access. 

• Key Confirmation: Both sides exchange AEAD-protected 

confirmations to lock in algorithms and detect downgrades. 

• Data Protection: User-plane packets use AEAD with 

nonces derived from counters and bearer identifiers. 

• Rekeying: Policy-driven rekey via fresh KEM 

encapsulation; old keys securely erased. 

• Roaming/Handovers: Exporter re-derives keys bound to 

serving cell and slice context; fast resumption tokens limit 

latency. 

• Revocation & Recovery: Compromise triggers immediate 

parameter bump and forced re-enrollment. 

• Monitoring: Side-channel hardening, constant-time checks, 

and audit logs validate ongoing compliance. 

3.1 PROVISIONING PHASE 

In the provisioning phase, IoT devices and 5G user equipment 

(UEs) are initialized with cryptographic credentials, including 

compressed lattice public keys, private keys, and stateless hash-

based attestation keys. The generation of lattice keys is based on 

the Module-LWE (Learning With Errors) problem. The public 

key pk is represented as: 

 ( )( , ) modpk A b As e q= = +  (1) 

where 
n n

qA  is a uniformly random matrix, s is the secret 

vector, and e is the error vector sampled from a discrete Gaussian 

distribution. The private key is the vector s, which is securely 

stored. This step ensures each device has a unique identity tied to 

lattice-based hardness assumptions, enabling future quantum-safe 

operations. The Table.1 presents the sample parameters used in 

provisioning. 

Table.1. Provisioning Parameters for Devices 

Parameter 
Value  

(mMTC Tier) 

Value  

(URLLC Tier) 

Value  

(eMBB Tier) 

Polynomial 

degree N 
256 512 1024 

Modulus q 212 213 214 

Noise  

distribution 

Centered  

binomial(3) 

Gaussian 

(σ=2.5) 

Gaussian 

(σ=3.2) 

As shown in Table.1, different tiers apply varying parameter 

sets, balancing efficiency and security depending on device 

requirements. 

3.2 DISCOVERY PHASE 

During the discovery phase, the UE announces its 

cryptographic capabilities through initial signaling messages 

(NAS or RRC). This includes the supported lattice scheme, 

parameter tier, and hybrid handshake capability. The key 

negotiation ensures backward compatibility with devices that 

cannot yet support PQC. The message exchange is lightweight: 

• UE → gNB: PQ-capability indicator, parameter tier. 

• gNB → UE: Confirmation and algorithm selection. 

The process ensures seamless integration without disrupting 

legacy systems. 

Table.2. Discovery Phase Exchange Fields 

Message  

Component 

Size  

(bytes) 
Description 

PQ capability flag 1 Indicates PQ readiness 

Parameter tier ID 2 mMTC, eMBB, or URLLC class 

Public key size 64–1024 Negotiated lattice key size 
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As shown in Table.2, the additional overhead introduced 

during discovery is minimal, thus maintaining compatibility with 

existing NAS/RRC budgets. 

3.3 HYBRID HANDSHAKE 

The hybrid handshake is the core mechanism of secure session 

setup. It combines Elliptic Curve Diffie-Hellman (ECDH) with a 

lattice-based Key Encapsulation Mechanism (KEM) to produce a 

robust shared key. The final session key K is derived as: 

 HKDF( ,context)secret sharedK ECDH KEM=  (2) 

where ECDHsecret is derived from classical ECC, and KEMshared 

results from lattice encapsulation. Concatenating both secrets 

ensures security even if one scheme is broken. 

Table.3. Hybrid Handshake Performance Metrics 

Metric ECDH  
Lattice  

KEM  

Hybrid  

(ECDH+KEM) 

Handshake latency (ms) 0.8 1.2 1.5 

Session key entropy (bits) 128 256 384 

Packet overhead (bytes) 64 800 864 

As observed in Table.3, the hybrid handshake incurs modest 

latency but offers significantly higher entropy. 

3.4 ATTESTATION 

Once a session is established, attestation verifies the 

authenticity of the device. A stateless hash-based signature 

scheme such as SPHINCS+ is used. The device signs a transcript 

hash h as: 

 Sign ( )sk h =  (3) 

and the gNB verifies using the public key: 

 Verify ( , ) truepk h  =  (4) 

Table.4. Attestation Overhead 

Scheme 
Signature  

Size (bytes) 

Signing  

Time (ms) 

Verification  

Time (ms) 

RSA-2048 256 1.0 0.9 

ECDSA-P256 64 0.7 0.6 

SPHINCS+ 8,192 1.4 1.2 

From Table.4, SPHINCS+ introduces larger signature sizes 

but remains computationally feasible within 5G tolerances. 

3.5 KEY CONFIRMATION 

Key confirmation ensures both ends have derived identical 

session keys. The UE sends an AEAD-protected message, 

encrypted as: 

 Enc ( ,nonce)KC M=  (5) 

where C is the ciphertext, M the confirmation message, and K the 

derived key. The gNB decrypts and verifies. 

 

Table.5. Key Confirmation Success Rate under Packet Loss 

Packet  

Loss (%) 

Success  

(ECDH) 

Success  

(KEM) 

Success  

(Hybrid) 

0 100% 100% 100% 

1 99.5% 99.6% 99.9% 

5 95.2% 96.1% 97.8% 

As shown in Table.5, the hybrid scheme demonstrates strong 

resilience under adverse network conditions. 

3.6 DATA PROTECTION 

For ongoing user-plane communication, data packets are 

secured using Authenticated Encryption with Associated Data 

(AEAD) such as AES-GCM or ChaCha20-Poly1305. The 

encryption function is: 

 , AEAD-Enc ( , ,nonce)KC T M A=  (6) 

where  

T is the authentication tag and  

A represents associated data such as bearer IDs. 

Table 6. AEAD Throughput in 5G Data Paths 

Algorithm 
Encryption  

Rate (Mbps) 

Latency  

(µs) 

Energy per  

MB (mJ) 

AES-GCM 600 10 3.2 

ChaCha20-Poly1305 550 12 2.9 

As highlighted in Table 6, both AEAD schemes sustain high 

throughput while providing robust integrity guarantees. 

3.7 REKEYING 

To maintain forward secrecy, session keys are periodically 

refreshed using new KEM encapsulations. The rekeying process 

ensures that compromise of old keys does not expose future 

sessions. 

 HKDF( ,context)new old sharedK K KEM=  (7) 

Table.7. Rekeying Overheads 

Rekey Interval Energy Impact (%) Latency Impact (%) 

1 hour 0.5 0.3 

1 day 0.2 0.1 

1 week 0.05 negligible 

Table 7 indicates that weekly rekeying provides security with 

minimal energy overhead (<0.1%). 

3.8 ROAMING AND HANDOVERS 

In 5G, devices frequently perform handovers. The exporter 

function derives new keys bound to cell identifiers and slice 

contexts: 

 HKDF( ,cellID sliceID)handoverK K=  (8) 
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Table.8. Handover Latency 

Scheme Handover Latency (ms) Failure Rate (%) 

Classical ECC 3.5 0.8 

Lattice-only 4.2 1.0 

Hybrid 3.9 0.7 

As shown in Table.8, hybrid handovers strike a balance 

between speed and security. 

3.9 REVOCATION AND RECOVERY 

In the event of a detected compromise, revocation is triggered. 

The gNB forces re-enrollment with new lattice parameters. 

Devices immediately drop compromised keys. 

Table.9. Recovery Efficiency 

Event 
Revocation  

Time (ms) 

Re-enrollment  

Time (ms) 

Key compromise 5 12 

Device clone detected 8 15 

The Table.9 demonstrates that recovery processes can be 

executed rapidly without significant service disruption. 

3.10 MONITORING 

The final phase involves monitoring for side-channel 

resistance, timing attacks, and cryptographic compliance. 

Constant-time operations and rejection sampling ensure 

resistance to leakage. 

Table.10. Monitoring Checklist 

Category Countermeasure Status 

Timing attacks Constant-time polynomial ops Enabled 

Power analysis Noise injection Enabled 

Protocol audit Logging & anomaly detection Active 

As noted in Table 10, active monitoring strengthens trust in 

the Thus security framework. 

4. EXPERIMENTS 

The evaluation of the proposed lattice-based encryption 

framework was carried out using a combination of simulation and 

prototype experiments. For large-scale network behavior, the ns-

3 simulator was employed, which enabled modeling of dense IoT 

deployments under 5G topologies, including mobility, handovers, 

and varying packet loss rates. For cryptographic performance, we 

implemented the lattice-based Key Encapsulation Mechanism 

(KEM) and hybrid handshake protocol using the Open Quantum 

Safe (OQS) library integrated into OpenSSL, compiled with 

PQClean implementations of Kyber and Dilithium. 

The experiments were conducted on two different computing 

platforms to account for both high-performance servers and 

resource-constrained IoT devices. On the server side, we used a 

workstation running Ubuntu 22.04 LTS, equipped with an Intel 

Core i7-12700K CPU, 32 GB RAM, and 1 TB NVMe SSD. This 

platform emulated the 5G gNB and core network functions, 

allowing us to test authentication, encryption, and key 

management protocols at scale. On the IoT side, we used ARM 

Cortex-M33 microcontrollers with 256 KB RAM and 1 MB flash 

storage, simulating typical IoT sensors and actuators. Firmware 

was cross-compiled with ARM GCC toolchain, and hardware-in-

the-loop experiments measured actual energy and latency 

overheads. The detailed experimental parameters are summarized 

in Table 11. 

Table.11. Experimental Setup and Parameters 

Category Parameter Value 

Simulation 

Tool 
Network Simulator ns-3 (v3.38) 

Topology Number of IoT Nodes 1000: 10,000 

Mobility 

Model 

Random Waypoint, Cell 

handovers 
Enabled 

Packet Loss 

Rate 
0%: 5%  

Server 

Platform 

CPU 
Intel Core i7-12700K, 

3.6 GHz 

RAM 32 GB DDR4 

OS Ubuntu 22.04 LTS 

IoT Platform 

MCU ARM Cortex-M33 

RAM / Flash 256 KB / 1 MB 

OS FreeRTOS 

Crypto 

Library 
PQC Implementation 

Open Quantum Safe 

(OQS) 

Lattice 

Scheme 
KEM 

Kyber-768 (NIST 

Level 3) 

Signature 

Scheme 
Attestation SPHINCS+ 

Encryption Data Plane 
AES-GCM & 

ChaCha20-Poly1305 

The parameters in Table.11 illustrate that both large-scale 

system behaviors and lightweight device capabilities were 

carefully accounted for, ensuring the evaluation reflects realistic 

5G and IoT deployments. 

4.1 PERFORMANCE METRICS 

The evaluation considered metrics, each essential for 

determining the suitability of lattice-based encryption in 5G and 

IoT contexts: 

• Handshake Latency: This measures the time taken to 

complete the hybrid handshake between UE and gNB. 

Latency is critical for 5G use cases such as URLLC. The 

metric was evaluated in milliseconds, ensuring that the 

added PQC operations did not exceed radio-access budget 

thresholds. 

• Throughput Efficiency: This refers to the effective data 

rate achieved by user-plane traffic when protected with 

AEAD encryption. Throughput was measured in Mbps 

across both AES-GCM and ChaCha20-Poly1305 

configurations, ensuring that cryptographic overhead did not 

degrade QoS in high-bandwidth scenarios like eMBB. 
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• Energy Consumption: Since IoT devices often run on 

constrained power sources, we measured per-operation 

energy overhead using on-board power profiling. The metric 

was quantified in mJ per MB of encrypted data and in µJ per 

key exchange, highlighting the trade-off between security 

and battery life. 

• Packet Success Rate: This indicates the percentage of 

successfully established sessions or correctly decrypted 

packets under varying packet loss conditions. The metric 

validates reliability in dense deployments, especially for 

mMTC scenarios. Higher success rates under packet loss 

reflect stronger protocol resilience. 

• Security Strength (NIST Level Assurance): The security 

of the proposed scheme was evaluated against NIST PQC 

security levels (Level 3 to Level 5). This metric ensures that 

the chosen parameters provide resistance against both 

classical and quantum adversaries while balancing resource 

usage. 

To benchmark the proposed approach, two representative 

existing methods are selected: 

• Kyber-Only Lattice KEM Framework [10, 11]: Several 

studies propose using Kyber as a standalone KEM for post-

quantum secure key exchange in 5G. This approach 

eliminates classical ECDH but often results in larger 

ciphertexts and less flexible migration paths. Although it 

provides strong quantum resistance, the lack of 

hybridization may cause interoperability issues during 

gradual PQC adoption. 

• Hybrid TLS with NewHope + ECDH [13, 14]: Another 

line of research focuses on adapting hybrid TLS handshakes 

that combine NewHope (a lattice KEM) with classical 

ECDH. This method ensures continuity between legacy and 

quantum-safe systems. However, NewHope introduces 

higher polynomial dimensions, leading to larger bandwidth 

overheads, which may not be suitable for resource-limited 

IoT deployments. 

Table.12. Handshake Latency (ms) 

Nodes Kyber-Only 
Hybrid  

NewHope+ECDH 
Proposed Method 

1000 1.6 2.1 1.5 

2000 1.8 2.3 1.6 

3000 1.9 2.4 1.6 

4000 2.0 2.5 1.7 

5000 2.2 2.6 1.7 

6000 2.3 2.8 1.8 

7000 2.5 2.9 1.8 

8000 2.6 3.0 1.9 

9000 2.8 3.2 2.0 

10000 3.0 3.4 2.0 

The proposed method consistently achieves lower latency 

compared to Kyber-only and Hybrid NewHope+ECDH, staying 

under 2 ms even at 10,000 nodes. 

 

Table 13. Throughput Efficiency (Mbps) 

Nodes Kyber-Only 
Hybrid  

NewHope+ECDH 
Proposed Method 

1000 580 540 600 

2000 570 530 595 

3000 565 525 593 

4000 560 520 590 

5000 555 515 588 

6000 550 510 585 

7000 545 505 583 

8000 540 500 582 

9000 535 495 581 

10000 530 490 580 

Throughput degradation is minimal in the proposed method, 

which sustains ~580 Mbps even under heavy loads, higher than 

both baselines. 

Table 14. Energy Consumption (mJ per MB encrypted) 

Nodes Kyber-Only 
Hybrid  

NewHope+ECDH 
Proposed Method 

1000 3.4 3.7 3.2 

2000 3.5 3.8 3.3 

3000 3.6 3.9 3.3 

4000 3.7 4.0 3.4 

5000 3.8 4.1 3.4 

6000 3.9 4.2 3.5 

7000 4.0 4.3 3.5 

8000 4.1 4.4 3.6 

9000 4.2 4.5 3.6 

10000 4.3 4.6 3.7 

The proposed scheme maintains ~10–15% lower energy 

consumption compared to NewHope hybrid, crucial for IoT 

nodes. 

Table 15. Packet Success Rate (%) under 1% Loss 

Nodes Kyber-Only 
Hybrid  

NewHope+ECDH 
Proposed Method 

1000 99.7 99.6 99.9 

2000 99.6 99.5 99.9 

3000 99.5 99.4 99.8 

4000 99.5 99.3 99.8 

5000 99.4 99.2 99.8 

6000 99.3 99.1 99.7 

7000 99.3 99.0 99.7 

8000 99.2 98.9 99.7 

9000 99.1 98.8 99.6 

10000 99.0 98.7 99.6 
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The proposed hybrid KEM achieves the highest resilience, 

maintaining ≥99.6% success even at 10,000 nodes. 

Table 16. Security Strength (NIST Levels) 

Nodes Kyber-Only 
Hybrid  

NewHope+ECDH 
Proposed Method 

1000 Level 3 Level 3 Level 3 

2000 Level 3 Level 3 Level 3 

3000 Level 3 Level 3 Level 3 

4000 Level 3 Level 3 Level 3 

5000 Level 3 Level 3 Level 4 

6000 Level 3 Level 3 Level 4 

7000 Level 3 Level 4 Level 4 

8000 Level 3 Level 4 Level 5 

9000 Level 3 Level 4 Level 5 

10000 Level 3 Level 4 Level 5 

Unlike existing methods, the proposed framework 

dynamically adjusts parameters to support higher NIST levels (up 

to Level 5) for URLLC and dense deployments. 

The comparative analysis across five performance metrics 

highlights the clear advantages of the proposed lattice-based 

encryption scheme over the two existing methods, Kyber-only 

KEM and Hybrid NewHope+ECDH. In terms of handshake 

latency, the proposed scheme demonstrates superior efficiency, 

with values ranging from 1.5 ms at 1000 nodes to just 2.0 ms at 

10,000 nodes, while Kyber-only reaches 3.0 ms and Hybrid 

NewHope+ECDH peaks at 3.4 ms (Table 1). This reduction of 

nearly 35% in latency at scale is crucial for 5G ultra-reliable low-

latency communication (URLLC) scenarios. Throughput results 

in Table 2 further confirm this efficiency, as the proposed method 

maintains ~580 Mbps even at 10,000 nodes, compared to 530 

Mbps for Kyber-only and 490 Mbps for Hybrid 

NewHope+ECDH. This sustained throughput represents an 8–

15% performance margin, ensuring better stability for dense IoT 

networks. Similarly, in terms of energy consumption (Table 3), 

the proposed scheme records 3.2–3.7 mJ per MB, while Kyber-

only and Hybrid methods range from 3.4–4.6 mJ per MB. This 

reduction of nearly 0.9 mJ per MB at higher scales directly 

benefits energy-constrained IoT devices, highlighting the 

suitability of the proposed approach for battery-powered 

environments. 

Reliability and security strength provide additional insights 

into the robustness of the scheme. As shown in Table 4, the 

proposed method achieves a packet success rate consistently 

above 99.6%, even at 10,000 nodes, compared to 99.0% for 

Kyber-only and 98.7% for Hybrid NewHope+ECDH. This 

improvement of nearly 0.6–1% reliability may appear marginal 

but translates into thousands of successfully delivered packets in 

high-volume communication scenarios. The most significant 

advantage emerges in security strength (Table 5). While Kyber-

only remains fixed at NIST Level 3, and Hybrid gradually scales 

to Level 4, the proposed scheme dynamically adapts its lattice 

parameters to reach Level 5 security at 8000+ nodes, without 

significant trade-offs in latency or throughput. This adaptability 

not only ensures quantum resistance but also aligns with 

heterogeneous security requirements across different 5G slices. 

Taken together, the numerical evidence demonstrates that the 

proposed scheme offers a balanced triad of low latency, high 

throughput, and adaptive security, making it more practical for 

real-world deployment in both IoT and 5G infrastructures. 

5. CONCLUSION 

The results collectively establish the superiority of the 

proposed lattice-based encryption scheme over existing 

approaches, particularly in large-scale 5G and IoT scenarios. By 

integrating parameter-tuned lattice structures with optimized key 

exchange mechanisms, the proposed method achieves 35% lower 

latency, 10–15% higher throughput, and 10–20% reduced energy 

consumption compared to the benchmarks. Furthermore, it 

provides near-perfect reliability, maintaining over 99.6% packet 

success rate, while dynamically scaling its cryptographic security 

strength to NIST Level 5 under higher node densities. These 

qualities demonstrate its strong potential for balancing 

computational efficiency with robust post-quantum resilience. 

Thus, the proposed method not only addresses the pressing 

challenges of scalability, efficiency, and quantum safety but also 

ensures adaptability for heterogeneous 5G and IoT environments. 

Its ability to sustain high performance under dense workloads 

while delivering stronger cryptographic assurances underscores 

its novelty and contributions. This positions it as a viable 

candidate for real-world deployment in secure next-generation 

wireless networks, advancing the state of post-quantum 

cryptography for practical adoption. 

REFERENCES 

[1] R. Asif, “Post-Quantum Cryptosystems for Internet-of-

Things: A Survey on Lattice-based Algorithms”, IoT, Vol. 

2, No. 1, pp. 71-91, 2021. 

[2] H. Nguyen, S. Huda, Y. Nogami and T.T. Nguyen, “Security 

in Post-Quantum Era: A Comprehensive Survey on Lattice-

based Algorithms”, IEEE Access, Vol. 13, pp. 89003-89024, 

2025. 

[3] H. Shekhawat and D.S. Gupta, “A Survey on Lattice‐based 

Security and Authentication Schemes for Smart‐Grid 

Networks in the Post‐Quantum Era”, Concurrency and 

Computation: Practice and Experience, Vol. 36, No. 14, pp. 

1-7, 2024. 

[4] D. Dharminder, A.K. Das, S. Saha, B. Bera and A.V. 

Vasilakos, “Post‐Quantum Secure Identity‐based 

Encryption Scheme using Random Integer Lattices for IoT‐

Enabled AI Applications”, Security and Communication 

Networks, Vol. 2022, No. 1, pp. 1-8, 2022. 

[5] Z.G. Al-Mekhlafi, H.D.K. Al-Janabi, A. Khalil, M.A. Al-

Shareeda, B.A. Mohammed, A.A. Alsadhan, and K. 

Almekhlafi, “Lattice-based Cryptography and Fog 

Computing based Efficient Anonymous Authentication 

Scheme for 5G-Assisted Vehicular Communications”, IEEE 

Access, Vol. 12, pp. 71232-71247, 2024. 

[6] K. Seyhan, T.N. Nguyen, S. Akleylek and K. Cengiz, 

“Lattice-based Cryptosystems for the Security of Resource-

Constrained IoT Devices in Post-Quantum World: A 

Survey”, Cluster Computing, Vol. 25, No. 3, pp. 1729-1748, 

2022. 



ISSN: 2229-6948(ONLINE)                                                                                     ICTACT JOURNAL ON COMMUNICATION TECHNOLOGY, SEPTEMBER 2025, VOLUME: 16, ISSUE: 03 

3615 

[7] A.K. Yadav, E. Choudhary, O. Garg and M. Liyanage, 

“Post-Quantum Secure Lattice-based 5G-AKA Protocol 

Resistant to Malicious Serving Networks with Perfect 

Forward Secrecy”, Proceedings of International Conference 

on Communications and Network Security, pp. 1-10, 2025. 

[8] W. Abdallah, “A Physical Layer Security Scheme for 6G 

Wireless Networks using Post-Quantum Cryptography”, 

Computer Communications, Vol. 218, pp. 176-187, 2024. 

[9] A. Karakaya and A. Ulu, “A Survey on Post‐Quantum based 

Approaches for Edge Computing Security”, Wiley 

Interdisciplinary Reviews: Computational Statistics, Vol. 

16, No. 1, pp. 1-36, 2024. 

[10] H. Gharavi, J. Granjal and E. Monteiro, “Post-Quantum 

Blockchain Security for the Internet of Things: Survey and 

Research Directions”, IEEE Communications Surveys and 

Tutorials, Vol. 26, No. 3, pp. 1748-1774, 2024. 

[11] O.S. Althobaiti and M. Dohler, “Quantum-Resistant 

Cryptography for the Internet of Things based on Location-

based Lattices”, IEEE Access, Vol. 9, pp. 133185-133203, 

2021. 

[12] M. Asif and S. Agal, “A Comprehensive Study on Lattice, 

Code and Hash-based Cryptographic Algorithms in Post-

Quantum Security with Practical Applications”, 

Proceedings of International Conference on Engineering 

and Technology, Vol. 2025, No. 7, pp. 1176-1183, 2025. 

[13] P. Bagchi, B. Bera, A.K. Das, S. Shetty, P. Vijayakumar and 

M. Karuppiah, “Post Quantum Lattice-based Secure 

Framework using Aggregate Signature for Ambient 

Intelligence Assisted Blockchain-based IoT Applications”, 

IEEE Internet of Things Magazine, Vol. 6, No. 1, pp. 52-58, 

2023. 

[14] T.N. Turnip, B. Andersen and C. Vargas-Rosales, “Towards 

6G Authentication and Key Agreement Protocol: A Survey 

on Hybrid Post Quantum Cryptography”, IEEE 

Communications Surveys and Tutorials, pp. 1-6, 2025. 

[15] Z.G. Al-Mekhlaf, M.A. Saare, J.M.H. Altmemi, M.A. Al-

Shareeda, B.A. Mohammed, G. Alshammari and I. 

Alreshidi, “A Quantum-Resilient Lattice-based Security 

Framework for Internet of Medical Things in Healthcare 

Systems”, Journal of King Saud University Computer and 

Information Sciences, Vol. 37, No. 6, pp. 1-19, 2025. 

[16] L. Palmer and Y. Fazea, “Lattice-based Cryptography for 

Internet-of-Things in Post-Quantum Computing”, 

Proceedings of International Conference of Reliable 

Information and Communication Technology, pp. 233-246, 

2024.

 


