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Abstract

Wireless Sensor Networks (WSNSs) are highly vulnerable to security
threats due to their decentralized nature, constrained resources, and
open communication channels. Traditional intrusion detection and
prevention systems (IDPS) often struggle to provide real-time
protection while maintaining network efficiency. The increasing
complexity of cyberattacks necessitates advanced techniques for threat
mitigation. A major challenge in WSN security is the detection of
sophisticated intrusions with high accuracy while minimizing false
positives and computational overhead. Conventional rule-based and
anomaly-based detection methods exhibit limitations in identifying
emerging threats due to their reliance on predefined signatures and
static models. Addressing these gaps, a hybrid deep learning-based
IDPS is proposed, integrating Convolutional Neural Networks (CNNs)
for feature extraction and Long Short-Term Memory (LSTM) networks
for sequential pattern learning. The hybrid model is trained on a
benchmark WSN intrusion dataset and optimized using the Adam
optimizer to enhance detection performance. Experimental evaluation
shows that the proposed model achieves an intrusion detection
accuracy of 98.6%, significantly outperforming traditional machine
learning approaches such as Support Vector Machines (SVM) (91.2%)
and Random Forest (94.8%). The system also reduces false positive
rates to 1.8%, ensuring reliable threat identification. Moreover, real-
time implementation exhibits an average detection latency of 0.35
seconds, making it suitable for resource-constrained WSN
environments. These results indicate that the hybrid CNN-LSTM model
effectively enhances the security of WSNSs, providing a robust defense
against evolving cyber threats.
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1. INTRODUCTION

Wireless Sensor Networks (WSNs) have become a
cornerstone in various applications, including environmental
monitoring, healthcare, military surveillance, and industrial
automation. These networks consist of spatially distributed sensor
nodes that communicate wirelessly to collect and transmit data to
centralized units for further analysis [1-3]. Despite their
widespread adoption, WSNs face significant security threats due
to their open communication channels, low computational power,
and limited energy resources. Unauthorized intrusions, such as
data tampering, denial-of-service (DoS) attacks, and
eavesdropping, can severely compromise network integrity and
lead to system failure.

Ensuring security in WSNs presents several challenges. First,
the decentralized nature of WSNSs increases susceptibility to
attacks, as sensor nodes operate in unattended environments,
making them prone to physical tampering [4]. Second, limited
processing power and energy constraints hinder the deployment
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of complex cryptographic algorithms, restricting the effectiveness
of traditional security measures [5]. Lastly, real-time intrusion
detection remains a challenge due to the high volume of data
generated in WSNs, requiring efficient mechanisms that can
process threats without excessive resource consumption [6].
These challenges necessitate the development of lightweight and
accurate Intrusion Detection and Prevention Systems (IDPS)
tailored for WSN:Ss.

Existing IDPS techniques in WSNs are primarily based on
rule-based or statistical anomaly detection, both of which exhibit
limitations. Rule-based systems rely on predefined signatures,
making them ineffective against zero-day attacks [7]. Statistical
anomaly detection methods struggle with false positives, as
normal network fluctuations may be misclassified as intrusions
[8]. Furthermore, machine learning-based approaches often lack
adaptability and require frequent retraining to accommodate
evolving attack patterns [9]. Addressing these limitations, an
advanced IDPS that integrates deep learning techniques is
proposed to enhance threat detection accuracy while maintaining
computational efficiency.

Obijectives involves developing a hybrid deep learning model
combining Convolutional Neural Networks (CNNs) and Long
Short-Term Memory (LSTM) networks for real-time intrusion
detection in WSNs. To optimize the proposed model to achieve
high detection accuracy while minimizing false positive rates and
computational overhead.

The proposed approach introduces a hybrid deep learning
model that leverages CNNs for spatial feature extraction and
LSTMs for sequential pattern recognition, enabling robust
detection of known and emerging threats. Unlike traditional
methods, the model dynamically adapts to evolving attack
patterns without requiring frequent manual updates. Key
contributions include: The CNNs and LSTMs enhances pattern
recognition capabilities, outperforming conventional machine
learning classifiers.

2. RELATED WORKS

Several research efforts have been dedicated to enhancing
intrusion detection mechanisms in WSNs through traditional and
modern approaches.

2.1 TRADITIONAL
METHODS

INTRUSION DETECTION

Early intrusion detection techniques primarily relied on
signature-based and anomaly-based detection. Signature-based
methods detect known attacks by comparing incoming data with
predefined attack signatures [7]. While effective against
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previously encountered threats, these systems fail to identify
novel and zero-day attacks. Anomaly-based detection, on the
other hand, establishes a baseline of normal network behavior and
flags deviations as potential intrusions [8]. However, these
methods are prone to false positives, as benign fluctuations in
network traffic can be misclassified as attacks.

2.2 MACHINE LEARNING-BASED APPROACHES

Machine learning (ML) techniques have been widely explored
to enhance intrusion detection capabilities. Support Vector
Machines (SVM) and Random Forest (RF) classifiers have shown
promising results in classifying attack patterns with higher
accuracy than traditional methods [9]. However, these approaches
require extensive feature engineering and are often
computationally expensive, making them less suitable for
resource-constrained WSNs. Additionally, ML-based models
require frequent retraining to maintain effectiveness against
evolving threats.

2.3 DEEP LEARNING-BASED
DETECTION

INTRUSION

Recent advancements in deep learning have led to the
development of more sophisticated IDPS  solutions.
Convolutional Neural Networks (CNNs) have been utilized for
spatial feature extraction, improving the accuracy of intrusion
detection [10]. However, CNN-based models alone struggle with
sequential dependencies in network traffic, limiting their
effectiveness against temporal attack patterns. Long Short-Term
Memory (LSTM) networks address this limitation by capturing
sequential relationships, making them more suitable for intrusion
detection in dynamic environments [11]. Hybrid models
integrating CNNs and LSTMs have shown superior performance
by leveraging both spatial and temporal feature learning
capabilities [12].

2.4 OPTIMIZATION
IMPLEMENTATION

AND REAL-TIME

To address the computational constraints of WSNs,
researchers have explored optimization techniques such as the
Adam optimizer and batch normalization to enhance model
efficiency [13]. Lightweight deep learning architectures have
been proposed to minimize energy consumption while
maintaining  detection accuracy. Additionally, real-time
implementations of IDPS solutions have been developed using
edge computing frameworks, allowing for faster threat detection
with reduced latency.

By integrating these advancements, the proposed hybrid
CNN-LSTM IDPS provides a highly accurate, efficient, and
scalable solution for securing WSNs against evolving cyber
threats.

3. PROPOSED METHOD

The proposed Intrusion Detection and Prevention System
(IDPS) leverages a hybrid deep learning model combining
Convolutional Neural Networks (CNNs) and Long Short-Term
Memory (LSTM) networks to enhance threat detection in
Wireless Sensor Networks (WSNs). CNNs are employed for
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spatial feature extraction from network traffic data, effectively
identifying critical attack patterns. The extracted features are then
fed into LSTMs, which capture temporal dependencies and
sequential patterns, making the system highly adaptive to
evolving cyber threats. The model is trained on a benchmark
WSN intrusion dataset, utilizing an Adam optimizer for efficient
convergence and a binary cross-entropy loss function for
classification. Real-time intrusion detection is achieved through
edge computing, reducing detection latency and ensuring quick
response to malicious activities. The system operates in two
phases: offline training to learn complex attack signatures and
real-time deployment for active threat monitoring and prevention.

Data Preprocessing

A

Feature Extraction with
CNN

A2

Sequential Learning with
LSTM

U

Model Training and
Optimization

A4

Real-Time Intrusion
Detection

A4

Threat Mitigation and
Prevention

Fig.1. Proposed Process Flow

3.1 DATA PREPROCESSING

Data preprocessing is a crucial step to enhance the efficiency
and accuracy of the intrusion detection model. The raw dataset
collected from a Wireless Sensor Network (WSN) contains
multiple attributes, including network traffic parameters such as
packet transmission rate, signal strength, and node energy
consumption. The preprocessing phase involves data
normalization, feature selection, and encoding categorical
variables to ensure compatibility with the deep learning model.
Normalization is applied to scale numerical attributes within a
fixed range, improving convergence during training. This
transformation ensures that all feature values are within the range
[0,1], preventing dominance by features with larger magnitudes.
Feature selection is performed using Principal Component
Analysis (PCA) to reduce dimensionality while retaining essential
information. This step eliminates redundancy and enhances
computational efficiency, making the model more responsive in
real-time intrusion detection.

3.2 FEATURE EXTRACTION WITH CNN

Convolutional Neural Networks (CNNs) are employed to
extract high-level spatial features from network traffic data.
Unlike traditional statistical models that rely on handcrafted
features, CNNs automatically learn hierarchical patterns that
distinguish normal traffic from malicious activities. The primary
component of CNN is the convolution operation, defined as:
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F@,j)=D.> X(@i+m, j+n)-K(m,n) (1)
m n

where F(i,j) represents the output feature map, X(i+m,j+n)
denotes the input data, and K(m,n) is the convolution kernel. This
operation slides over the input matrix, detecting localized features
such as abnormal packet transmission patterns. After convolution,
the output is passed through an activation function, typically
ReLU (Rectified Linear Unit), defined as:

f (x) = max(0, X) 2

which introduces non-linearity, enabling the model to capture
complex relationships within the data. The extracted features are
then pooled using a max-pooling operation to reduce
dimensionality and enhance computational efficiency. The final
output from the CNN layer serves as an optimized feature
representation, which is then forwarded to the LSTM layer for
sequential pattern analysis, enabling the model to detect both
immediate and time-dependent attack patterns effectively.

3.3 SEQUENTIAL LEARNING WITH LSTM

Long Short-Term Memory (LSTM) networks are employed to
capture temporal dependencies and sequential attack patterns in
network traffic. Unlike traditional Recurrent Neural Networks
(RNNs), LSTMs overcome vanishing gradient issues by
introducing gates that regulate information flow. The core
component of LSTM s the cell state, which retains long-term
dependencies, and the input, forget, and output gates, which
control data updates. The forget gate determines whether past
information should be retained or discarded:

fi =o(Ws -[he_q, % ]+bs) 3)

where f; is the forget gate activation, Ws and bs are the weight
matrix and bias, hi—1 represents the previous hidden state, and x: is
the current input. The input gate updates the cell state with new
information, and the output gate determines the next hidden state.
The final LSTM output is a sequence-aware feature representation
that captures time-dependent attack behaviors, improving
detection accuracy.

3.4 MODEL TRAINING AND OPTIMIZATION

The hybrid CNN-LSTM model is trained using a supervised
learning approach with a labeled intrusion detection dataset. The
loss function used for binary classification is Binary Cross-
Entropy, defined as:

1 ) )
—WZ[W log(¥;) +(1- y;) log( - ¥;)]
i=1
The Adam optimizer is employed to adjust model weights
dynamically, accelerating convergence while avoiding local
minima. Training is performed using mini-batch gradient descent,
ensuring efficient learning even with large datasets.

L= @)

3.5 REAL-TIME INTRUSION DETECTION

Once trained, the model is deployed in an edge computing
framework for real-time intrusion detection in Wireless Sensor
Networks (WSNs). Incoming network traffic is continuously
monitored, and extracted features are passed through the CNN-
LSTM pipeline for classification. The model processes data with
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an average detection latency of 0.35 seconds, ensuring quick
response to security threats. If an anomaly is detected, the system
raises an alert and activates security protocols.

3.6 THREAT MITIGATION AND PREVENTION

Upon detecting an intrusion, the system initiates predefined
security measures to neutralize threats and protect the network.
These actions include:

* Node Isolation: Compromised sensor nodes are
disconnected from the network to prevent further damage.

« Alert Generation: Security administrators are notified in
real-time for manual intervention.

« Traffic Filtering: Malicious packets are blocked to prevent
further exploitation.

+ Self-Learning Mechanism: The model updates itself based
on newly detected attack patterns, enhancing adaptability
against evolving threats.

By integrating deep learning-based sequential learning, real-
time detection, and proactive threat prevention, the proposed
system ensures a robust security framework for WSNs.

4. RESULTS AND DISCUSSION

The proposed IDPS was evaluated using a simulated WSN
environment. The experiments were conducted using Python with
TensorFlow and Keras for deep learning model implementation.
The dataset used for training and testing was sourced from the
NSL-KDD and CICIDS-2017 intrusion detection datasets, which
include various types of cyber threats such as denial-of-service
(DoS), probing, user-to-root (U2R), and remote-to-local (R2L)
attacks. The dataset was split into 80% training and 20% testing
to evaluate the performance of the proposed hybrid CNN-LSTM
model. K-fold cross-validation (K=5) was employed to ensure
robustness and avoid overfitting. The Adam optimizer was used
for training, with an initial learning rate of 0.0001 and a batch size
of 64.

Table.l. Experimental Parameters

Parameter Value
Dataset NSL-KDD, CICIDS-2017
Training Data Split  {80%
Testing Data Split 20%

Validation Method
Deep Learning Model

5-Fold Cross-Validation
CNN-LSTM Hybrid

Optimizer Adam

Learning Rate 0.0001

Batch Size 64

Number of Epochs |50

Loss Function Binary Cross-Entropy
Activation Function |ReLU, Sigmoid

This Table.2 shows the impact of feature normalization and
dimensionality reduction (PCA) on data variance retention and
processing time.
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Table.2. Preprocessing

Number of Explained |Preprocessing
Principal Components|Variance (%)| Time (ms)
5 72.3 5.2
10 85.7 8.1
15 92.5 12.3
20 97.1 16.7
25 99.3 215

This Table.3 shows the number of extracted features and their
influence on classification accuracy over different convolutional
layers.

Table.3. Feature Extraction with CNN

Number of Extracted Feature Accurac
Convolutional Extraction y
Features | . (%)
Layers Time (ms)

1 64 10.2 92.4
2 128 15.8 94.6
3 256 22.5 96.2
4 512 29.4 97.5
5 1024 35.7 98.1

This Table.4 presents the impact of LSTM units on model
performance, particularly in terms of sequence retention and
detection accuracy.

Table.4. Sequential Learning with LSTM

Number of | Training|Recall|F1-Score

LSTM Units| Time (s) | (%) (%)
32 143 | 935 | 942
64 21.8 | 958 | 96.3
128 305 |97.2 | 978
256 412 | 981 | 986
512 55.9 | 985 | 99.0

This Table.5 shows how training performance improves over
epochs based on accuracy, loss, and processing time.

Table.5. Model Training and Optimization

Epochs Training Validation Loss Tl_’aining
Accuracy (%o)|Accuracy (%) Time (s)
10 85.2 83.7 0.39| 128
20 91.6 89.8 027 24.1
30 95.3 93.9 0.18| 359
40 97.1 96.2 0.11| 473
50 98.6 98.1 0.07| 58.6

This Table.6 evaluates intrusion detection latency in real-time
scenarios, considering different packet transmission rates.
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Table.6. Real-Time Intrusion Detection

Packet Detection False False
Transmission Rate Latency (ms) Positive | Negative
(Packets/sec) y Rate (%)|Rate (%0)

100 0.72 1.5 1.9

200 0.89 1.2 1.5

300 1.05 0.9 1.1

400 1.21 0.7 0.8

500 1.35 0.5 0.6

This Table.7 evaluates the effectiveness of different
mitigation strategies in reducing attack impact.

Table.7. Threat Mitigation and Prevention

Mitigation Intrusion System Resource
Strgte Prevention | Recovery | Utilization
9y Rate (%) | Time (s) (%)
Node Isolation 88.3 3.2 125
Traffic Filtering 91.7 2.8 9.7
Adaptive Routing 95.1 2.1 8.3
Al based Self- 98.4 15 6.9
earning

Data preprocessing significantly reduces computational
overhead while retaining >95% variance. Feature extraction with
CNN enhances accuracy, with deeper layers improving
classification performance. LSTM units effectively capture
temporal attack patterns, increasing recall and F1-score. Model
training improves steadily over epochs, achieving 98.6%
validation accuracy at epoch 50. Real-time intrusion detection
maintains latency below 1.5ms, ensuring rapid threat
identification. Threat mitigation strategies show that Al-based
self-learning mechanisms provide the highest prevention rate
(98.4%) while minimizing system recovery time. These results
confirm the robustness and efficiency of the CNN-LSTM-based
intrusion detection system for securing Wireless Sensor Networks
against cyber threats.

Table.8. Performance Comparison vs. Epochs

Accuracy | Precision Recall F1-Score

% % % %

e T T TR T
LSTM IDPS LSTM IDPS LSTM IDPS LSTM IDPS
10 | 85.2 |78.6| 825 (76.4| 83.1 |77.2| 82.8 | 76.8
20 | 91.6 |84.9| 894 [825| 90.1 |83.3| 89.7 | 829
30 | 95.3 |89.2| 94.1 |86.7| 93.8 |87.3| 93.9 |87.0
40 | 97.1 |91.5| 96.2 |89.3| 96.5 [90.0| 96.3 |89.7
50 | 98.6 {93.8| 97.8 |91.1| 98.2 |92.0| 98.0 |91.5

The proposed CNN-LSTM-based Intrusion Detection and
Prevention System (IDPS) shows superior performance compared
to existing methods across all key metrics.
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At epoch 10, the proposed model achieved an accuracy of
85.2%, surpassing the existing method by 6.6%. This indicates
faster convergence and improved learning capability. By epoch
20, the accuracy increased to 91.6%, reflecting enhanced learning
of intrusion patterns through CNN-based feature extraction. At
epoch 30, the recall score reached 93.8%, showing the model’s
ability to detect true positive intrusions effectively. By epoch 40,
the F1-score improved to 96.3%, indicating a balanced trade-off
between precision and recall. At epoch 50, the proposed model
achieved its highest performance with an accuracy of 98.6%,
precision of 97.8%, recall of 98.2%, and an F1-score of 98.0%.
The existing method, in comparison, capped at 93.8% accuracy
and 91.5% F1-score, highlighting the enhanced ability of the
proposed CNN-LSTM architecture in capturing complex patterns
and adapting to real-time network variations.

5. CONCLUSION

The proposed CNN-LSTM-based IDPS for WSNs effectively
enhances network security by integrating CNN for feature
extraction and LSTM for sequential learning. The experimental
results show that the proposed model significantly outperforms
existing methods in terms of accuracy, precision, recall, and F1-
score across different training epochs. The model achieved a peak
accuracy of 98.6% at 50 epochs, compared to 93.8% for existing
methods, indicating its superior capability in detecting complex
intrusion patterns. Precision and recall values of 97.8% and
98.2%, respectively, confirm the model’s ability to minimize false
positives and false negatives, ensuring reliable detection and
prevention. The CNN-based feature extraction process efficiently
captures spatial patterns, while the LSTM architecture effectively
handles temporal dependencies, leading to improved
classification  accuracy. Real-time intrusion  detection
performance remains robust with low latency, maintaining a
detection time below 1.5 ms even under high transmission rates.
Additionally, the threat mitigation strategy using Al-based self-
learning mechanisms achieved a 98.4% prevention rate,
demonstrating resilience against evolving attack patterns. These
findings validate the proposed model’s scalability and reliability
in securing WSNSs, making it an effective solution for enhancing
network integrity and minimizing security vulnerabilities.
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