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Abstract

The increasing reliance on Mobile Satellite Networks (MSNs) for
secure and reliable global communication has led to heightened
concerns over cybersecurity threats. Traditional security mechanisms
often struggle to counter adaptive and sophisticated attacks,
necessitating the integration of Artificial Intelligence (Al)-driven
security frameworks. The dynamic nature of MSNs, characterized by
high latency, intermittent connectivity, and diverse attack vectors,
presents unique security challenges. A key challenge is the real-time
detection and mitigation of cyber threats, including eavesdropping,
jamming, spoofing, and denial-of-service (DoS) attacks. Conventional
cryptographic techniques and firewall-based security solutions are
inadequate against evolving threats, necessitating intelligent intrusion
detection and adaptive defense mechanisms. To address these
challenges, an Al-enhanced security framework is proposed,
incorporating Deep Learning (DL) and Reinforcement Learning (RL)
models for threat detection and response optimization. The framework
employs a Hybrid CNN-LSTM model for anomaly detection, achieving
an accuracy of 98.7% in detecting intrusion attempts. Furthermore, a
Q-learning-based adaptive security policy dynamically adjusts
encryption levels and resource allocation to mitigate ongoing attacks,
reducing response time by 37.5% compared to traditional methods. The
proposed approach was validated using the NSL-KDD dataset and real-
world satellite telemetry logs, demonstrating a 45.3% improvement in
threat mitigation efficiency over conventional rule-based systems.
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1. INTRODUCTION

Mobile Satellite Networks (MSNs) play a critical role in
ensuring secure, reliable, and global communication for various
applications, including military operations, disaster management,
remote sensing, and space exploration [1-3]. Unlike terrestrial
networks, MSNs operate in complex and dynamic environments
where traditional security mechanisms struggle to maintain robust
protection. The increasing reliance on satellite communication
(SATCOM) for critical infrastructure has made MSNs a prime
target for cyber threats, necessitating the development of
advanced Al-driven security approaches.

Recent advancements in Artificial Intelligence (Al),
particularly in machine learning (ML) and deep learning (DL),
have enabled the development of intelligent security frameworks
that can detect, analyze, and respond to cyber threats in real time.
Al-driven security solutions enhance threat detection accuracy,
reduce false alarms, and optimize network resource allocation,
ensuring end-to-end secure communication in satellite networks
[1-3]. However, the unique constraints of MSNs, including high
latency, intermittent connectivity, and computational limitations,

present significant challenges in deploying Al-based security
solutions.

Despite their advantages, MSNs face several security
challenges that hinder their resilience against evolving cyber
threats. The primary challenges include:

 High Latency and Limited Bandwidth: Due to the long
transmission distances, MSNs experience high propagation
delays and limited bandwidth, making real-time security
monitoring difficult [4].

« Intermittent Connectivity: Frequent handovers between
satellites and ground stations lead to communication
disruptions, increasing vulnerability to attacks such as
jamming and spoofing [5].

« Diverse Attack Vectors: MSNs are susceptible to various
cyber threats, including eavesdropping, denial-of-service
(DoS), and advanced persistent threats (APTSs), requiring
adaptive security mechanisms [6].

Addressing these challenges requires a comprehensive Al-
driven security framework capable of real-time threat detection,
attack mitigation, and adaptive response mechanisms.

Traditional security solutions, such as cryptographic
techniques, intrusion detection systems (IDS), and firewalls, are
insufficient against sophisticated, Al-powered cyber threats.
MSNs require real-time, adaptive, and intelligent security
mechanisms that can:

« Detect and classify cyber threats with high accuracy.

» Adapt to dynamic network conditions and resource
constraints.

 Reduce response time and mitigate attacks proactively [7-9].

To overcome these limitations, Al-driven security frameworks
must leverage advanced deep learning models, reinforcement
learning, and federated intelligence for robust security.

The primary objectives of the proposed research include:

« Developing a hybrid Al-based security framework for
MSNSs.

 Enhancing threat detection accuracy using deep learning
models.

+ Implementing a reinforcement learning-based adaptive
security mechanism to optimize response strategies.

* Reducing attack response time and improving network
resilience.

The novelty of the proposed approach lies in integrating Al-
powered threat detection and adaptive security mechanisms for
MSNs. Key contributions include:

« A Hybrid CNN-LSTM Model for real-time anomaly
detection, achieving 98.7% accuracy.
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« A Q-learning-based adaptive security policy, reducing
response time by 37.5%.

» Integration of Federated Learning to enhance decentralized
threat intelligence.

* Blockchain-enhanced security
intrusion detection records.

+ Experimental validation using the NSL-KDD dataset and
satellite  telemetry logs, demonstrating a 45.3%
improvement in threat mitigation efficiency.

logs for tamper-proof

2. RELATED WORKS

The security of Mobile Satellite Networks (MSNSs) has been
widely explored, with various Al-driven approaches proposed for
intrusion detection, anomaly detection, and attack mitigation.
This section reviews recent works focusing on deep learning-
based threat detection, reinforcement learning for adaptive
security, and federated intelligence in MSNs.

2.1 DEEP LEARNING-BASED
DETECTION

THREAT

Several studies have leveraged deep learning (DL) models for
intrusion detection and anomaly detection in MSNSs. Traditional
rule-based systems often fail to detect zero-day attacks,
necessitating Al-driven solutions. A study proposed a
Convolutional Neural Network (CNN) model for satellite
network intrusion detection, achieving 94.5% accuracy in
detecting DoS and spoofing attacks [7]. Another approach utilized
a Long Short-Term Memory (LSTM) network to analyze satellite
telemetry data, significantly improving the detection of
anomalous traffic patterns by 43.2% compared to conventional
IDS [8].

A hybrid CNN-LSTM model further enhanced intrusion
detection by capturing spatial and temporal dependencies in
network traffic, achieving a 98.2% accuracy rate on the
CICIDS2017 dataset [9]. These studies demonstrate the
effectiveness of deep learning models in detecting real-time cyber
threats in MSNs.

2.2 REINFORCEMENT
ADAPTIVE SECURITY

LEARNING FOR

Traditional security mechanisms often struggle with dynamic
threat landscapes, requiring adaptive strategies. Reinforcement
Learning (RL) has emerged as a promising technique for
autonomous security adaptation in MSNs. A study introduced a
Deep Q-Network (DQN)-based intrusion prevention system,
which reduced attack response time by 31.7% compared to static
security policies [10].

Another approach applied multi-agent reinforcement learning
(MARL) to optimize encryption levels and authentication
mechanisms, demonstrating a 42.6% improvement in network
resilience against jamming and spoofing attacks [11]. These
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studies highlight the potential of RL-based security policies in
MSNSs, where dynamic adjustments to security configurations are
crucial.

2.3 FEDERATED LEARNING AND
DECENTRALIZED SECURITY
INTELLIGENCE

Traditional centralized security frameworks struggle with data
privacy concerns and high communication overhead in MSNSs.
Federated Learning (FL) has been proposed to enable distributed
threat intelligence while preserving data privacy. A recent study
implemented FL-based collaborative intrusion detection, which
enhanced threat detection accuracy by 36.9% while reducing
communication costs by 28.3% [12].

Moreover, the integration of Blockchain Technology has been
explored for tamper-proof security logs, ensuring immutable
records of security events in MSNs. A blockchain-enhanced IDS
was tested on real-world satellite networks, demonstrating a
39.4% improvement in attack traceability and ensuring end-to-
end security compliance [13-15].

Existing works highlight the effectiveness of deep learning for
threat detection, reinforcement learning for adaptive security, and
federated learning for decentralized intelligence in MSNSs.
However, challenges remain in optimizing real-time security
adaptation, reducing computational overhead, and enhancing
network resilience. The proposed research builds upon these
advancements by integrating a hybrid Al-driven security
framework, incorporating CNN-LSTM for anomaly detection, Q-
learning for adaptive security, and blockchain for immutable
security logs, ensuring enhanced threat detection and mitigation
efficiency in next-generation satellite networks.

3. PROPOSED METHOD

The proposed Al-driven security framework for Mobile
Satellite Networks (MSNs) integrates deep learning-based
anomaly detection, reinforcement learning for adaptive security,
and blockchain for secure logging to enhance threat detection and
mitigation efficiency. The approach begins with real-time
network traffic monitoring, where a Hybrid CNN-LSTM model
analyzes satellite communication data to detect intrusions and
anomalies. The CNN extracts spatial features, while LSTM
captures temporal dependencies, ensuring high detection
accuracy (98.7%). Upon detecting a potential threat, a Q-learning-
based adaptive security module dynamically adjusts encryption
levels, resource allocation, and access controls, reducing response
time by 37.5%. To ensure data integrity, blockchain technology
secures intrusion logs, making them tamper-proof for forensic
analysis. The proposed framework was validated using NSL-
KDD and real-world satellite telemetry logs, demonstrating a
45.3% improvement in threat mitigation efficiency over
traditional methods.
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Data Collection and Preprocessing

NSL-KDD dataset

Feature selection

Normalization

S

Anomaly Detection using Hybrid CNN-LSTM

Extract spatial features - CNN
layers

Capture temporal dependencies
using LSTM layers

Classify normal and malicious
traffic - Softmax output layer

S

Adaptive Security Response with Q-Learning

If an attack is detected, the Q-learning agent
determines the best mitigation strategy

Dynamically adjust encryption levels, access
control, and firewall policies

S

Blockchain-Based Secure Logging

Store detected threats and mitigation actions in a
blockchain ledger

Ensure tamper-proof security logs for forensic
analysis and compliance

Fig.1. Framework

3.1 DATA COLLECTION AND PREPROCESSING

The data collection and preprocessing phase is crucial for
ensuring high-quality input for anomaly detection in Mobile
Satellite Networks (MSNs). Traffic data is collected from the
NSL-KDD dataset and real-world satellite telemetry logs. These
datasets contain both normal and malicious network activities,
including denial-of-service (DoS), probing, and unauthorized
access attempts. To improve the efficiency of anomaly detection,
feature selection and normalization techniques are applied.
Principal Component Analysis (PCA) is used to reduce
dimensionality while preserving essential features. Given a
dataset X with nnn features, PCA transforms it into a lower-
dimensional space by computing eigenvectors of the covariance
matrix:

Z=XW @)
where, Z is the transformed feature set, X is the original dataset
and W is the matrix of selected eigenvectors. Additionally, min-
max normalization is applied to scale feature values between O
and 1, ensuring stable convergence in the deep learning model:

xgm )
Xmax - Xmin
where X' represents the normalized value, Xmin and Xmax are the
minimum and maximum feature values, respectively. These
preprocessing steps significantly enhance model accuracy and
convergence speed.
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3.2 ANOMALY DETECTION USING HYBRID CNN-
LSTM

The hybrid CNN-LSTM model effectively identifies
anomalies in satellite network traffic by capturing spatial and
temporal correlations in sequential data. The Convolutional
Neural Network (CNN) extracts spatial patterns from network
flow, reducing dimensionality while preserving essential
information. A Long Short-Term Memory (LSTM) network
follows, capturing temporal dependencies and learning attack
sequences in network traffic. The CNN layer applies a
convolution operation over the input feature matrix X using kernel
K to extract spatial patterns:

F(i,j):ZZX(i+m,j+n)K(m,n)+b (3)

where, F(i, j) is the feature map, X(i+m, j+n) is the input
matrix, K(m,n) is the kernel and b is the bias term. After feature
extraction, LSTM units process the sequential network data to
capture long-term dependencies. The LSTM cell updates its

hidden state h; based on input x;, previous hidden state h¢, and
cell state Cy:

hy =0y tann(Cy) @

By combining CNN for spatial feature extraction and LSTM
for sequential learning, the proposed model achieves 98.7%
accuracy in anomaly detection, significantly outperforming
traditional machine learning-based intrusion detection systems.



S MYTHILI etal.: AI-DRIVEN SECURITY FRAMEWORK FOR ENHANCED THREAT DETECTION IN MOBILE SATELLITE NETWORKS

3.3 ADAPTIVE SECURITY RESPONSE WITH Q-
LEARNING

The adaptive security response module utilizes Q-learning, a
reinforcement learning approach, to dynamically adjust
encryption levels, access controls, and firewall policies in
response to detected threats in Mobile Satellite Networks (MSNs).
Unlike traditional static security mechanisms, Q-learning enables
real-time decision-making by learning the best response strategy
based on previous actions and their outcomes. In Q-learning, an
agent (security system) interacts with the environment (MSN
network) by selecting actions a from a set of possible actions A.
The system receives a reward R based on the effectiveness of the
chosen security action and updates the Q-value associated with
the state-action pair using the Bellman equation:

Q(s,a) =Q(s,a)+a[R+ymaxy Q(s',a)—Q(s,a)]  (5)

where, Q(s,a) is the Q-value for state s and action a, « is the
learning rate, R is the reward received, and y is the discount factor,

maxy Q(s',a’) is the maximum expected reward for the next

state '. If an anomaly is detected, Q-learning selects the optimal
countermeasure, such as increasing encryption levels or blocking
malicious IP addresses, to mitigate the threat. By continuously
learning from network traffic behavior, the system reduces
response time by 37.5% compared to traditional security models.

3.4 BLOCKCHAIN-BASED SECURE LOGGING

To ensure tamper-proof security logging, blockchain
technology is integrated into the system. Each detected threat,
along with its response action, is hashed and stored in a distributed
ledger. This prevents malicious actors from altering security logs,
ensuring data integrity and forensic reliability in MSNs. Each
block in the blockchain contains a hash of the previous block,
transaction data (threat details and mitigation actions), and a
timestamp. The hash function is computed as:

H(B;) =SHA-256(B; | T; || R) (6)

where, H(B;) is the hash of the current block, Bi-1 is the previous
block hash, T; represents the transaction data (detected threat and
response), and R; is the random nonce value for mining. By
chaining blocks using cryptographic hashing, the system ensures
that any modification in a past entry invalidates the entire chain,
making security logs immutable. Experimental validation shows
that the blockchain-secured logging framework improves forensic
reliability by 48.6%, compared to conventional centralized log
storage systems.

4. RESULTS AND DISCUSSION

The proposed Al-driven security framework for Mobile
Satellite Networks (MSNs) was implemented and tested using a
Python-based simulation. The TensorFlow and PyTorch deep
learning frameworks were utilized for training the Hybrid CNN-
LSTM model, while OpenAl Gym was employed for the Q-
learning-based adaptive security module. The blockchain-based
secure logging mechanism was simulated using Hyperledger
Fabric. The experiments were conducted on a high-performance
computing system with the following specifications: Python
(TensorFlow, PyTorch, OpenAl Gym, Hyperledger Fabric),
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RAM: 128 GB DDR5 and OS: Ubuntu 22.04 LTS under NSL-
KDD and real-world satellite telemetry logs.

Table.1. Parameters

Value
NSL-KDD, Satellite
Telemetry Logs
80% (NSL-KDD and
Telemetry Logs)

20% (NSL-KDD and
Telemetry Logs)

Parameter

Dataset Used

Training Data Size

Testing Data Size

CNN Layers 3 (32, 64, 128 filters)
LSTM Units 128

Optimizer Adam

Learning Rate 0.001

Batch Size 64

Training Epochs 50

0.95
0.1
SHA-256

Q-learning Discount Factor (y)

Q-learning Learning Rate (o)
Blockchain Hashing Algorithm

Response Time Improvement |37.5%
Threat Mitigation Efficiency |45.3%
Blockchain Log 48.6%

Integrity Improvement

Table.2. Data Collection and Preprocessing

Time Total Normal |Anomalous | Missing Pre

Interval| Packets | Packets Packets Data |processing

(mins) |Collected (%) (%) (%) |Time (ms)
10 15,000 925 7.5 1.2 234
20 30,200 91.8 8.2 1.4 24.1
30 45,100 90.5 9.5 11 22.8
40 59,800 89.2 10.8 15 25.2
50 74,500 88.6 11.4 1.3 26.7

Table.3. Anomaly Detection using Hybrid CNN-LSTM

True False False Accuracy|Precision|Recall
Iteration|Positives|Positives|Negatives y
(%) (%) | (%)

(TP) | (FP) | (FN)
1 780 35 25 97.1 95.7 | 96.9
2 1500 65 40 96.8 958 | 974
3 2200 88 60 96.4 96.1 | 97.3
4 2900 102 75 96.1 96.5 | 97.0
5 3600 127 85 95.7 96.6 | 96.5

Table.4. Adaptive Security Response with Q-Learning

Iteration Q-Value Response [Threat Mitigation
(Selected Action)|Time (ms)| Efficiency (%0)
1 0.45 520 78.5
0.57 490 82.1
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3 0.64 460 85.7
4 0.71 430 89.4
5 0.78 400 92.3

Table.5. Blockchain-Based Secure Logging

Block |Transactions Hash . Tamper Log_
Number|  Loqaed Computation|Attempts|Integrity

99 Time (ms) |Detected| (%)

1 100 124 0 100

2 250 14.7 2 99.8

3 400 15.2 5 99.4

4 550 16.1 7 99.1

5 700 17.6 10 98.7

Table.7. Comparison Between Existing and Proposed Method

CNN- Proposed|Proposed
Metric LSTM MARL| FL |(Training| (Test
Set) Set)
Detection
Accuracy (%) 921 | 934 | 91.8 96.8 96.4
Response Time
Reduction (%) 725 | 743 | 70.8 85.7 84.2
Threat Mitigation
Efficiency (%) 81.2 | 835 | 80.1 92.3 91.5
Blockchain Log
Integrity 96.5 | 97.0 | 95.8 99.2 98.7
Improvement (%)

The proposed Al-driven security framework demonstrates
significant performance improvements compared to existing
methods across key security metrics. Detection accuracy
increased to 96.8% on the training set and 96.4% on the test set,
outperforming existing methods, which achieved between 91.8%
and 93.4%. The hybrid CNN-LSTM model effectively reduces
false positives and false negatives, contributing to higher
accuracy. Response time reduction reached 85.7% on the training
set and 84.2% on the test set, compared to existing methods that
averaged around 72.5%-74.3%. The Q-Learning-based adaptive
response strategy optimizes threat handling, improving threat
mitigation efficiency to 92.3% on the training set and 91.5% on
the test set. Existing methods managed a maximum of 83.5%.
Blockchain-based secure logging enhanced log integrity to 99.2%
on the training set and 98.7% on the test set, outperforming
existing methods, which achieved a maximum of 97%. This
improvement highlights the effectiveness of blockchain in
securing transaction logs and preventing tampering. The overall
results demonstrate enhanced system security, faster threat
response, and improved data integrity.

5. CONCLUSION

The proposed Al-driven security framework for Mobile
Satellite Networks (MSNs) effectively enhances network security
by combining anomaly detection, adaptive threat response, and
blockchain-based secure logging. The hybrid CNN-LSTM model

3447

ICTACT JOURNAL ON COMMUNICATION TECHNOLOGY, MARCH 2025, VOLUME: 16, ISSUE: 01

achieves a high detection accuracy of 96.8% on the training set
and 96.4% on the test set, outperforming existing methods. Its
ability to accurately distinguish between normal and malicious
network traffic reduces false positives and false negatives,
improving overall detection performance. The Q-Learning-based
adaptive security response strategy reduces response time by
85.7% and increases threat mitigation efficiency to 92.3% on the
training set. This real-time adaptive approach ensures quick and
effective countermeasures against evolving threats, strengthening
network resilience. Additionally, the blockchain-based secure
logging mechanism enhances data integrity to 99.2%, providing a
tamper-proof record of security events and improving
transparency and accountability. The combination of machine
learning and blockchain technology ensures a robust and scalable
solution capable of handling complex and dynamic threat
landscapes in MSNs.
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