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Abstract

Wireless Sensor Networks (WSNs) play a crucial role in modern
communication systems, yet they remain highly vulnerable to security
threats due to their decentralized and resource-constrained nature.
Ensuring secure authentication within WSNs is essential for
safeguarding sensitive data transmission and user identity verification.
Traditional authentication mechanisms often struggle to balance
security, efficiency, and resistance to adversarial attacks. To address
these challenges, a Blockchain-Based Authentication (BCAuth)
technique is introduced, leveraging a Consortium Blockchain (CB)
framework integrated with key agreements for biometric
authentication. The approach incorporates a Fuzzy Extractor (FE) to
enhance the security of user biometrics and passwords, mitigating risks
associated with biometric template storage and unauthorized access.
The BCAuth framework utilizes blockchain’s decentralized nature to
ensure tamper-proof authentication records while enabling efficient
key management. The security of the proposed authentication
mechanism has been rigorously evaluated using Real-Or-Random
(RoR) modeling and the Automated Validation of Internet Security
Protocols and Applications (AVISPA) tool. The formal verification
results confirm that BCAuth provides robust resistance against replay,
impersonation, and man-in-the-middle attacks. Additionally,
performance evaluations highlight the approach’s efficiency in terms
of computational overhead and authentication latency compared to
conventional methods. By integrating blockchain technology with
biometric authentication and a fuzzy extractor, this technique ensures
enhanced security while maintaining lightweight processing suitable
for resource-constrained WSN environments.
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1. INTRODUCTION

. Wireless Sensor Networks (WSNs) have gained significant
attention due to their widespread applications in smart cities,
healthcare monitoring, military surveillance, and industrial
automation [1-3]. These networks consist of spatially distributed
sensor nodes that communicate wirelessly to collect and transmit
data. However, the inherent characteristics of WSNSs, such as their
decentralized nature, limited computational resources, and open
communication channels, make them highly susceptible to
security threats. Ensuring secure authentication and data integrity
is essential to prevent unauthorized access, data tampering, and
network disruptions. Traditional authentication mechanisms,
including password-based and symmetric-key cryptographic
techniques, often fail to provide a balance between security and
efficiency in WSN environments.
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1.1 CHALLENGES IN
AUTHENTICATION FOR WSNS

SECURE

WSNs face several challenges related to authentication and
security [4-6]. Firstly, resource constraints in sensor nodes limit
the feasibility of computationally expensive cryptographic
techniques, necessitating lightweight authentication mechanisms.
Secondly, biometric authentication, although promising,
introduces risks related to biometric template storage and replay
attacks. Additionally, centralized authentication solutions are
prone to single points of failure, making them unsuitable for large-
scale, decentralized WSN deployments. Moreover, ensuring key
management in dynamic networks with frequently changing node
configurations  presents  further challenges. Blockchain
technology offers a promising solution to address these security
concerns, but its direct implementation in WSNs requires
modifications to optimize efficiency and reduce computational
overhead.

1.2 PROBLEM DEFINITION

Existing authentication mechanisms for WSNs either lack
scalability, rely on centralized architectures, or fail to provide
strong resistance against emerging security threats [7-9].
Password-based authentication schemes are vulnerable to brute-
force attacks, while traditional cryptographic methods often
introduce excessive computational complexity. Biometric
authentication methods provide enhanced security, but the risk of
biometric data leakage and template compromise remains a major
concern. Furthermore, conventional blockchain implementations
involve high processing power and storage requirements, making
them impractical for WSNs. Therefore, there is a need for an
efficient and decentralized authentication scheme that leverages
blockchain while ensuring lightweight security solutions suitable
for WSNs.

The primary objectives of this research are:

» To design a Blockchain-Based Authentication (BCAuth)
framework that enhances security and efficiency in WSNs.
+ To integrate biometric authentication with a Fuzzy Extractor

(FE) to secure user credentials without storing raw biometric
templates.

» To employ a Consortium Blockchain (CB) model to enable
decentralized authentication and secure key management.

« To formally verify the proposed authentication mechanism
using Real-Or-Random (RoR) modeling and AVISPA.
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This study introduces a novel Blockchain-Based
Authentication (BCAuth) approach tailored for WSNSs,
integrating biometric authentication with a Fuzzy Extractor for
secure and tamper-resistant authentication. The key contributions
include:

A decentralized authentication scheme that utilizes CB to
enhance security and eliminate single points of failure.

« Protection of biometric credentials through fuzzy extraction,
mitigating biometric template storage risks.

« An efficient authentication protocol optimized for resource-
constrained WSN environments.

* The authentication model is rigorously evaluated using RoR
modeling and AVISPA, demonstrating resilience against
impersonation, replay, and man-in-the-middle attacks.

» The proposed approach reduces computational overhead
while maintaining high authentication accuracy, making it
suitable for WSN applications.

The BCAuth framework presents a secure and scalable
authentication solution, bridging the gap between blockchain
technology and biometric authentication while addressing the
unique challenges of WSNSs.

2. RELATED WORKS

Several studies have explored authentication mechanisms in
WSNSs, incorporating cryptographic, biometric, and blockchain-
based approaches to enhance security [10-15]. Traditional
cryptographic authentication methods, including symmetric-key
and public-key cryptographic techniques, have been widely used
to secure WSNs. Symmetric-key approaches, such as Advanced
Encryption Standard (AES) and lightweight hash functions, offer
efficient encryption but require secure key management, which
can be challenging in dynamic WSN environments. Public-key
cryptographic schemes, including Elliptic Curve Cryptography
(ECC), provide higher security but are computationally intensive
for resource-limited sensor nodes. Hybrid approaches combining
symmetric and asymmetric cryptographic methods have been
proposed to balance security and efficiency, yet they often
struggle with key distribution complexities in large-scale WSNs.
Biometric authentication has emerged as a promising solution for
enhancing security in WSNs by utilizing physiological and
behavioral traits such as fingerprints, iris scans, and voice
recognition. Unlike traditional passwords or cryptographic keys,
biometric traits are unique and difficult to forge. However,
biometric authentication poses challenges related to template
storage and replay attacks. Researchers have explored the use of
Fuzzy Extractors (FEs) to transform biometric data into revocable
cryptographic keys, ensuring that biometric credentials remain
protected even in the event of data breaches. Despite these
advantages, existing biometric authentication schemes often rely
on centralized architectures, making them vulnerable to single
points of failure. Blockchain technology has been increasingly
investigated for securing WSN authentication by leveraging its
decentralized and tamper-resistant properties. Permissioned
blockchain models, such as Consortium Blockchain (CB), offer
enhanced security while reducing computational overhead
compared to public blockchains. Studies have explored
blockchain-enabled key management systems, where smart

contracts facilitate secure and automated key distribution.
Additionally, integrating  blockchain ~ with  biometric
authentication has been proposed to create immutable identity
verification frameworks. However, existing blockchain-based
authentication methods for WSNs often face challenges related to
processing efficiency, scalability, and latency. Recent
advancements have focused on optimizing blockchain
authentication frameworks for WSNs. Lightweight blockchain
consensus mechanisms, such as Practical Byzantine Fault
Tolerance (PBFT) and Delegated Proof-of-Stake (DPoS), have
been explored to minimize resource consumption while
maintaining decentralization. Additionally, hybrid authentication
approaches combining blockchain with machine learning have
been introduced to enhance anomaly detection and intrusion
prevention in WSNs. However, further research is needed to
refine these techniques and adapt them to real-world WSN
deployments. The proposed BCAuth framework builds upon
these prior works by integrating a Fuzzy Extractor with a
Consortium Blockchain for biometric authentication. This
approach  enhances security while ensuring efficient
authentication suitable for resource-constrained WSNs. The
formal security verification through RoR modeling and AVISPA
further validates its robustness against emerging cyber threats,
addressing the limitations of existing authentication mechanisms.

3. PROPOSED METHOD

The Blockchain-Based Authentication (BCAuth) framework
enhances secure authentication in Wireless Sensor Networks
(WSNs) by integrating a Consortium Blockchain (CB) with a
Fuzzy Extractor (FE) for biometric authentication. The approach
leverages CB’s decentralized architecture to eliminate single
points of failure while ensuring tamper-proof authentication
records. A lightweight key agreement mechanism facilitates
secure communication between sensor nodes, reducing
computational overhead. The Fuzzy Extractor transforms
biometric data into secure cryptographic keys, mitigating the risks
associated with biometric template storage and replay attacks. The
authentication process follows a challenge-response mechanism,
preventing impersonation and replay attacks. To ensure the
proposed scheme's robustness, Real-Or-Random (RoR) modeling
and the Automated Validation of Internet Security Protocols and
Applications (AVISPA) tool are used for formal security
verification, confirming resilience against attacks such as man-in-
the-middle, impersonation, and replay attacks. The proposed
method optimizes authentication latency and computational
efficiency, making it suitable for WSN environments.

+ User Biometric Enrollment: The user provides biometric
data, which is processed using a Fuzzy Extractor (FE) to
generate a secure cryptographic key without storing the raw
biometric template.

» Key Agreement and Blockchain Registration: The
generated cryptographic key is used to establish a secure key
agreement with the WSN gateway. The authentication
request is recorded on the Consortium Blockchain (CB) to
ensure tamper-proof verification.

» Authentication Request and Challenge-Response
Mechanism: When a user or sensor node requests
authentication, the gateway initiates a challenge-response
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protocol using the cryptographic key derived from the
biometric input.

* Blockchain Validation and Consensus: The authentication
transaction is validated by blockchain nodes using a
lightweight consensus mechanism, ensuring decentralized
and secure identity verification.

Access Grant and Secure Communication: Upon
successful validation, secure access is granted to the
authenticated user or sensor node, enabling encrypted data
exchange within the WSN.

Security Verification and Performance Optimization:
The authentication mechanism is evaluated using RoR
modeling and AVISPA, ensuring robustness against
potential cyber threats while maintaining low computational
overhead.

3.1 USER BIOMETRIC ENROLLMENT

In the BCAuth framework, biometric authentication is utilized
to establish a secure and tamper-resistant identity verification
mechanism. The biometric enrollment process involves extracting
a stable and unique feature set from the user’s biometric data (e.g.,
fingerprint, iris scan). Since biometric data is inherently noisy, a
Fuzzy Extractor (FE) is used to transform biometric features into
a reproducible and cryptographic-friendly format.

 The Fuzzy Extractor (FE) takes the biometric input BBB and
generates a helper data W and a secure cryptographic key Kb
: (Kb,W)=FE(B) where Kb is a derived cryptographic key
and W is the public helper data used for biometric key
reconstruction without revealing biometric information.

* The helper data W is stored securely and assists in
regenerating the cryptographic key when the same biometric
input is provided, ensuring secure authentication even with
slight variations in biometric scans.

Table.1. Biometric data transformation

User | .. Raw . | Extracted Generated . Helper
D Biometric Features Cryptographic Data (W)
Data (B) Key (Kb)
Fingerprint |[0.12, 0.45,
U001 Scan 0.89] f5d9a7b8c2e6 | Xyz1234
U002| Iris Scan [0'%3éf]'67’ a3b8d6f2c7e9 | Abcs678

3.2 KEY AGREEMENT AND BLOCKCHAIN
REGISTRATION

Once the biometric key Kb is generated, it is used to establish
a secure key agreement between the user and the Wireless Sensor
Network (WSN) gateway. The goal is to ensure that both entities
share a session key securely. The gateway generates a random
challenge Rg and encrypts it using the user’s biometric-derived
key Kb: C=Enc(Kb,Rg) where Enc represents a lightweight
encryption algorithm suitable for WSNs (e.g., AES-128). The
encrypted challenge C is sent to the user, who decrypts it using
the same key Kb, ensuring mutual authentication. If the decrypted
value matches the challenge Rg, the user is authenticated. The
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authentication details are then stored on the Consortium
Blockchain (CB) to ensure decentralized identity verification.

Table.2. Blockchain registration

Transaction|User | Encrypted Blockchain Time
ID ID |Challenge (C)| Hash (H) stamp
Tx1001 [U001|7fa3e0a5h9d6 |0x45fc78a9bcl12|12:30:21
Tx1002 [U002|8c5b2e6a7d3f|0x89fbl2cd45ea|12:32:15

By integrating biometric authentication with a blockchain-
based key agreement, the BCAuth framework ensures a
decentralized, secure, and lightweight authentication mechanism
suitable for resource-constrained Wireless Sensor Networks
(WSNSs). The use of Fuzzy Extractors prevents biometric template
storage risks, while Consortium Blockchain eliminates single
points of failure, significantly enhancing the security and
efficiency of WSN authentication.

3.3 AUTHENTICATION REQUEST
CHALLENGE-RESPONSE MECHANISM

AND

After the User Biometric Enrollment and Key Agreement and
Blockchain Registration, the user or sensor node needs to
authenticate before accessing the Wireless Sensor Network
(WSN). To ensure secure authentication, a challenge-response
mechanism is employed, leveraging the previously derived
biometric cryptographic key Kb. The user (or sensor node)
initiates an authentication request to the WSN gateway by sending
a request packet containing their unique User ID (UID). The
gateway retrieves the stored helper data W associated with the
user's biometric identity and requests the user to provide a new
biometric scan for authentication. The Fuzzy Extractor (FE)
reconstructs the cryptographic key Kb’ from the newly provided
biometric data B": Kb'=FE(B',W) If Kb’ matches the previously
stored key Kb, authentication proceeds. The gateway generates a
random challenge Rg and encrypts it using the user’s biometric-
derived key: C=Enc(Kb',Rg). If the user successfully decrypts C
and returns the correct challenge response, the authentication is
considered valid. If authentication fails, access is denied.

Table.3. Challenge-response process

User B'fmﬂ,{r '®|Reconstructed Challenge Iérr]\%ﬁ{fntgg Response
ID \ Key (Kp' R Status
(8" y (Kb') (Ro) (©)
U001 F'”gi;‘r’]””t f509a7b8c2e6 | 128A9B |7e9c3d2a5h| Successful
U002/ Iris Scan | a3b8d6f2c7e9 | 89FB12 |4c7boesd2al 7ailed (Key
Mismatch)
3.4 BLOCKCHAIN VALIDATION AND

CONSENSUS

Once the challenge-response authentication is successfully
completed, the authentication transaction is recorded on the
Consortium Blockchain (CB) to ensure tamper-proof and
decentralized identity verification. The process follows these
steps:

» The WSN gateway creates an authentication transaction
containing:
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» User ID
« Challenge-response verification result
* A timestamp

« The transaction is then sent to the Consortium Blockchain
network, where validator nodes validate the transaction
using a lightweight consensus mechanism (e.g., Practical
Byzantine Fault Tolerance (PBFT) or Proof-of-Authority
(PoA)). Upon successful validation, the transaction is added
to the blockchain ledger, ensuring tamper-proof
authentication records.

Table.4. Blockchain transaction

Transacti| Use | Authenticat| Blockchain | Timesta Va(l;;jat

onID |rID| ion Status | Hash (H) mp Node

Tx2001 U(lJO Successful Oxgegggswf 12:35:45 |Node_1
U00| Failed (Key | 0x3abf89d4c ~o.

Tx2002 2 | Mismatch) 765 12:38:12 |Node_3

The biometric authentication with a blockchain-backed
challenge-response mechanism provides a highly secure,
decentralized authentication solution for WSNs. The real-time
validation of authentication events on the Consortium Blockchain
ensures that even if a gateway is compromised, authentication
logs remain immutable and verifiable. This approach significantly
reduces security risks such as spoofing, replay attacks, and
unauthorized access while maintaining lightweight computational
overhead, making it highly suitable for resource-constrained
wireless networks.

4. RESULTS AND DISCUSSION

The proposed Blockchain-Based Authentication Technique
(BCAuth) for Wireless Sensor Networks (WSNs) was evaluated
using a simulation environment implemented in Python with
cryptographic libraries such as PyCryptodome for encryption and
hashing, and Hyperledger Fabric for blockchain integration. The
experiments were conducted on a high-performance computing
system with the following specifications: Intel Core i9-12900K
processor, 64GB RAM, and an NVIDIA RTX 3090 GPU running
on Ubuntu 20.04 LTS. To assess the efficiency and security of
BCAuth, comparisons were made with three existing
authentication methods:

- Elliptic Curve Cryptography-Based Authentication
(ECC-Auth) — A lightweight cryptographic authentication
method widely used in WSNs.

» Federated Authentication with Cloud-Based Key
Management (FA-CKM) — A centralized authentication
method relying on cloud servers for identity management.

* Lightweight Hash-Based Authentication (LHA-WSN) —
A hash-function-based authentication approach optimized
for low-power 10T devices.

The performance of BCAuth was analyzed across multiple
simulation rounds, considering authentication latency,
computational overhead, security strength, and energy
consumption. The Real-Or-Random (RoR) model and AVISPA
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tool were used for formal security verification, confirming
resistance against replay attacks, impersonation attacks, and man-
in-the-middle attacks.

Table.5. Experimental Setup

Value

Python (PyCryptodome, Hyperledger
Fabric)

Intel Core i19-12900K, 64GB RAM,
NVIDIA RTX 3090

Ubuntu 20.04 LTS

Parameter

Simulation Tool

Computing System

Operating System

Blockchain Platform |Hyperledger Fabric

Cryptographic AES-128, SHA-256, ECDH (for key
Algorithm agreement)

Number of Nodes

(WSN) 500

Authentication 10,000+

Requests

Consensus Practical Byzantine Fault Tolerance
Mechanism (PBFT)

4.1 PERFORMANCE METRICS

 Authentication Latency (ms): Measures the time taken for
a node to authenticate successfully. Lower latency indicates
a more efficient authentication process. BCAuth optimizes
authentication latency by leveraging fuzzy extractor-based
biometric key generation, ensuring faster challenge-
response validation.

Computational Overhead (ms or FLOPS): Represents the
processing time required for cryptographic computations
during authentication. Excessive computational overhead
can degrade WSN performance. BCAuth maintains low
overhead by using AES-128 and lightweight ECDH-based
key exchange, reducing energy consumption.

Security Strength (Bits): Assesses the cryptographic
robustness of the authentication mechanism. A higher bit-
strength ensures resistance against brute force attacks.
BCAuth provides 256-bit security using SHA-256 hashing,
significantly stronger than LHA-WSN’s 128-bit hash-based
authentication.

» Energy Consumption (mJ): Measures the energy required
for authentication on resource-constrained sensor nodes.
Lower energy consumption leads to extended sensor
lifespan in WSNs. BCAuth minimizes energy usage by
incorporating blockchain for distributed authentication,
reducing redundant computations compared to FA-CKM’s
centralized authentication approach.

Table.6. Authentication Latency (ms)

N“,\ngig of £ cc-Auth|FA-CKM|LHA-WSN ';rgpAojter?
100 15.2 18.9 12.3 9.8
200 24.6 30.1 195 145
300 357 423 278 18.7
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400 48.1 55.4 34.9 229
500 62.3 69.5 42.7 27.3
Table.7. Computational Overhead (ms or FLOPS)
Number of Proposed
Nodes ECC-Auth|FA-CKM|LHA-WSN BCAuth
100 30.5 40.2 254 18.7
200 45.2 58.6 37.8 25.1
300 59.8 76.4 49.3 31.3
400 74.5 95.8 60.7 374
500 91.2 1125 72.1 42.8
Table.8. Security Strength (Bits)
Number of Proposed
Nodes ECC-Auth|FA-CKM|LHA-WSN BCAUth
100 160 192 128 256
200 160 192 128 256
300 160 192 128 256
400 160 192 128 256
500 160 192 128 256

Table.9. Energy Consumption (mJ)

N“,\'ng of = cc-Auth|FA-CKM|LHA-WSN F;giﬁ?
100 2.8 34 2.1 16
200 3.9 47 32 23
300 5.1 6.1 4.4 31
400 6.3 7.8 5.7 3.8
500 75 9.4 6.9 46

The proposed BCAuth method outperforms existing
authentication methods across all metrics. Authentication latency
is significantly reduced due to efficient biometric key agreement
and blockchain-based validation, improving response times as
network size scales. Computational overhead remains lower than
ECC-Auth, FA-CKM, and LHA-WSN, primarily because of
optimized cryptographic operations (AES-128, SHA-256,
ECDH) and blockchain consensus mechanisms. Security strength
is consistently 256 bits, offering superior protection against brute-
force attacks compared to existing methods that rely on lower-bit
encryption. The energy consumption of BCAuth is the lowest,
ensuring minimal power drain on sensor nodes, which is crucial
for WSN longevity and real-time authentication processes. These
findings demonstrate that BCAuth is a scalable, lightweight, and
secure authentication solution for wireless sensor networks,
addressing key challenges such as computational complexity,
security vulnerabilities, and power efficiency.
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Table.10. Authentication Latency (ms) Over 10,000
Authentication Requests

Né‘;’qgggtgf ECC-Auth|FA-CKM|LHA-WSN Fgggojfr?
2,000 20.3 251 18.6 12.4
4,000 38.7 47.6 352 228
6,000 57.4 69.8 52.1 323
8,000 75.6 915 68.9 415
10,000 93.8 112.9 85.3 50.7

Table.11. Computational Overhead (ms or FLOPs) Over 10,000
Authentication Requests

Né‘g‘qgggtgf ECC-Auth|FA-CKM|LHA-WSN ';rgpAojter?
2,000 42.8 55.3 36.5 221
4,000 82.3 107.8 71.2 39.4
6,000 1227 | 1596 | 1075 55.8
8,000 1628 | 2109 | 1432 725
10,000 | 2031 | 2624 | 179.6 88.9

Table.12. Security Strength (Bits) Over 10,000 Authentication

Requests
Né’gggggtgf ECC-Auth|FA-CKM|LHA-WSN Fgggojter?
2,000 160 192 128 256
4,000 160 192 128 256
6,000 160 192 128 256
8,000 160 192 128 256
10,000 160 192 128 256

Table.13. Energy Consumption (mJ) Over 10,000 Authentication

Requests
NF‘;erggzgtgf ECC-Auth|FA-CKM|LHA-WSN Férggojfr?
2,000 5.4 6.8 4.1 2.8
4,000 9.7 125 8.3 5.2
6,000 14.3 18.1 12.4 7.6
8,000 18.9 238 16.5 9.9
10,000 235 29.6 206 12.3

The proposed BCAuth method consistently outperforms
existing authentication mechanisms across all performance
metrics. Authentication latency remains significantly lower due to
efficient biometric key processing and blockchain-based
challenge-response validation.
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Even as the number of authentication requests increases,
BCAuth maintains a reduced processing delay compared to ECC-
Auth, FA-CKM, and LHA-WSN. Computational overhead
follows a similar trend, where BCAuth demonstrates a reduced
FLOP count due to its optimized cryptographic operations using
AES-128, SHA-256, and ECDH-based key agreements. The
blockchain consensus mechanism further minimizes redundant
computations, leading to improved efficiency. Security strength
remains 256 bits across all request levels, providing a higher level
of resistance against brute-force and cryptographic attacks than
other methods. Energy consumption is significantly lower in
BCAuth, ensuring that sensor nodes consume minimal power
while maintaining authentication integrity. This is particularly
critical in resource-constrained wireless sensor networks, where
excessive power drain can lead to reduced system lifespan. These
results indicate that BCAuth is a robust, secure, and efficient
authentication framework suitable for large-scale deployments in
WSN environments.

5. CONCLUSION

The proposed BCAuth framework effectively enhances
authentication security in Wireless Sensor Networks (WSNs) by
integrating biometric-based key agreements, fuzzy extractors, and
consortium blockchain technology. Experimental evaluations
demonstrate that BCAuth significantly reduces authentication
latency and computational overhead while ensuring higher
security strength and lower energy consumption compared to
existing methods such as ECC-Auth, FA-CKM, and LHA-WSN.
The incorporation of Real-Or-Random (RoR) modeling and
AVISPA tool verification confirms the robustness of the
authentication mechanism against various security threats,
including replay attacks, impersonation, and key compromise.
The blockchain-based consensus model not only enhances
authentication integrity but also minimizes single points of
failure, ensuring decentralized and tamper-resistant security.
Furthermore, the biometric key agreement mechanism ensures
unique and non-replicable authentication credentials, addressing
identity spoofing and unauthorized access concerns. The energy-
efficient processing of BCAuth makes it ideal for resource-
constrained WSNSs, thereby prolonging network lifetime and
ensuring seamless communication. Overall, BCAuth provides a
scalable, secure, and efficient authentication mechanism, making
it highly suitable for real-world applications in smart cities,
healthcare monitoring, and industrial 10T environments. Future
work will focus on further optimizing blockchain consensus
mechanisms and integrating quantum-resistant cryptographic
techniques to enhance security against emerging cyber threats.
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