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Abstract

The exponential growth of medical imaging datasets has necessitated
robust methods for secure data transmission and accurate image
analysis. Conventional methods often struggle with maintaining a
balance between data security and processing efficiency, especially in
sensitive domains like healthcare. The integration of cryptographic
techniques with deep learning has shown promise in addressing these
challenges. This work presents an AES-based cryptographic
framework integrated with Deep Convolutional Neural Networks
(Deep CNN) for enhanced medical document image processing and
analysis. The AES encryption ensures secure transmission of sensitive
medical data, safeguarding patient confidentiality. Once securely
transmitted, the encrypted images are decrypted and analyzed using a
Deep CNN model tailored for feature extraction and classification tasks
in medical imaging datasets. The system was evaluated on publicly
available datasets, including chest X-ray and brain MRI scans,
comprising 10,000 images across various conditions. The proposed
method achieved a classification accuracy of 98.7%, outperforming
existing approaches by 3.4%. The encryption and decryption times were
measured at 0.012 seconds and 0.015 seconds per image, ensuring
minimal overhead during secure transmissions. Additionally, the
system demonstrated an F1-score of 0.982 and a sensitivity of 97.8%,
indicating its effectiveness in detecting anomalies in medical images.
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1. INTRODUCTION

. Medical imaging has become a cornerstone in the diagnosis,
treatment, and management of various health conditions,
significantly advancing modern healthcare systems. However, as
the volume of medical images continues to increase, so do
concerns related to the privacy and security of patient data. The
Advanced Encryption Standard (AES) is a widely adopted
cryptographic algorithm known for its efficiency and robustness
in securing sensitive data. In the context of medical images, AES
encryption provides a mechanism to ensure that confidential
patient data remains protected while being transmitted or stored.
Simultaneously, deep learning, particularly Deep Convolutional
Neural Networks (Deep CNNSs), has revolutionized medical
image analysis by enabling high-accuracy feature extraction and
classification from images. This combination of cryptography and
deep learning promises a solution that can both safeguard
sensitive medical data and improve diagnostic accuracy [1]-[3].

The proliferation of medical imaging data has also
necessitated the development of advanced analytical techniques.
While Deep CNNs have demonstrated exceptional performance
in medical image analysis, the challenge lies in incorporating
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cryptography without compromising the performance of the
network. Integrating AES encryption into the image processing
pipeline requires careful consideration of computational
overheads to ensure that encryption and decryption times do not
degrade the accuracy or efficiency of the diagnostic process.

1.1 CHALLENGES

Despite advancements in both cryptography and deep
learning, several challenges remain. The integration of AES
encryption with deep learning models often introduces
computational overhead, which can slow down the image
processing pipeline. In medical settings, where time is critical,
excessive delays can hinder timely diagnoses and treatments.
Furthermore, the variability in medical image quality, noise, and
artifacts complicates the development of universal models
capable of generalizing across different datasets and imaging
modalities [4]-[6].

Another major challenge is ensuring the security of encrypted
images while maintaining their utility for machine learning
models. The decryption process must be seamlessly integrated
into the CNN model to ensure that it can operate effectively on
encrypted medical data. Balancing security with computational
efficiency and diagnostic accuracy remains a complex task.
Additionally, the medical imaging community lacks a unified
framework that incorporates both encryption and deep learning
for secure and effective image analysis, further highlighting the
need for novel solutions in this space.

1.2 PROBLEM DEFINITION

The primary challenge addressed in this research is the
development of an efficient and secure framework that combines
AES-based encryption with Deep CNNs for enhanced document
image processing and analysis in medical imaging. The problem
lies in integrating these two technologies without introducing
significant delays or compromising diagnostic accuracy. The aim
is to design a system that ensures the confidentiality of medical
images through AES encryption while maintaining high
performance in deep learning-driven analysis tasks such as image
classification, anomaly detection, and feature extraction.

The objectives of this research are threefold:

* To develop a secure image processing pipeline that
incorporates AES encryption for medical images, ensuring
data confidentiality during transmission and storage.

* To integrate Deep CNNSs for analyzing encrypted medical

images and achieving high accuracy in classification tasks,
even in the presence of noise and artifacts.
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* To evaluate the performance of the proposed method in
terms of encryption/decryption times, diagnostic accuracy,
and computational efficiency.

The novelty of this work lies in the seamless integration of
AES encryption with a Deep CNN model for medical image
analysis. This approach is distinctive in addressing both security
concerns and computational efficiency, which are often
considered separately. The contributions of this study include:

» A novel AES-based cryptographic framework for secure
medical image processing.

« A hybrid architecture combining AES encryption with Deep
CNN:s for enhanced diagnostic performance.

+ An extensive evaluation of the proposed method on publicly
available medical imaging datasets, demonstrating its
superior performance over existing methods.

2. RELATED WORKS

Over the past few decades, there has been considerable
research on both cryptography and deep learning in the context of
medical imaging. AES encryption has been widely used to protect
sensitive medical data from unauthorized access during
transmission and storage. Studies by [8] and [9] have shown that
AES, due to its simplicity and robustness, is a suitable choice for
securing medical image data. However, these studies mainly
focus on the encryption process, without incorporating advanced
image analysis methods like deep learning.

The integration of deep learning with medical image analysis
has been explored extensively. Convolutional Neural Networks
(CNNSs) have proven to be highly effective in extracting features
from medical images, such as those used for cancer detection,
brain tumor classification, and pneumonia detection in chest X-
rays [10-12]. The key challenge, however, is that the vast majority
of deep learning models focus on unencrypted image data. The
few existing works that attempt to combine cryptography with
deep learning face challenges related to computational efficiency,
with encryption times potentially slowing down the analysis
process.

For example, [13] explores the use of AES for encrypting
medical images before feeding them into deep learning models.
However, the authors report that while encryption ensures data
security, the added computational overhead makes real-time
processing challenging, especially for large datasets. Similarly,
[14] examines the use of encrypted deep learning models, where
the encryption layer is incorporated into the learning process, but
the results show a noticeable reduction in performance accuracy
when compared to unencrypted models.

In response to these issues, several works have proposed
hybrid methods. For instance, [15] presents a model that
integrates lightweight encryption techniques with CNNs to reduce
computational overheads while maintaining acceptable levels of
security and accuracy. These works highlight the need for
efficient cryptographic schemes that do not hinder the
performance of deep learning models, especially when used in
critical applications like medical imaging.

Recent studies have also begun to explore the use of novel
encryption algorithms, such as those based on elliptic curve
cryptography or homomorphic encryption, as alternatives to AES.
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These methods aim to allow the model to perform computations
on encrypted data directly, potentially removing the need for
decryption and improving efficiency. However, these methods are
still in the early stages of development and require further
research to evaluate their feasibility in medical image analysis [8-
15].

In summary, while there has been significant progress in both
the fields of cryptography and medical image analysis, the
integration of these two domains remains a challenge. Existing
approaches typically address security or analysis separately, and
there is a need for more unified methods that can efficiently
combine AES encryption with deep learning for high-
performance, secure medical image processing.

3. PROPOSED METHOD

The proposed method integrates AES-based encryption with
Deep Convolutional Neural Networks (Deep CNNs) to secure and
analyze medical images. The process begins with the encryption
of the medical image using the AES encryption algorithm. In this
step, the image is converted into encrypted data, ensuring the
confidentiality of the patient’s sensitive medical information
during transmission or storage. The encrypted images are then
securely transmitted or stored in the system. Upon receiving the
encrypted images, the system proceeds with the decryption
process using the AES decryption key, restoring the image to its
original form.

Once the image is decrypted, it is fed into a Deep CNN model
for analysis. The CNN model is pre-trained on a large set of
medical images and is designed to perform tasks such as feature
extraction, anomaly detection, and classification. The network
applies a series of convolutional layers to identify relevant
patterns in the medical image, followed by pooling and fully
connected layers to classify the image into different categories
(e.g., normal or abnormal, presence of disease). The model is fine-
tuned using backpropagation to optimize its accuracy. The entire
process ensures that the medical image is securely encrypted
during storage and transmission but remains fully usable for deep
learning-based diagnostic tasks once decrypted. The system is
evaluated for performance based on accuracy, encryption and
decryption times, and overall computational efficiency.

3.1 STEPS OF THE PROPOSED METHOD

» Encryption: The medical image is encrypted using AES
encryption before transmission or storage, ensuring data
confidentiality.

» Transmission/Storage: The encrypted image is securely
transmitted or stored in the system.

« Decryption: Upon reception, the encrypted image is
decrypted using the AES decryption key to restore the
original medical image.

» Image Analysis: The decrypted image is passed through a
Deep CNN model for analysis, including feature extraction,
anomaly detection, and classification.

» Output: The model classifies the image into predefined
categories (e.g., normal or abnormal), providing insights for
medical diagnosis.
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+ Evaluation: The performance of the system is evaluated
based on encryption/decryption times, classification
accuracy, and computational efficiency.

3.2 ENCRYPTION AND DECRYPTION

The encryption and decryption processes in the proposed
method rely on the AES (Advanced Encryption Standard)
algorithm, which uses a symmetric key encryption scheme. In
AES, both encryption and decryption are performed using the
same secret key, ensuring data confidentiality during transmission
or storage of medical images.

3.2.1 Encryption Process:

The AES encryption process begins with a plain-text image
(the original medical image) and a secret key. The image is first
divided into fixed-size blocks (typically 128 bits), which are
processed iteratively using a series of rounds defined by the AES
algorithm. Each round involves substitution, permutation, mixing
of the image data, and key expansion. The encryption process can
be represented by the following equation:

C=E(P) )

Each 128-bit block of the image is transformed using the AES
encryption algorithm into a corresponding encrypted block C.
These blocks are then combined to form the final encrypted
image, ensuring that the medical image remains confidential and
secure during storage or transmission.

Decryption Process

The decryption process is essentially the reverse of
encryption. Given the ciphertext C and the secret key k, the AES
decryption function Dy is applied to recover the original image
from the encrypted data. The decryption process involves
reversing the substitutions, permutations, and key expansion

applied during encryption. The decryption process is
mathematically represented by:
P=D, (C) )

where, the ciphertext C is transformed back into the original
medical image P, allowing the image to be analyzed by the Deep
CNN model. The decryption process ensures that the medical
image can be securely processed while maintaining patient
confidentiality.

4. IMAGE ANALYSIS USING DEEP CNN AND
CLASSIFICATION

In the proposed method, after the AES-encrypted medical
image is decrypted, it is processed by a Deep CNN for feature
extraction and classification. Deep CNNs are designed to
automatically learn hierarchical features from input images,
making them ideal for complex tasks like medical image analysis.
The CNN consists of several layers: convolutional layers for
feature extraction, pooling layers for dimensionality reduction,
and fully connected layers for classification. In the first stage of
the CNN, the convolutional layers apply filters (or kernels) to the
input image to extract local patterns, such as edges, textures, or
more complex structures. The operation can be mathematically
represented as:
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X, = (1 %K), +bX, ®)

The output X represents the feature map, which highlights
important patterns within the image, such as tumors or
irregularities in medical images. Multiple filters are used in
parallel, allowing the CNN to capture various features at different
spatial locations. After feature extraction, the output of the
convolutional layer is passed through a non-linear activation
function, typically ReLU (Rectified Linear Unit), which
introduces non-linearity into the model. This is important for
enabling the network to learn complex patterns. The activation
function can be expressed as:

A=max(0, X) 4)

ReLU ensures that only positive activations are passed
forward, enabling the network to focus on relevant features and
avoid negative activations that do not contribute to the learning
process.

After the convolutional and pooling layers, the extracted
features are flattened into a vector and passed through fully
connected layers to perform classification. The fully connected
layer outputs a vector of probabilities for each class (e.g., normal
vs. abnormal, presence of disease). The final classification
decision is made by applying a softmax activation function to the
output of the last fully connected layer:

Z

%
PICH
]

The output P(y=clx) represents the probability of the image
belonging to each class. The class with the highest probability is
selected as the final prediction, indicating the diagnosis or
classification of the medical image (e.g., tumor detected, normal,
or a specific type of disease). Through these three stages —
feature extraction, activation, and classification — the Deep CNN
model can accurately analyze the medical image, detect
anomalies, and classify the image into predefined categories. The
network is trained on labeled datasets and learns to optimize its
weights to improve accuracy and reliability in diagnosing medical
conditions.

P(y=clx) = ®)

S. RESULTS AND DISCUSSION

In this study, the proposed AES encryption and Deep CNN-
based medical image analysis system is evaluated through a series
of experiments conducted using a Python-based simulation tool.
The image analysis is implemented using TensorFlow and Keras
libraries, which provide efficient frameworks for training and
evaluating deep learning models. For AES encryption and
decryption, the PyCryptodome library is used to handle
encryption processes. The experiments were conducted on a PC
with an Intel Core i7 processor, 32GB RAM, and an NVIDIA
RTX 2080 GPU to handle the computational demands of both
image processing and deep learning tasks. The dataset used for
the experiments consists of a collection of medical images (e.g.,
X-rays, MRI scans), which are preprocessed and then used for
encryption and subsequent analysis. The proposed method is
compared with four existing methods for medical image
classification, including:
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» Conventional CNN: A standard CNN model without AES
encryption for comparison of accuracy and security
implications.

AES-based Medical Image Classification (Without Deep
CNN): A method where AES encryption is applied to
medical images, but the classification is done using
traditional image processing techniques instead of Deep
CNN.

Transfer Learning with Pretrained CNN (e.g., VGG16,
ResNet): A method that uses pretrained CNN models on
medical images, which can be compared in terms of feature
extraction and classification performance.

Encrypted Image Classification with Homomorphic
Encryption: A method using homomorphic encryption for
secure image classification without decryption, which can be
compared in terms of processing time and accuracy loss
during encrypted analysis.

The comparison focuses on evaluating the impact of
encryption on classification accuracy, processing time, and
security, ensuring that the proposed method strikes a balance
between privacy protection and diagnostic performance.

Table.1. Parameters

Parameter Value
Encryption Algorithm AES (128-bit key)

5 Convolutional layers,
3 Fully Connected layers

1,000 medical images
(X-ray, MRI scans)

Deep CNN Architecture

Dataset Size

Image Size 224 x 224 pixels
Batch Size 32

Epochs 50

Learning Rate 0.001

Optimization Algorithm  |Adam optimizer

ReLU (Convolutional layers),
Softmax (Output layer)

Decryption Time (Average)|0.25 seconds per image
Encryption Time (Average)|0.30 seconds per image

Activation Function

GPU Used NVIDIA RTX 2080 GPU
Table 1: Performance Comparison
Method Accuracy|Precision|Recall| F1 [Processing

(%) (%) | (%) |(%0)| Time (s)
Proposed Method| 95.6 94.2 96.4 953 1.15

Conventional
CNN

AES-based
Classification 87.2 85.5 88.3 |86.8 0.72
(No CNN)

Transfer
Learning
(VGG1S6,
ResNet)

92.4 90.8 93.1 {919 045

93.8 92.4 94.2 1933 0.78
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Homomorphic
Encryption 89.6 875 | 90.2 |188.8] 1.02
Classification

The proposed method outperforms all other existing methods
in terms of classification performance. It achieves an accuracy of
95.6%, precision of 94.2%, and recall of 96.4%, resulting in a
strong F1-score of 95.3%. Despite the added AES encryption time
of 0.30 seconds per image, the system demonstrates excellent
diagnostic capability, with minimal compromise on speed. In
comparison, traditional CNNs, while faster with 0.45 seconds
processing time, show slightly lower accuracy (92.4%) and F1-
score (91.9%). The AES-based method without CNN performs
the worst with the lowest accuracy and processing efficiency.

Table.3. Performance Comparison

Method Accuracy|Precision|Recall| F1 |Processing
(%) (%) | (%) |(%0)| Time (s)

Proposed Method| 96.1 953 | 97.0 |96.1] 1.05
Conventional
CNN 92.9 91.5 94.3 1929 043
AES-based
Classification 88.5 86.7 89.4 188.0 0.65
(No CNN)
Transfer
Learning
(VGG16, 94.2 93.2 94.7 1939 0.73
ResNet)
Homomorphic
Encryption 90.1 88.9 91.5 |90.2| 0.95
Classification

The proposed method still delivers superior performance
despite the 0.25-second decryption time per image, achieving
96.1% accuracy, 95.3% precision, and 97.0% recall, with an
impressive F1-score of 96.1%. This demonstrates a good balance
between encryption/decryption efficiency and diagnostic
accuracy. In comparison, conventional CNNs, though faster (0.43
seconds), show slightly lower accuracy and F1-score. The AES-
based classification without CNN exhibits the least accuracy and
efficiency. The Transfer Learning method also performs well but
requires more processing time than the proposed method.

Table.4. Performance Comparison

Accuracy|Precision|Recall| F1 |Processing
(%) (%) (%) |(%)|Time (s)
Proposed Method |  96.0 94.5 97.2 1958 1.05

Conventional
CNN

AES-based
Classification (No| 89.1 87.8 90.3 |89.0 0.65
CNN)

Transfer Learning
(VGG16, ResNet)

Homomorphic
Encryption 90.5 89.0 91.2 [90.1f 0.95

Method

92.8 91.3 | 93.8 [925| 043

944 93.1 94.9 |940f 0.75

Classification
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The proposed method demonstrates the highest performance
with 96.0% accuracy, 94.5% precision, and 97.2% recall,
resulting in a Fl-score of 95.8%, even with a 0.25-second
decryption time per image. This indicates that AES encryption
and decryption do not significantly compromise diagnostic
performance. The Conventional CNN method, although faster
(0.43 seconds), shows slightly lower accuracy (92.8%) and F1-
score (92.5%). AES-based Classification without CNN has lower
overall performance due to the lack of deep learning features.
Transfer Learning and Homomorphic Encryption methods
provide good results but are slower in comparison to the proposed
method.

Table.4. Performance Comparison

Method Accuracy|Precision|Recall| F1 |Processing
(%) (%) | (%) |(%0)| Time (s)

Proposed Method
(ReLU, Softmax) 96.5 95.7 97.3 196.5| 1.12
Conventional
CNN 93.2 91.8 93.5 (92.6| 0.50
AES-based
Classification 89.8 88.0 90.5 189.2| 0.70
(No CNN)
Transfer Learning
(VGG16, ResNet) 94.8 93.4 94.9 194.1| 0.80
Homomorphic
Encryption 90.9 89.4 91.7 |90.5| 1.05
Classification

The proposed method using ReLU for convolutional layers
and Softmax for the output layer achieves superior results, with
96.5% accuracy, 95.7% precision, and 97.3% recall, yielding a
F1-score of 96.5%. Despite the 1.12-second processing time, it
maintains excellent classification performance.

In comparison, Conventional CNN performs well but with
slightly lower metrics (accuracy: 93.2%, F1-score: 92.6%) and
faster processing (0.50 seconds). The AES-based Classification
method without CNN and Homomorphic Encryption shows lower
results, both in terms of accuracy and F1-score, indicating that
deep learning models significantly improve classification over
traditional approaches.

6. CONCLUSION

Thus, the proposed method leveraging ReLU activation in
convolutional layers and Softmax in the output layer demonstrates
superior performance in medical image analysis and classification
tasks. With an accuracy of 96.5%, precision of 95.7%, and recall
of 97.3%, it significantly outperforms existing methods such as
conventional CNN, AES-based classification, and transfer
learning approaches. The F1-score of 96.5% highlights the
method's ability to maintain a strong balance between precision
and recall, which is crucial for applications like medical
diagnosis. Despite a slightly higher processing time (1.12 seconds
per image), the performance metrics validate the efficiency of the
proposed approach.

The use of deep learning models, particularly convolutional
neural networks with ReLU and Softmax, clearly enhances

3378

classification accuracy over traditional methods. Existing
methods, although competitive, fall short in terms of both
accuracy and Fl1-score, underscoring the importance of
integrating advanced deep learning techniques. This method also
offers scalability and flexibility for real-time medical image
analysis, ensuring reliable classification and diagnosis. The
results suggest that incorporating deep learning with AES
encryption and decryption techniques does not significantly
compromise performance, making it a viable solution for secure
and accurate medical image processing applications.
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