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Abstract

In an era where data security remains paramount, modern
cryptographic systems are essential to safeguarding sensitive
information. The Elliptical Advanced Encryption Standard (E-AES) is
a cutting-edge approach that leverages the strengths of traditional AES
and elliptic curve cryptography (ECC). While AES is celebrated for its
robust encryption capabilities, it suffers from increased computational
overhead in resource-constrained environments. Similarly, ECC offers
lightweight encryption with high security but faces challenges with
scalability and data throughput. Combining these methodologies
addresses these limitations, creating a hybrid algorithm that achieves
both efficiency and security. The proposed E-AES employs elliptic
curve-based key exchange for secure, lightweight key distribution,
coupled with AES for high-throughput data encryption. Experimental
evaluations demonstrate a significant reduction in encryption time
(15%) and decryption time (18%), alongside enhanced security with an
average entropy score of 7.96 out of 8, compared to traditional AES
systems. The approach also reduces computational overhead by 20%,
making it suitable for resource-limited applications like 10T and mobile
devices. This hybrid encryption algorithm ensures secure
communication by mitigating potential vulnerabilities associated with
single-algorithm systems. E-AES thus represents a robust, scalable,
and computationally efficient solution for modern secure data
communication systems.
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1. INTRODUCTION

In today’s interconnected digital landscape, secure data
communication has become a critical requirement for
safeguarding sensitive information against unauthorized access.
Cryptographic algorithms are the foundation of secure
communication systems, with Advanced Encryption Standard
(AES) widely adopted due to its computational efficiency and
high security. AES ensures strong encryption through its 128-,
192-, and 256-hit keys, making it suitable for various applications,
including financial transactions, cloud storage, and secure
messaging systems [1-3]. Despite its robustness, AES faces
limitations in resource-constrained environments, such as loT
devices, where computational and energy efficiency are crucial.
Elliptic Curve Cryptography (ECC), known for its lightweight
encryption and smaller key sizes, offers a promising alternative.
By combining the strengths of AES and ECC, a hybrid encryption
scheme can address the evolving security demands of modern data
communication systems.

The increasing sophistication of cyberattacks poses a
significant challenge to traditional cryptographic algorithms.
AES, while secure, is resource-intensive for small-scale devices,
leading to slower performance in 10T and mobile environments
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[4]-[5]. ECC, on the other hand, although computationally
efficient, struggles with high-throughput encryption requirements
in large-scale data systems [6]. Additionally, vulnerabilities in
key exchange mechanisms, such as susceptibility to man-in-the-
middle attacks, underscore the need for more robust and adaptive
solutions [7]. As data security threats grow, developing an
encryption system that balances computational efficiency,
scalability, and robust security becomes imperative.

Existing cryptographic algorithms often fail to simultaneously
meet the demands for high security, computational efficiency, and
scalability in dynamic communication systems. AES is secure but
computationally heavy for resource-constrained devices, while
ECC’s lightweight nature is insufficient for large-scale, high-
throughput applications. A hybrid approach is needed to combine
the strengths of both algorithms, mitigating their individual
limitations [8-9].

Objectives include: To design a hybrid cryptographic system
that integrates AES and ECC for enhanced security and
efficiency. To evaluate the proposed system’s performance in
terms of encryption time, decryption time, computational
overhead, and resistance to attacks.

The Elliptical Advanced Encryption Standard (E-AES)
introduces a hybrid cryptographic framework that leverages ECC
for secure key exchange and AES for efficient data encryption.
This novel approach optimizes ECC’s lightweight properties with
AES’s robust encryption, ensuring reduced computational
overhead while maintaining high security.

2. LITERATURE SURVEY

Cryptographic research has extensively explored AES and
ECC for secure data communication. AES remains the gold
standard for data encryption due to its proven security and
versatility. It has been adopted across various domains, including
financial ~ systems, cloud storage, and government
communications [8]. However, its computational demands have
raised concerns for applications in 10T and mobile devices.
Researchers have proposed lightweight variations of AES, but
these often compromise on encryption strength, leaving
vulnerabilities [9].

ECC, with its smaller key sizes and lightweight nature, is
increasingly utilized for secure communications, especially in 10T
networks [10]. Unlike AES, ECC achieves comparable security
with significantly reduced computational overhead, making it a
popular choice for resource-constrained environments. However,
its limitations include slower encryption speeds in high-
throughput scenarios and susceptibility to certain cryptanalytic
attacks, prompting efforts to enhance its robustness [11].

Hybrid cryptographic systems have emerged as a potential
solution to these challenges. Researchers have combined RSA
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with AES to balance security and efficiency, though RSA’s higher
computational overhead often hinders performance in dynamic
systems [12] [13]. Similarly, ECC-AES hybrids have been
proposed, demonstrating promising results in improving
encryption speed and reducing resource consumption. However,
these solutions often lack optimization for parallel processing,
which is critical for modern high-throughput applications.

The proposed E-AES addresses these gaps by integrating ECC
for lightweight and secure key exchange with an optimized AES
encryption mechanism. Unlike previous works, the E-AES
incorporates parallel processing and integrity checks, enhancing
both speed and security. This ensures applicability across diverse
use cases, from loT to large-scale cloud systems. Comparative
analysis with existing approaches highlights E-AES’s superiority
in terms of reduced computational overhead, enhanced entropy,
and robustness against modern cyber threats.

3. PROPOSED METHOD

The proposed Elliptical Advanced Encryption Standard (E-
AES) integrates elliptic curve cryptography (ECC) for key
exchange with AES for data encryption. The process begins with
ECC’s generation of a lightweight and secure public-private key
pair. These keys facilitate the secure exchange of a symmetric
session key, eliminating vulnerabilities associated with traditional
key distribution mechanisms. Once exchanged, the session key is
used by AES for encrypting the data using its 256-bit encryption
standard, ensuring high throughput and data integrity.

A core innovation lies in optimizing ECC key generation to
minimize computational overhead while maintaining security.
The system applies a pseudo-random number generator for key
derivation, ensuring unpredictability and robustness against
attacks. Parallel processing techniques are implemented during
AES encryption to accelerate computation without compromising
security. After encryption, ciphertext undergoes integrity checks
using hash functions, adding an additional security layer. This
hybrid approach creates a balance, delivering the lightweight
security of ECC and the efficiency of AES for modern secure data
communication.

4. PROPOSED ELLIPTICAL ADVANCED
ENCRYPTION STANDARD (E-AES)

The Elliptical Advanced Encryption Standard (E-AES)
combines the strengths of Elliptic Curve Cryptography (ECC) and
Advanced Encryption Standard (AES) to provide both secure key
exchange and efficient data encryption. The E-AES system can be
divided into three main phases: key generation and exchange,
encryption, and decryption.

In the first step, the Elliptic Curve Cryptography (ECC) is
used for the secure generation and exchange of keys. ECC enables
the creation of a lightweight, secure public-private key pair. The
elliptic curve used for key exchange in this system is typically the
NIST P-256 curve, defined by the equation:

y? =x>+ax+b(mod p)

M

where a, b, and p are constants defining the curve, and p is a large
prime number. Each participant generates their own private key k,
which is kept secret, and a corresponding public key P=k-G,
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where G is the generator point on the curve. The public key P is
shared with other parties, while the private key k is used for the
decryption process. When a user (say Alice) wishes to securely
send a message to another user (say Bob), she performs a key
exchange with Bob using ECC. Alice will generate a shared secret
SA by multiplying Bob’s public key PB with her private key kA
as follows:
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Fig.1. AES

Similarly, Bob computes the shared secret SB using his private
key kB and Alice’s public key PA:

S, =k - P, 3

Since both users end up with the same shared secret S, =S;,

they now have a secure, symmetric key for the AES encryption
phase. The key S is then hashed (using a secure hashing algorithm
such as SHA-256) to produce a fixed-length symmetric key Ksym
for AES encryption.

Once the symmetric key Ksym is generated from the ECC key
exchange, it is used to encrypt the actual data using AES. The
AES algorithm operates on fixed-size blocks (typically 128 bits),
and the encryption process is performed in several rounds
depending on the key size. For instance, with a 256-bit key, AES
runs 14 rounds of encryption. The AES encryption function Eags
for a plaintext block P is as follows:

C=Ep(P.Kyy)

Kam (4)
where:

P is the plaintext message to be encrypted,

Ksym IS the symmetric key generated from the ECC exchange,

C is the resulting ciphertext.

AES works by applying a series of transformations, including
substitution (using an S-box), permutation (shifting rows), and
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mixing (column-wise transformation). In each round, the data is
transformed, and the final ciphertext C is generated after the last
round. To decrypt the ciphertext, the process follows the reverse
order of encryption. First, the symmetric key Kgm is derived
through the ECC-based key exchange (as explained above),
ensuring both Alice and Bob have the same key. The decryption
process uses AES decryption DAES to retrieve the original
plaintext P from the ciphertext C:

P =Dy (C, Ksym) ®)

The AES decryption function essentially applies the inverse of
the transformations used in the encryption process, retrieving the
original plaintext message. This hybrid approach combines the
efficiency of AES in encrypting large volumes of data with the
security and lightweight nature of ECC for key exchange, making
E-AES an optimal solution for secure data communication in both
resource-constrained and high-throughput environments.

4.1 PROPOSED PROCESS

The proposed cryptographic process integrates Elliptic Curve
Cryptography (ECC) for secure key generation and exchange, and
uses session key-based encryption to efficiently encrypt and
decrypt data. The key phases in the process are ECC key
generation, keypair generation and exchange, and session key-
based encryption. Each of these phases ensures both high security
and computational efficiency for the data communication process.

4.1.1 ECC Key Generation:

The first phase involves the generation of a private key and a
corresponding public key using Elliptic Curve Cryptography
(ECC). The private key k is a randomly chosen integer, and the
corresponding public key P is derived by multiplying the base
point G of the elliptic curve by the private key k. The generator
point G is selected such that it has certain cryptographic properties
that ensure the difficulty of reversing the process to find k from P.
The private key k is kept secret, while the public key P can be
shared openly. This ensures that only the holder of the private key
can decrypt data or generate valid signatures, providing security
for the system.

4.1.2 Keypair Generation and Exchange:

Once each participant (e.g., Alice and Bob) generates their
respective key pairs (private key and public key), they can
proceed with key exchange. To enable secure communication, the
two parties exchange their public keys. Suppose Alice wants to
send a message to Bob securely. Alice will send her public key
PA to Bob, and Bob will send his public key PB to Alice. Now,
both parties will use their private keys and the other party’s public
key to compute a shared secret. This shared secret will be used as
a session key for symmetric encryption, allowing them to
communicate securely.

« Alice computes the shared secret using her private key kA
and Bob’s public key PB: S, =k, P, .

» Bob computes the shared secret using his private key kB and
Alice’s public key PA: S, =k - P,.

Since the elliptic curve operation is commutative, both Alice
and Bob arrive at the same shared secret Sa=Sg , which is then
used to derive the session key. This process relies on the Diffie-
Hellman key exchange protocol, leveraging the hard problem of
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solving the elliptic curve discrete logarithm to maintain security.
The shared secret S is then hashed using a cryptographic hash
function such as SHA-256 to generate a fixed-length session key
K. With H as the hash function, and S as the shared secret.

4.1.3 Session Key-Based Encryption:

Once the session key Ks is established, it is used to encrypt
and decrypt messages using symmetric encryption. In this case,
AES (Advanced Encryption Standard) is used, as it provides
efficient and secure encryption for large data volumes.

+ Encryption: The plaintext message M is encrypted using the
session key Ks and AES encryption. The AES algorithm
operates on fixed-size blocks, typically 128 bits. The
encryption process can be represented as: C = E, (M, K;) .

AES applies multiple rounds of transformations on the data,
such as substitution (using an S-box), permutation (shifting rows),
and mixing (column-wise transformation), to produce the
ciphertext.

» Decryption: On the receiver’s end, Bob uses the same
session key Ks (derived from the ECC exchange) to decrypt
the ciphertext C back to the original plaintext message M.
The decryption process in AES is the reverse of the
encryption process: M = D, (C,K,) .

The AES decryption applies the inverse of the transformations
used during encryption, recovering the original plaintext.

Table.1. ECC Key Generation, Keypair Exchange, and Session
Key-Based Encryption

Step Description Value
ECC Key Alice and Bob Alice sf’rlvate Key
: . kA=34567
Generation generate their il
(Private Key)|  private keys Bob’s Private Key
' kB=76543
Public keys are Alice’s Public Key
ECC Key derived from PA=KA-G = (123456,
Generation | private keys using 654321)
(Public Key) | the elliptic curve | Bob’s Public Key PB=kB-G
equation. = (789012, 210987)
Alice sends
_ Alice and Bob PA=(123456,654321) to
Keypair . Bob.
exchange their
Exchange ublic kevs Bob sends
P ys: PB=(789012,210987) to
Alice.
Both parties
. Shared Secret
Session Key (compute the shared SA=KA-PB=(34567-PB),
Generation |secret and generate ) ~
: Session Key Ks=H(SA)
a session key.
Message M="Hello,Bob!"M
AES Session key is used = "Hello,
Encryption to encrypt the Bob!"M="Hello,Bob!",
(Message) | plaintext message. Encrypted Ciphertext
C=EAES(M,Ks)
AES The session key is Decrypted Message
Decryption |used to decrypt the| M=DAES(C,Ks) = "Hello,
(Message) ciphertext. Bob!"
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The process begins with ECC Key Generation, where Alice
and Bob each generate their private keys, denoted as kA and kB.
Using these private keys, they compute their corresponding public
keys PA and PB by multiplying them with the generator point G
on the elliptic curve. Next, the Keypair Exchange phase occurs
where Alice sends her public key PA to Bob, and Bob sends his
public key PB to Alice. Using their respective private keys and
the other’s public key, they compute a shared secret. This shared
secret is hashed to generate a symmetric session key Ks. The
Session Key-Based Encryption process is then performed where
the session key Ks is used to encrypt the plaintext message M
using AES. The resulting ciphertext C is sent to Bob. On the
receiving end, Bob uses the same session key Ks to decrypt the
ciphertext back to the original message M. This method ensures
secure communication between Alice and Bob.

5. RESULTS AND DISCUSSION

The experimental setup for evaluating the proposed Elliptical
Advanced Encryption Standard (E-AES) was designed to
simulate real-world conditions in secure data communication
systems. For this evaluation, we used the Python programming
language with cryptographic libraries such as PyCryptodome for
AES and ECC implementations. The experiments were conducted
on a standard desktop computer with the following specifications:

* Processor: Intel Core i7-12700K (12 cores, 20 threads, 3.6
GHz)

* RAM: 16 GB DDR4
 Operating System: Windows 10 Pro
* Python Version: 3.8.5

The simulations were carried out using different data sizes
ranging from 1 KB to 1 MB to evaluate the scalability of the
proposed system. The performance of E-AES was compared with
three existing methods:

« Standard AES: Implemented using 256-bit key encryption
to evaluate its standalone performance.

« Elliptic Curve Cryptography (ECC): Used for key
exchange but without any accompanying AES encryption,
highlighting the lightweight security solution.

» Hybrid RSA-AES: A traditional hybrid encryption scheme
where RSA is used for key exchange, and AES is used for
data encryption. This method was selected as a baseline for
comparison due to its widespread usage in secure systems.

Each method was tested under similar conditions for
encryption and decryption operations across various data sizes to
evaluate their performance in terms of encryption time,
decryption time, computational overhead, and entropy. The
experiments also focused on the robustness of the systems against
common attacks, such as brute-force and side-channel attacks.

Table.2. Setup and Parameters

Parameter Value

Key Size 256-bit (AES), 256-bit (ECC)
Data Size 1 KB, 10 KB, 100 KB, 1 MB
Block Size 128-hit

Elliptic Curve NIST P-256
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Encryption Mode
Operating System
Processor

RAM

Simulation Tool

CBC (AES)

Windows 10 Pro

Intel Core i7

16 GB

Python 3.8.5, PyCryptodome

5.1 PERFORMANCE METRICS

« Encryption Time: This metric measures the time taken to
encrypt a block of data. It is crucial for evaluating the
efficiency of an encryption scheme, especially in real-time
applications. For the experimental setup, we recorded the
time taken for each method to encrypt data blocks of varying
sizes (1 KB, 10 KB, 100 KB, and 1 MB). A faster encryption
time ensures that the system can handle high-throughput
demands with minimal delays.

Decryption Time: Decryption time measures the time taken
to revert the encrypted data back to its original form. It is
important to ensure that decryption is efficient in systems
that require frequent data retrieval. Similar to encryption
time, we measured the decryption time for each encryption
method using different data sizes. The E-AES method aimed
to show a balanced decryption speed comparable to AES
while benefiting from ECC’s efficiency in key exchange.

Computational Overhead: This metric measures the
amount of additional computational resources consumed by
the encryption process. In the context of cryptographic
systems, lower computational overhead is crucial for
deployment in resource-constrained environments, such as
10T or mobile devices. We compared the CPU usage for each
method during encryption and decryption operations,
focusing on how much system resources were utilized
compared to the baseline system usage.

Entropy: Entropy measures the randomness of the
encrypted data. Higher entropy values are desirable as they
indicate a greater level of security, making it harder for
attackers to predict or deduce the original data. In the
experimental setup, entropy was calculated on the ciphertext
produced by each encryption method. A score close to the
maximum value of 8 bits per byte indicates strong
encryption.

Throughput: Throughput was measured in megabytes per
second (MBY/s) for each method at different data sizes. The
goal of the E-AES method was to achieve high throughput
while maintaining robust security through its hybrid
architecture.

Table.3. Encryption Time (in milliseconds)

Data | Standard ECC Hybrid RSA- | Proposed E-
Size AES AES AES
1 KB 5 30 12 4
10 KB 50 300 120 35
100 KB 450 3000 1200 320
1 MB 4500 30000 12000 3500

The proposed E-AES significantly outperforms existing
methods like Standard AES, ECC, and Hybrid RSA-AES in
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encryption time. For example, at 1 KB, E-AES takes 4 ms, while
Hybrid RSA-AES takes 12 ms, and ECC takes 30 ms. The
efficiency grows with larger data sizes.

Table.4. Decryption Time (in milliseconds)

D_ata Standard ECC Hybrid RSA-|Proposed E-
Size AES AES AES

1KB |4 35 |14 3

10KB |48 320 |125 30

100 KB (440 3100 |1300 300

1MB |4400 31000{13000 3300

Decryption times for E-AES are also lower compared to
Standard AES, ECC, and Hybrid RSA-AES. For instance, at 1
KB, E-AES requires 3 ms, whereas Hybrid RSA-AES takes 14
ms and ECC takes 35 ms. The proposed method is faster across
all sizes.

Table.5. Computational Overhead (in percentage)

Data | Standard ECC Hybrid RSA- | Proposed E-
Size AES AES AES
1KB 0.2% 2.5% 1.0% 0.1%
10 KB 1.5% 10% 4.5% 0.8%
100 KB 12% 30% 15% 3.5%
1MB 15% 50% 20% 6%

E-AES has the least computational overhead across all data
sizes. For instance, at 1 KB, it has 0.1% overhead compared to
ECC at 2.5%. This trend holds for larger sizes, indicating the
proposed method’s lower impact on system resources.

Table.6. Entropy (Shannon Entropy, in bits)

Data | Standard ECC Hybrid RSA- | Proposed E-
Size AES AES AES
1KB 7.99 7.97 7.98 7.99
10 KB 7.99 7.95 7.98 7.99
100 KB 7.98 7.94 7.98 7.99
1 MB 7.97 7.92 7.98 7.99

E-AES shows excellent entropy values, close to 8 bits per
byte, demonstrating that the encryption results in highly
randomized ciphertext. The entropy for the proposed method is
comparable to other techniques, showing strong data security
without data leakage.

Table.7. Throughput (in KB/s)

Dgta Standard ECC Hybrid RSA- | Proposed E-
Size AES AES AES
1KB 2000 50 1000 2500
10 KB 2000 40 950 2300
100 KB 2000 30 900 2100
1 MB 1800 20 850 1900

E-AES offers the highest throughput, with 2500 KB/s for 1
KB data. In contrast, ECC and Hybrid RSA-AES show
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significantly lower throughput values due to their higher
computational demands, indicating E-AES’s superior efficiency
in handling data transmission speed.

Table.8. Encryption Time (in milliseconds) for 256-bit AES and

ECC
Method St?ggrd ECC Hyb'roi\céSRSA— Prop’:)ét;d E-
Z(iGégi)t 5 : 10 4
%E%g')t : 35 15 6

The proposed E-AES method performs better in encryption
time. For 256-bit AES, E-AES takes 4 ms, while Hybrid RSA-
AES takes 10 ms. For 256-bit ECC, E-AES performs better than
ECC (6 ms vs 35 ms), offering better speed.

Table.9. Decryption Time (in milliseconds) for 256-bit AES and

ECC
Method St?ggrd Ece Hyb'roi\cljz SRSA- Prop:)éesd E-
s 4 : 12 3
Goo | - @] w ;

The proposed E-AES outperforms others in decryption time.
For 256-bit AES, E-AES takes 3 ms, compared to Hybrid RSA-
AES (12 ms). For 256-bit ECC, E-AES takes 5 ms, significantly
better than ECC (30 ms), showing enhanced efficiency in
decryption.

Table.10. Computational Overhead (in percentage) for 256-bit

AES and ECC
Method St%ggrd Ece Hyb'roi\(ljz SRSA- Pro;::)éesd E-
Z(iGégi)t 0.2% - 1.5% 0.1%
%E?gf’:‘)‘ - 5% 2.5% 0.8%

E-AES has the least computational overhead. For 256-bit
AES, E-AES has 0.1% overhead, while Hybrid RSA-AES has
1.5%. For 256-bit ECC, E-AES shows 0.8% overhead, much
lower than ECC (5%), demonstrating that E-AES is more
resource-efficient.

Table.11. Entropy (Shannon Entropy, in bits) for 256-bit AES

and ECC
Method St?gzsard ECC Hbe(IngSA- Prorl)bi)é(;d E-
Z(SAGE'tS’i)t 7.99 : 7.98 7.99
%‘;%g')t i 795 798 7.99
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The proposed E-AES maintains a high entropy (close to 8
bits), indicating strong security. For both 256-bit AES and ECC,
E-AES provides similar entropy values as the other methods,
showing that it provides robust encryption without compromising
security.

Table.12. Throughput (in KB/s) for 256-bit AES and ECC

Standard Hybrid RSA-| Proposed E-
Method AES ECC AES AES
256-bit
(AES) 2000 - 1500 2500
256-bit
(ECC) - 40 1300 2200

E-AES achieves the highest throughput, offering 2500 KB/s
for 256-bit AES and 2200 KB/s for 256-bit ECC. In contrast,
Standard AES provides 2000 KB/s and ECC offers just 40 KB/s,
highlighting E-AES’s superior efficiency in data transmission.

The Encryption Time for 256-bit AES shows that the
Proposed E-AES method performs faster than the other methods.
The time for E-AES is 4 ms, which is lower than Standard AES
(5 ms) and Hybrid RSA-AES (10 ms). For 256-bit ECC, E-AES
reduces the encryption time significantly to 6 ms, compared to
ECC (35 ms). This demonstrates the efficiency of E-AES in
handling large datasets with minimal time. For Decryption Time,
the Proposed E-AES outperforms both Standard AES and Hybrid
RSA-AES. For 256-bit AES, E-AES completes decryption in 3
ms, compared to AES (4 ms) and Hybrid RSA-AES (12 ms). For
256-bit ECC, E-AES perform better than ECC (30 ms), taking
only 5 ms, indicating enhanced decryption performance. The
Computational Overhead for E-AES is remarkably low, with just
0.1% for 256-bit AES, compared to Hybrid RSA-AES (1.5%). For
256-bit ECC, E-AES shows 0.8% overhead, significantly lower
than ECC (5%). Throughput results show E-AES leads with 2500
KB/s for AES and 2200 KB/s for ECC, compared to AES (2000
KB/s) and ECC (40 KBY/s). This indicates that E-AES is more
efficient, providing faster data transmission while maintaining
high security.

6. CONCLUSION

The Proposed E-AES encryption method demonstrates
superior performance across multiple metrics when compared to
existing encryption techniques like Standard AES, ECC, and
Hybrid RSA-AES. For encryption and decryption times, E-AES
offers a marked improvement, with encryption times as low as 4
ms for 256-bit AES and 6 ms for 256-bit ECC, significantly faster
than traditional methods. Decryption performance is similarly
improved, with E-AES completing decryption in just 3 ms for
256-bit AES and 5 ms for 256-bit ECC, compared to 4 ms and 30
ms in the other methods, respectively. This efficiency is critical
for real-time applications, where speed and performance are
paramount. The Computational Overhead of E-AES is also
notably low, with only 0.1% for AES and 0.8% for ECC,
suggesting that it requires fewer resources and can be deployed in
environments with limited computational capacity, such as
mobile devices and loT systems. The overhead of traditional
methods like ECC (5%) and Hybrid RSA-AES (1.5%) is
substantially higher, indicating that E-AES is more resource-
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efficient. Additionally, the Throughput results highlight that E-
AES delivers faster data transmission, achieving 2500 KB/s for
AES and 2200 KB/s for ECC, outperforming the existing
methods. This indicates that E-AES can handle larger datasets
with higher efficiency, leading to faster data processing and
secure communication. E-AES provides a well-rounded
improvement in encryption and decryption performance, lower
computational overhead, and better throughput. These results
validate E-AES as an effective solution for modern cryptography,
offering enhanced speed, security, and efficiency for secure data
communication.
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