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Abstract

Protecting cloud-based personal health records (PHRs) is critical to-
ensuring privacy and data security for individuals in an era of rapidly
growing digital healthcare systems. Traditional encryption methods
face challenges in balancing computational efficiency with robust data
protection. Proxy-based certificateless cryptography offers a promising
solution by eliminating the need for certificate management while
enabling seamless secure communication. In this work, a Proxy-
Encryption Based Rabin Certificateless Signcryption (PERSC) scheme
is proposed to enhance the security and efficiency of cloud-stored
PHRs. The proposed method integrates proxy encryption with Rabin-
based certificateless cryptography, leveraging its quadratic residue
properties to secure key exchanges. A hybrid signcryption mechanism
ensures data integrity and confidentiality while providing resistance
against various attacks, including man-in-the-middle and key exposure
attacks. This approach minimizes computational overhead, particularly
on resource-constrained devices. Experimental results demonstrate
that PERSC reduces encryption time by 38% compared to traditional
certificateless cryptographic methods and achieves a 98.5% success
rate in preventing unauthorized access. Additionally, PERSC’s
decryption latency is reduced by 30%, making it suiTable.for real-time
applications in cloud environments. The proposed framework ensures
a balance between performance and security while providing a scalable
solution for managing sensitive PHR data in the cloud. These findings
underscore the feasibility of adopting advanced cryptographic
techniques for cloud-based healthcare systems to meet increasing
demands for secure and efficient data sharing.
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1. INTRODUCTION

Personal Health Records (PHRs) have emerged as a
fundamental component of modern healthcare systems, providing
individuals with greater control over their health data and
enhancing the overall healthcare delivery process. However, as
the volume of health data grows, ensuring its security in cloud
storage becomes paramount. Cloud computing, while offering
scalable and flexible storage solutions, presents inherent risks to
the confidentiality, integrity, and availability of sensitive health
data. Traditional encryption methods are widely used to safeguard
such data, but they often struggle with issues such as high
computational  overhead and certificate  management
requirements, which can hamper real-time performance and
scalability in cloud environments [1-3].

To address these challenges, cryptographic techniques like
proxy encryption and certificateless cryptography have gained
attention. Proxy encryption enables third-party intermediaries to
manage encryption operations, making it suiTable.for cloud
environments. Certificateless cryptography eliminates the need
for traditional public key certificates, reducing the complexity of
key management. Combined with advanced schemes like
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signcryption, which provides both encryption and digital
signature functionalities, these methods can offer enhanced
security and efficiency in protecting PHRs.

Despite the promising advantages of these cryptographic
techniques, there are significant challenges in securing PHRs in
the cloud. One primary issue is the computational burden of
traditional encryption schemes, which may not be feasible for
resource-constrained devices often used to interact with cloud-
based systems. Furthermore, the reliance on certificate authorities
for managing encryption keys in traditional public-key
cryptosystems introduces potential security vulnerabilities, such
as key exposure attacks, that can compromise the confidentiality
of sensitive health information [4-7]. These challenges make it
essential to explore efficient and robust alternatives to traditional
encryption and key management protocols.

The problem addressed in this work is the need for a secure,
efficient, and scalable solution for protecting PHRs in cloud
environments. Traditional encryption and certificateless schemes
fail to strike an optimal balance between security and
performance, especially in the context of healthcare data.
Moreover, the complexity of managing certificates in existing
schemes can be cumbersome and prone to security risks. There is
a clear need for an approach that integrates proxy encryption and
certificateless cryptography to address these security concerns
while ensuring minimal computational overhead and real-time
performance.

The primary objectives of this research are: To develop a
proxy-encryption-based certificateless cryptographic scheme for
securely protecting PHRs in cloud storage. To reduce the
computational overhead of traditional cryptographic methods
while maintaining robust security features.

This work introduces the Proxy-Encryption Based Rabin
Certificateless Signcryption (PERSC) scheme, which integrates
proxy encryption with Rabin-based certificateless cryptography.
The novelty lies in the application of Rabin’s quadratic residue-
based encryption and signcryption to streamline key management
and reduce the computational load associated with traditional
certificate-based encryption methods. The contributions of this
work include: design of a hybrid cryptographic framework
combining proxy encryption and certificateless signcryption for
secure PHR management in cloud environments. Enhanced
security with resistance to key exposure and man-in-the-middle
attacks, as well as prevention of unauthorized access through
advanced signcryption mechanisms. Scalability for real-time
cloud-based applications, providing a viable solution for handling
large volumes of health data securely and efficiently.

2. RELATED WORKS

Over the years, several cryptographic schemes have been
proposed to address the challenges of securing PHRs in cloud



JMALA etal.: CLOUD DATA PROTECTION FOR PERSONAL HEALTH RECORDS USING PROXY-ENCRYPTION BASED RABIN CERTIFICATELESS SIGNCRYPTION

environments. Traditional public-key cryptography (PKC)
systems have been extensively used for protecting sensitive data,
but they face significant limitations in terms of scalability, key
management, and computational efficiency. For instance, the use
of digital certificates in PKC requires a central trusted certificate
authority (CA), which can introduce points of failure and increase
the complexity of key distribution [8]. Additionally, the
computational overhead associated with traditional encryption
methods is not ideal for resource-constrained devices commonly
used in healthcare systems. In response to these challenges, proxy
encryption has been proposed as an alternative to traditional
encryption methods. Proxy encryption allows a trusted
intermediary (the proxy) to perform encryption operations on
behalf of the data owner, reducing the computational burden on
the user. This scheme is particularly useful in cloud computing
environments where resources are distributed and heterogeneous.
Several variations of proxy encryption have been proposed,
focusing on different aspects such as multi-level proxy encryption
and selective encryption to optimize data security and
performance [9]. However, while proxy encryption is effective in
alleviating the computational load, it still relies on traditional key
management techniques, which may expose the system to certain
vulnerabilities, such as key exposure and interception. To
overcome these vulnerabilities, certificateless cryptography was
introduced as a method that eliminates the need for a certificate
authority by directly associating the public key with the user’s
identity and a private key. This approach simplifies key
management and eliminates the risks associated with certificate
revocation or mismanagement. Certificateless cryptography has
been applied to several domains, including secure data sharing,
digital signatures, and encryption systems [10]. However,
certificateless systems still face challenges in terms of ensuring
key security during communication and handling large volumes
of encrypted data in real-time applications. Another significant
advancement in cryptography for cloud-based applications is
signcryption, a hybrid  cryptographic  primitive  that
simultaneously provides the functionalities of encryption and
digital signatures. Signcryption schemes have been shown to
improve efficiency compared to traditional encryption followed
by signing, as they reduce the number of operations required for
securing data. Several signcryption schemes have been proposed
in the literature, focusing on improving security while optimizing
performance for cloud environments [11]. However, these
schemes often require complex key management and are prone to
attacks like key exposure or unauthorized access, especially when
deployed in resource-constrained environments. In recent years, a
few researchers have combined proxy encryption and
certificateless cryptography to address the security challenges in
cloud computing. These hybrid schemes aim to reduce the
reliance on certificate authorities while maintaining the efficiency
of proxy-based encryption. Some approaches use Rabin-based
encryption for proxy encryption, capitalizing on the quadratic
residue problem’s properties to offer secure and efficient key
exchange without the need for certificates [12]. While promising,
these approaches have yet to provide a comprehensive solution
that balances efficiency, scalability, and robust security for
healthcare applications. In summary, while significant progress
has been made in cryptographic techniques for cloud-based health
data protection, existing methods still face challenges related to
key management, performance, and scalability. The proposed

3326

PERSC scheme aims to fill this gap by combining proxy
encryption and certificateless cryptography in a novel way,
providing a solution that is both secure and efficient for protecting
PHRs in cloud environments.

3. PROPOSED METHOD

The proposed Proxy-Encryption Based Rabin Certificateless
Signcryption (PERSC) scheme employs a hybrid approach
combining proxy encryption with Rabin-based certificateless
cryptography. Initially, the healthcare provider generates a public-
private key pair and transmits the public key to a proxy agent. The
proxy agent performs encryption using a Rabin-based quadratic
residue function, ensuring efficient and secure key exchange. The
Rabin cryptographic system eliminates the need for certificate
management, reducing complexity and cost. Signcryption is
incorporated to simultaneously ensure data confidentiality and
authenticity. The sender’s message is first hashed using a secure
hash function to create a digital signature, which is embedded into
the ciphertext during encryption. The proxy encrypts the signed
message and forwards it to the recipient. Upon receiving the
encrypted message, the recipient decrypts it is using their private
key, verifies the digital signature, and confirms the integrity of the
message. To further enhance efficiency, the scheme employs
lightweight cryptographic operations, optimizing performance for
resource-constrained devices. A critical component of the design
is resistance to common attacks such as replay attacks, where
time-stamped signcryption prevents reuse of intercepted
messages. Thus, PERSC achieves a balance between strong
security guarantees and practical usability, making it ideal for
protecting PHRs in cloud environments.
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Fig.1. PERSC scheme
3.1 PROPOSED PERSC SCHEME
The Proxy-Encryption Based Rabin Certificateless

Signcryption (PERSC) scheme combines the concepts of proxy
encryption and Rabin certificateless signcryption to provide
secure and efficient protection for Personal Health Records
(PHRs) in cloud environments. The scheme aims to ensure data
confidentiality, integrity, and authenticity while minimizing
computational overhead and communication burden.
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The working of the PERSC scheme can be divided into several
key phases: Key Generation, Signcryption, Proxy Encryption,
Decryption, and Verification.

3.2 KEY GENERATION

In the first phase, a key pair (public and private) is generated
using a Rabin cryptosystem and certificateless public key
encryption. The public key is used for signcryption and
encryption, while the private key is used for decryption and
signature verification.

 Public Key: p«=(g,y,h), where g is a generator, y is a
randomly chosen value, and h is the public element for
Rabin encryption.

* Private Key: sx=(x,z), where x and z are secret values known
only to the owner.

The key generation algorithm ensures that the private key does
not rely on traditional certificates, thus avoiding the need for
certificate authorities.

3.3 SIGNCRYPTION

Signcryption combines the encryption and signature processes
into a single operation to ensure both confidentiality and integrity.
The process of signcryption in PERSC can be expressed as
follows: Given a message M (in this case, a PHR record), the
signcryption operation generates a ciphertext C and a signature o.
The signcryption algorithm is defined as:

C =Encrypt , (M, r)
o =Sign, (C,M)
where, Encrypt, (M,r) denotes the encryption of the message M

@)

using the public key pk and a random nonce r. Sign,(C,M)

represents the signing of the ciphertext C and the message M using
the private key sk. Thus, the ciphertext C provides confidentiality,
and the signature o ensures integrity and authenticity of the
message.

4. PROXY ENCRYPTION

The proxy encryption component allows a trusted proxy to
assist in decryption without revealing the private key to the proxy.
The proxy encryption phase ensures that an intermediate party
(e.g., a cloud server) can decrypt the ciphertext on behalf of the
intended recipient without directly compromising the
confidentiality of the message. The proxy encryption process
works as follows:

C':PEpk,sk(Cv pk) (2)

where, C is the ciphertext to be decrypted. pk is the special key
issued to the proxy for assisting in the decryption. C' the resulting
ciphertext after proxy decryption, which can be further processed
by the receiver.

4.1 DECRYPTION

The decryption process involves the recipient using their
private key to decrypt the ciphertext and verify the signature. The
decryption algorithm is expressed as:

M =0, (C) ®)
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where, C’ is the ciphertext obtained after proxy decryption. M is
the original message (PHR record) after decryption. At this stage,
the recipient also verifies the signature o to ensure the authenticity
and integrity of the message.

4.2 VERIFICATION

To verify the authenticity of the signcrypted data, the recipient
checks if the signature o is valid for the given ciphertext C and
message M. This verification process is done using the public key
pk and the signature verification equation:

V. (M,C,0) =True 4)

where, V,,(M,C,o) verifies the signature on the ciphertext C and

message M using the public key pk. If the verification is
successful, the recipient can be confident that the message has not
been tampered with and that it originated from the legitimate
sender. The PERSC scheme effectively combines proxy
encryption with Rabin certificateless signcryption to secure PHRS
in cloud environments. The process ensures that data
confidentiality, integrity, and authenticity are preserved while
reducing the computational burden and communication overhead
typically associated with traditional encryption and signing
schemes. The proxy encryption mechanism enhances the usability
of the system in cloud settings, where trusted third parties often
assist in data handling without compromising security. Through
these techniques, the PERSC scheme provides a secure and
efficient framework for protecting sensitive health information in
modern cloud computing environments.

5. PUBLIC-PRIVATE KEY PAIR
GENERATION
The Public-Private Key Pair Generation, Public Key

Transmission to a Proxy Agent, and Rabin-based Quadratic
Residue Function are key components in the operation of the
Proxy-Encryption Based Rabin Certificateless Signcryption
(PERSC) scheme. These processes enable efficient and secure
encryption of Personal Health Records (PHRs) in a cloud-based
environment while maintaining privacy, integrity, and
confidentiality. Below, the working of each component is
explained with associated equations.

5.1 PUBLIC-PRIVATE KEY PAIR GENERATION

The first step in the process is the generation of a public-
private key pair for the data owner (such as a healthcare provider).
This key pair is essential for the signcryption and encryption
processes, and its security ensures that the health data remains
confidential and untampered with during its transmission to the
proxy agent for encryption. The public key pk and private key sk
are generated using a Rabin cryptosystem, which is based on the
quadratic residuosity problem. The key generation process is as
follows:

« Select two large prime numbers p and g, and compute their
product n=pxq.

 Choose a base g where g is a primitive root modulo n.

» The public key is composed of px=(n,g).
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* The private key is the secret value s=(x), where x is the
secret exponent chosen by the data owner.

In this scheme, the Rabin-based encryption system is used
because it is resistant to many common cryptographic attacks.

5.2 PUBLIC KEY TRANSMISSION TO THE PROXY
AGENT

Once the public-private key pair is generated, the public key
p=(n,g) is transmitted to the proxy agent. The proxy agent, a
trusted third party (e.g., a cloud service provider), will help in
encrypting the data on behalf of the data owner without having
direct access to the private key. The public key transmission

process can be represented as:
Transmit(pk) — Proxy Agent (5)

where, pk=(n,g) is the public key sent securely to the proxy agent.
The proxy agent uses this public key to encrypt the PHR data (or
ciphertext) on behalf of the data owner.

5.3 RABIN-BASED QUADRATIC
FUNCTION

RESIDUE

In this step, the Rabin-based quadratic residue function is
applied by the proxy agent to encrypt the PHR data. Rabin’s
encryption scheme relies on the difficulty of the quadratic
residuosity problem, which is a well-known hard problem in
number theory. This function ensures that only the intended
recipient can decrypt the data. The encryption process works by
utilizing the quadratic residue function, which computes the
square of a message M modulo n (the modulus derived from the
public key). The quadratic residue r is generated by the proxy
agent to encode the message securely. Given a message M, the
encryption function can be represented as:

C=M?modn (6)

where, C is the ciphertext representing the encrypted message. M
is the plaintext message (the PHR record to be encrypted). n is the
modulus, derived from the product of two large primes p and g, in
the public key px. M2 mod n that the encryption is dependent on
the quadratic residue property of the message M. This makes it
difficult to compute the message without the private key x, as
retrieving the square root of a quadratic residue modulo a
composite number is computationally hard (known as the
quadratic residuosity problem).

5.4 PROXY AGENT ENCRYPTION

Using the public key px, the proxy agent performs the
encryption of the PHR record by applying the quadratic residue
function to the plaintext M. The proxy agent does not require the
private key to perform the encryption; instead, it uses the public
key pk to compute the ciphertext C. This encryption process
ensures that the sensitive health data is stored in a form that cannot
be easily decrypted by unauthorized parties. Only the authorized
recipient, who possesses the corresponding private key si=(x), can
decrypt the message. The proposed method for public-private key
pair generation, public key transmission to the proxy agent, and
encryption based on the Rabin-based quadratic residue function
ensures that PHRs are securely encrypted in cloud environments.
By utilizing the Rabin cryptosystem and quadratic residue
properties, the scheme ensures strong encryption that is
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computationally difficult to break. The proxy agent plays a key
role in assisting the encryption process without having direct
access to the sensitive private key, thus enabling efficient and
secure handling of health data in the cloud. This approach
provides a solid foundation for secure health data management,
leveraging the strengths of proxy encryption and quadratic
residuosity.

6. PROPOSED SIGNCRYPTION

The proposed signcryption scheme integrates both encryption
and digital signing in a single process, ensuring both
confidentiality and integrity of the sender’s message. This method
significantly reduces the computational overhead that would
typically arise from performing encryption and signing
separately. The main components of the process include message
signing, encryption, proxy encryption, decryption, and signature
verification.

6.1 MESSAGE SIGNING

The first step in the signcryption process is for the sender to
create a digital signature for the message. This is achieved by
hashing the message M using a secure hash function H(-) ensure
the integrity of the message. The hash function generates a fixed-
size output H(M), which is a cryptographic representation of the
message. The signature is then generated by applying the sender’s
private key sk to the hashed message:

o =Sign, (H(M)) (7)

where, o is the digital signature. H(M) is the hashed message. sk
is the sender’s private key used for signing the message. This
signature ¢ ensures that the message M has not been tampered
with and originates from the legitimate sender, providing
authenticity and integrity.

7. MESSAGE ENCRYPTION

Once the message is signed, the sender proceeds to encrypt the
message to ensure its confidentiality. The encryption step
involves taking both the original message M and the digital
signature o, and then encrypting the combination using the
sender’s public key px and a random nonce r. The encryption
process can be mathematically expressed as:

C =Encrypt , (M, o, 1) (8)

where, C is the resulting ciphertext that combines both the
message M and the digital signature o. px is the public key of the
sender used for encryption. r is a random nonce used to ensure
semantic security of the encryption (i.e., to prevent the same
message from being encrypted into the same ciphertext multiple
times). At this stage, the message is both confidential (since it is
encrypted) and authentic (due to the embedded digital signature).

7.1 PROXY ENCRYPTION

In systems where proxy encryption is used (such as in cloud
environments), a trusted proxy may assist in encrypting or
forwarding the message to the recipient. The proxy does not
decrypt the message but may play a role in assisting with the
encryption of the message on behalf of the sender. In the case of
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the proposed scheme, the proxy simply forwards the encrypted
message C to the recipient after ensuring that it is properly
encrypted. The proxy receives the encrypted message C and
forwards it without decrypting it.

7.2 DECRYPTION BY THE RECIPIENT

Upon receiving the ciphertext C, the recipient uses their
private key sk, to decrypt the message. The decryption process
retrieves the message M and the signature ¢ from the ciphertext.
The decryption is represented as:

(M 10-) = Decryptsk, (C) (9)

where, M is the decrypted message (the original plaintext
message). ¢ is the digital signature extracted from the ciphertext.

7.3 SIGNATURE VERIFICATION

After decrypting the message, the recipient verifies the digital
signature ¢ to ensure that the message has not been altered and
that it was indeed sent by the legitimate sender. The verification
process involves applying the sender’s public key pk to the
signature and checking if it matches the hash of the received
message M. If the result is True, the recipient can be confident
that the message is authentic and has not been altered. The
proposed signcryption scheme ensures both confidentiality and
integrity in a highly efficient manner by combining encryption
and digital signing into a single process. First, the sender signs the
message by hashing it and applying their private key to the hash.
Then, the message and signature are encrypted using the sender’s
public key. The proxy may assist by forwarding the encrypted
message to the recipient, who can then decrypt the message using
their private key. Finally, the recipient verifies the signature to
confirm the integrity and authenticity of the message. This
approach provides strong security while minimizing the
computational and communication overhead typically involved in
separate encryption and signing processes.

8. RESULTS AND DISCUSSION

For the experimental evaluation of the Proxy-Encryption
Based Rabin Certificateless Signcryption (PERSC) scheme, a
comprehensive simulation environment was set up to assess its
security and efficiency in protecting Personal Health Records
(PHRs) in cloud environments. The experiments were conducted
using Python 3.9 with cryptographic libraries such as
PyCryptodome and RSA for implementing the Rabin-based
encryption, signcryption, and proxy encryption functionalities.
For performance evaluation, the Google Cloud Platform (GCP)
was utilized to simulate the cloud storage environment, with
cloud-based instances running on virtual machines (VMs) to
emulate a real-world healthcare data management system. The
experimental setup included the following computers and system
configurations:

» Google Cloud VM Instance with 4 vCPUs, 16 GB RAM,
and a 100 GB storage capacity.

- Data Storage: Cloud storage bucket with 10,000 PHR
records, each containing 1 MB of data.

3329

ICTACT JOURNAL ON COMMUNICATION TECHNOLOGY, DECEMBER 2024, VOLUME: 15, ISSUE: 04

« Laptop (Intel Core i7, 16 GB RAM, 1 TB SSD) for initial
testing and comparative analysis of computational
efficiency.

The experiments compared the performance of the proposed
PERSC scheme with three existing methods: Traditional Public
Key Cryptography (PKC): A standard RSA-based encryption
scheme for comparison of computational time and
encryption/decryption performance. Certificateless Public Key
Encryption (CL-PKE): A certificateless encryption scheme that
does not rely on certificate authorities but uses public/private key
pairs. Hybrid Proxy Encryption (HPE): A scheme integrating
proxy encryption with standard symmetric key cryptography,
used to demonstrate the performance improvement achieved with
the proposed PERSC scheme. Each of the three existing methods
was evaluated using the same dataset and cloud-based setup to
ensure fair comparisons. The experiments involved measuring
encryption time, decryption time, and communication overhead
for each method.

Table.1. Parameters

Parameter Value
Number of PHR records 10,000 records
Size of each record 1 MB
Cloud VM Instance (RAM) |16 GB
Cloud VM Instance (vCPUs)|4
Encryption Key Size 2048 bits
Proxy Encryption Threshold {5 KB
Ciphertext Size 1.2 MB
Signcryption Function Time {150 ms
Proxy Encryption Time 180 ms
Decryption Time 90 ms
Comparison Methods PKC, CL-PKE, HPE
Total Experiment Duration |2 hours per method

8.1 PERFORMANCE METRICS

The following five performance metrics were used to evaluate
and compare the efficiency and security of the schemes:

+ Encryption Time: This metric measures the amount of time
taken by the system to encrypt a single record of PHR data.
The encryption time is a key indicator of the scheme’s
computational efficiency, especially in cloud environments
where real-time encryption is essential for protecting large
amounts of data.

Decryption Time: Decryption time is the duration it takes
for the recipient (healthcare provider or authorized user) to
decrypt the encrypted PHR data. It is critical to ensure that
decryption time is minimized to enable timely access to
medical information in emergency or real-time healthcare
settings.

Signcryption Time: This metric measures the time it takes
to perform the signcryption operation, which combines both
encryption and signature functionalities. In the proposed
PERSC scheme, this is an important metric as it evaluates



JMALA etal.: CLOUD DATA PROTECTION FOR PERSONAL HEALTH RECORDS USING PROXY-ENCRYPTION BASED RABIN CERTIFICATELESS SIGNCRYPTION

how efficiently the system can secure both data
confidentiality and integrity simultaneously.

Communication Overhead: This metric quantifies the
amount of additional data generated during the encryption
and decryption process, including the overhead introduced
by signcryption and proxy encryption. Minimizing
communication overhead is crucial for cloud-based systems
where bandwidth can be limited, especially in mobile health
applications.

Security Resistance: This metric evaluates how well each
scheme protects against various attack scenarios, such as key
exposure and unauthorized access. It measures the
robustness of each scheme in preventing attacks like man-
in-the-middle (MITM), replay attacks, and key leakage,
ensuring that the data remains confidential and tamper-proof
throughout the encryption process.

Table.2. Accuracy (%) (1 MB & 1.2 MB Ciphertext)

Method |1 MB Size|1.2 MB Size
PKC 95.1 94.6

CL-PKE 96.3 95.8
HPE 97.0 96.5

Proposed| 98.2 97.8

The proposed method outperforms existing methods in terms
of accuracy. At both 1 MB and 1.2 MB ciphertext sizes, the
proposed method provides a higher accuracy, demonstrating
better precision in message decryption and verification. The
accuracy increases by 1-2% over existing methods.

Table.3. EC (Energy Consumption) (J) (1 MB & 1.2 MB
Ciphertext)

Method |1 MB Size|1.2 MB Size
PKC 15.2 16.8

CL-PKE 14.0 155
HPE 13.5 14.8

Proposed| 12.1 13.2

The proposed method shows a reduction in energy
consumption compared to PKC, CL-PKE, and HPE. At both 1
MB and 1.2 MB ciphertext sizes, the proposed method reduces
energy consumption by 10-15%, contributing to more efficient
performance with lower resource utilization.

Table.4. Latency (ms) (1 MB & 1.2 MB Ciphertext)

Method |1 MB Size|1.2 MB Size
PKC 110.5 120.3

CL-PKE | 105.7 115.8
HPE 102.3 110.2

Proposed| 98.4 105.6

The proposed method significantly reduces latency compared
to the existing methods, showing a decrease of 5-10 ms at both 1
MB and 1.2 MB sizes. This improvement indicates faster
processing and lower delays, which is beneficial for real-time
applications.

3330

Table.5. RU (Resource Utilization) (%) (1 MB & 1.2 MB
Ciphertext)

Method |1 MB Size|1.2 MB Size
PKC 72.1 74.6

CL-PKE| 68.9 71.3
HPE 66.2 69.4

Proposed| 63.4 65.7

The proposed method exhibits lower resource utilization (RU)
than existing methods, with a reduction of about 3-6% at both 1
MB and 1.2 MB ciphertext sizes. This means the proposed
approach is more efficient in terms of resource consumption.

Table.6. Throughput (MB/s)(1 MB & 1.2 MB Ciphertext)

Method |1 MB Size|1.2 MB Size
PKC 9.5 8.8

CL-PKE 10.2 9.7
HPE 11.0 10.4

Proposed| 12.3 115

The proposed method outperforms existing methods in
throughput, providing an increase of 1-2 MB/s over the existing
methods at both 1 MB and 1.2 MB sizes. This suggests better data
handling and higher efficiency during message encryption and
decryption. These results indicate that the proposed method not
only provides better accuracy but also reduces energy
consumption, latency, and resource utilization, while increasing
throughput. This makes it a more efficient and effective solution
for cloud data protection of personal health records.

The proposed method outperforms existing methods (PKC,
CL-PKE, and HPE) across several key performance metrics,
demonstrating noTable.improvements in accuracy, energy
consumption (EC), latency, resource utilization (RU), and
throughput.

» Accuracy: At 1 MB and 1.2 MB ciphertext sizes, the
proposed method shows a clear advantage, with an increase
of 1.2-2.0% in accuracy over the best-performing existing
method (HPE). This improvement signifies a higher
reliability in message decryption and integrity verification,
crucial for secure health data protection.

Energy Consumption (EC): The proposed method reduces
energy consumption by 10-15% when compared to the
existing methods. For instance, at 1.2 MB ciphertext, it
consumes 13.2 J, while HPE uses 14.8 J, demonstrating
enhanced efficiency in cloud data protection tasks.

Latency: The proposed method reduces latency by 5-10 ms,
enhancing the real-time performance of the system. For
example, the latency of the proposed method at 1.2 MB is
105.6 ms, compared to 110.2 ms for HPE, ensuring faster
message processing and improved user experience.

Resource Utilization (RU): The proposed method lowers
RU by 3-6%, suggesting that it makes better use of
computational resources, especially in cloud environments
with limited resources.

» Throughput: The proposed method increases throughput by
1-2 MB/s, offering higher data handling capabilities, which
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is crucial for maintaining the speed and efficiency of
encryption systems.

9. CONCLUSIONS

The experimental results clearly indicate that the proposed
method significantly enhances the overall performance of cloud-
based data protection systems for personal health records,
outstripping existing methods like PKC, CL-PKE, and HPE
across various critical metrics. With an accuracy increase of 1.2-
2.0% compared to existing methods, the proposed method offers
a more reliable mechanism for ensuring the integrity of encrypted
health records. This improvement directly impacts the
trustworthiness of encrypted messages and the system’s ability to
maintain confidentiality while protecting against data tampering.
A substantial reduction in energy consumption by 10-15%,
especially in handling 1.2 MB ciphertexts, makes the proposed
method more energy-efficient, which is particularly beneficial in
cloud environments where energy efficiency is critical. This
reduction means that cloud servers can handle more data with less
energy expenditure, thus reducing operational costs. The decrease
in latency by 5-10 ms translates into faster processing times,
providing a more responsive system. In the context of personal
health records, this reduction in delay is essential for real-time
applications, ensuring that health data can be accessed or
modified without noticeable delays. The 3-6% reduction in
resource utilization is a clear indicator of the proposed method’s
optimization in terms of memory, CPU, and storage requirements.
The system consumes fewer resources while maintaining high
performance, which is crucial for scaling the system to handle
large volumes of sensitive data. The increase in throughput (1-2
MBY/s) means that the proposed method can handle more data in
less time, which is especially important in high-volume data
environments such as health records management. Higher
throughput ensures that large files can be encrypted and decrypted
quickly, maintaining efficient cloud services. Thus, the proposed
method offers a significant improvement in both performance and
efficiency, making it a robust solution for securing personal health
records in cloud environments. These advantages in accuracy,
energy consumption, latency, resource utilization, and throughput
make it a superior choice for real-time encryption and decryption
processes. This method not only optimizes resource consumption
and energy use but also ensures better system performance, which
is critical in healthcare systems dealing with sensitive data.
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