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Abstract 

In the field of the Internet of Things (IoT) and wireless communication 

networks, secure data transmission remains a critical challenge due to 

the inherent vulnerabilities and dynamic nature of these networks. 

Traditional routing protocols often fail to provide adequate security 

and efficiency, leading to data breaches and communication delays. To 

address these issues, we propose a Blockchain-Based Greedy Routing 

Protocol (BBGRP) that integrates blockchain technology with a greedy 

forwarding strategy to enhance the security and reliability of data 

transmission in wireless networks. The BBGRP leverages blockchain's 

decentralized and tamper-resistant ledger to validate the integrity and 

authenticity of data packets, while the greedy routing approach 

optimizes the selection of the most efficient transmission paths. Our 

method incorporates smart contracts to automate route verification, 

ensuring secure and real-time decision-making processes. 

Experimental results show that the proposed protocol significantly 

reduces the packet loss rate by 27.3% and improves data transmission 

speed by 35.6% compared to traditional routing protocols. Additionally, 

BBGRP demonstrates a 42.8% enhancement in overall network 

throughput and a 21.7% decrease in end-to-end latency. The security 

analysis confirms the robustness of BBGRP against common attacks, 

such as Sybil and man-in-the-middle attacks, by achieving a 98.4% 

attack detection rate. These results highlight the potential of 

blockchain-based routing protocols to revolutionize secure data 

transmission in IoT and other wireless communication environments. 
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1. INTRODUCTION 

. In recent years, the proliferation of the Internet of Things 

(IoT) and wireless networks has underscored the critical need for 

secure and efficient data transmission. IoT devices, ranging from 

sensors and actuators to smart appliances, generate vast amounts 

of data that require secure and reliable transmission across 

potentially hostile networks. Traditional routing protocols often 

fall short in addressing the security and efficiency demands of 

such dynamic and heterogeneous environments [1][2]. 

Routing protocols in wireless networks are designed to 

facilitate the delivery of data packets from source to destination. 

Conventional protocols, such as Ad hoc On-Demand Distance 

Vector (AODV) and Dynamic Source Routing (DSR), rely on 

predefined routes and centralized control mechanisms [3]. 

However, these approaches can be vulnerable to attacks, such as 

packet sniffing, replay attacks, and route hijacking. Moreover, 

they may not adapt efficiently to the dynamic nature of IoT 

environments where nodes frequently join or leave the network 

[4]. The primary challenges in secure data transmission for IoT 

and wireless networks include: 

• Traditional routing protocols often lack robust security 

features, making them susceptible to various attacks that 

compromise data integrity and confidentiality [5]. 

• The fluidity of node connections in wireless networks 

demands routing protocols that can quickly adapt to changes 

without compromising performance [6]. 

• As the number of nodes increases, the routing protocol must 

handle a larger volume of data while maintaining efficiency 

and security [7]. 

• Many IoT devices are resource-constrained, requiring 

lightweight protocols that do not excessively consume 

bandwidth or processing power [4]. 

The problem with existing routing protocols is their inability 

to simultaneously address the security and efficiency needs of 

modern wireless networks. Traditional protocols often fail to 

incorporate advanced security mechanisms, such as cryptographic 

verification and tamper-resistant data storage. Additionally, they 

may not leverage emerging technologies that can enhance both 

routing efficiency and security, such as blockchain technology 

[8]. This gap necessitates the development of a novel approach 

that integrates blockchain’s immutable ledger with advanced 

routing strategies to provide a more secure and efficient data 

transmission framework [9]-[12]. 

The primary objectives of this research are: 

• To develop a routing protocol that integrates blockchain 

technology to enhance data security and integrity. 

• To utilize a greedy forwarding strategy to optimize data 

transmission paths and reduce latency. 

• To assess the proposed protocol’s performance in terms of 

packet loss, transmission speed, throughput, and latency. 

The novelty of the proposed Blockchain-Based Greedy 

Routing Protocol (BBGRP) lies in its combination of blockchain 

technology with a greedy routing approach. Unlike traditional 

protocols, BBGRP utilizes a decentralized ledger to verify and 

record data transactions, thereby providing a tamper-proof 

mechanism to ensure data integrity and authenticity. The use of 

smart contracts further automates route verification, reducing the 

potential for human error and network manipulation. 

The key contributions of this research are: 

• By incorporating blockchain technology, BBGRP offers a 

higher level of security compared to conventional protocols, 

mitigating risks associated with data breaches and 

unauthorized access. 

• The greedy routing strategy within BBGRP enhances data 

transmission efficiency by selecting the most optimal routes 

based on real-time network conditions. 

• The research provides a detailed performance evaluation of 

BBGRP, demonstrating significant improvements in packet 
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loss, transmission speed, throughput, and latency compared 

to existing methods [10]. 

This research addresses critical gaps in current routing 

protocols and provides a robust framework for secure and 

efficient data transmission in IoT and wireless networks. 

2. RELATED WORKS 

The field of secure data transmission in wireless networks and 

IoT has witnessed substantial advancements, with various 

protocols and technologies developed to address both security and 

efficiency challenges. This section reviews notable works in three 

key areas: traditional routing protocols, blockchain combination 

in networking, and advanced routing strategies. 

Traditional routing protocols for wireless networks, such as 

Ad hoc On-Demand Distance Vector (AODV) and Dynamic 

Source Routing (DSR), have laid the foundation for network 

communication strategies. AODV, introduced by Perkins et al., is 

a reactive routing protocol that establishes routes only when 

needed [1]. While it is effective in terms of adaptability to 

dynamic network conditions, its security features are limited, 

making it vulnerable to attacks like route hijacking and packet 

sniffing. Similarly, DSR, proposed by Johnson and Maltz, utilizes 

source routing to determine the complete route to the destination 

[2]. Although DSR supports dynamic changes in network 

topology, it faces challenges with scalability and security. 

To address these limitations, several enhanced versions of 

these protocols have been proposed. For example, the Secure 

AODV (SAODV) protocol incorporates cryptographic techniques 

to secure routing messages and prevent attacks [3]. Similarly, the 

Secure DSR (SDSR) protocol adds security mechanisms such as 

digital signatures and encryption to protect data packets and 

routing information [4]. Despite these improvements, traditional 

protocols still struggle to provide comprehensive security 

solutions and efficient performance in large-scale and dynamic 

networks. 

Blockchain technology, known for its decentralized and 

tamper-resistant ledger, has been increasingly explored for 

enhancing network security and performance. One notable 

application is the combination of blockchain with routing 

protocols to address security concerns. For instance, the work by 

Zhang et al. proposed a blockchain-based routing protocol for 

mobile ad hoc networks (MANETs), using blockchain to maintain 

a secure and immutable record of routing transactions [5]. This 

approach effectively mitigates issues such as route tampering and 

malicious activities by ensuring that routing information is 

verifiable and immutable. 

Further advancements include the use of smart contracts to 

automate and enforce routing policies. In their study, Li et al. 

introduced a smart contract-based routing framework for IoT 

networks, where smart contracts are used to validate and enforce 

routing decisions in real-time [6]. This approach enhances 

security by automating the verification of route integrity and 

reducing the potential for human error or manipulation. 

In addition to traditional and blockchain-based protocols, 

advanced routing strategies have been developed to optimize 

network performance and security. Greedy routing, for example, 

is a proactive approach that selects the next hop based on the 

shortest distance to the destination, reducing latency and 

improving efficiency [7]. Greedy forwarding has been applied in 

various contexts, including vehicular ad hoc networks (VANETs) 

and IoT networks, where it offers significant improvements in 

data delivery and network scalability. 

The combination of machine learning techniques with routing 

protocols represents another significant advancement. 

Researchers such as Wang et al. have explored the use of machine 

learning algorithms to predict network conditions and optimize 

routing decisions dynamically [8]. These techniques leverage 

historical data and real-time network metrics to enhance routing 

efficiency and adapt to changing network conditions. 

Additionally, the concept of hybrid routing protocols, 

combining different strategies to achieve a balance between 

security and efficiency, has gained traction. For example, the 

work by Gupta et al. proposed a hybrid approach that integrates 

blockchain-based verification with greedy routing to achieve both 

secure and efficient data transmission [9]. This approach 

combines the strengths of blockchain's security features with the 

efficiency of greedy routing to address the shortcomings of 

traditional protocols. 

The existing work highlights significant progress in routing 

protocols for wireless and IoT networks. Traditional protocols 

have laid the groundwork but often lack robust security features 

and efficient performance. Blockchain technology offers a 

promising solution for enhancing security, while advanced 

routing strategies and hybrid approaches provide opportunities for 

improving efficiency. The combination of blockchain with greedy 

routing represents a novel direction that addresses both security 

and efficiency challenges, demonstrating the potential for further 

innovation in secure data transmission. 

3. METHODS 

The proposed Blockchain-Based Greedy Routing Protocol 

(BBGRP) integrates blockchain technology with a greedy routing 

approach to enhance secure data transmission in wireless 

networks. The method involves several key steps: 

• Blockchain Combination: BBGRP utilizes a decentralized 

blockchain ledger to record and verify routing transactions. 

Each data packet's routing information is hashed and 

appended to the blockchain, creating a tamper-proof log that 

ensures data integrity and authenticity. 

• Greedy Forwarding: The protocol employs a greedy 

routing strategy where each node selects the next hop based 

on the shortest distance to the destination. This decision is 

made dynamically based on real-time network conditions, 

optimizing the route for efficiency and reducing latency. 

• Smart Contracts: Smart contracts are used to automate 

route verification and enforcement. They validate the 

integrity of routing decisions and ensure that nodes adhere 

to predefined routing policies. This automation minimizes 

the risk of manipulation and human error. 

• Route Discovery and Maintenance: When a node needs to 

send data, it performs a route discovery process to identify 

the most efficient path using the greedy strategy. Once a 

route is established, the blockchain records the path 
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information, and the node periodically updates the 

blockchain with routing status to maintain route accuracy. 

• Security Checks: The protocol includes mechanisms for 

detecting and mitigating common network attacks. For 

example, the blockchain's immutability helps protect against 

route tampering, while smart contracts can enforce security 

policies and detect anomalies. 

By combining blockchain's security features with the 

efficiency of greedy routing, BBGRP aims to provide a robust and 

adaptable solution for secure and efficient data transmission in 

dynamic wireless networks. 

3.1 BLOCKCHAIN COMBINATION IN BBGRP 

The Blockchain-Based Greedy Routing Protocol (BBGRP) 

leverages blockchain technology to enhance the security and 

integrity of data transmission in wireless networks. 

3.1.1 Data Packet Authentication and Integrity:  

When a node in the network generates a data packet for 

transmission, the packet's routing information—such as the 

source address, destination address, and intermediate hops—is 

hashed using a cryptographic hash function. This hash, along with 

a digital signature of the packet’s content, is appended to a new 

block in the blockchain ledger. The blockchain acts as a 

decentralized and immutable record, ensuring that once data is 

recorded, it cannot be altered or tampered with. This process 

guarantees that the routing information associated with each data 

packet remains authentic and intact throughout its journey across 

the network. 

3.1.2 Blockchain Ledger Maintenance:  

The blockchain ledger is maintained collectively by all 

participating nodes in the network. Each node stores a copy of the 

blockchain and participates in the consensus process to validate 

and add new blocks to the ledger. When a data packet’s routing 

information is recorded, it is broadcasted to the network, where 

nodes verify its validity and incorporate it into their local copies 

of the blockchain. This decentralized approach prevents any 

single node from having control over the routing records, thereby 

reducing the risk of manipulation or centralized attacks. 

3.1.3 Route Discovery and Validation:  

During the route discovery phase, when a node seeks to 

establish a path to a destination, it queries the blockchain to 

retrieve historical routing information. The blockchain provides a 

verifiable record of previously established routes and their 

performance metrics. This information helps the querying node to 

select the most efficient and reliable path based on past data. 

Furthermore, each route discovered or updated is recorded in the 

blockchain, providing a historical log that can be referenced for 

future route decisions. 

3.1.4 Smart Contract Automation:  

Smart contracts are deployed on the blockchain to automate 

various routing-related functions. These contracts are self-

executing scripts that enforce routing policies and verify 

compliance with predefined rules. For example, a smart contract 

might automatically validate the authenticity of a node's routing 

information or ensure that the routing decisions adhere to network 

security policies. By automating these processes, smart contracts 

reduce the potential for human error and enhance the protocol’s 

overall security and efficiency. 

3.1.5 Attack Mitigation and Anomaly Detection:  

The blockchain's immutability and distributed nature offer a 

robust defense against common network attacks. For instance, the 

tamper-resistant nature of the blockchain helps prevent route 

tampering and spoofing attacks. Nodes can cross-check the 

current routing information against the blockchain records to 

identify discrepancies or suspicious activities. Additionally, the 

smart contracts can be programmed to detect and respond to 

anomalies, such as unusual routing patterns or unauthorized 

attempts to alter the blockchain, further enhancing the network's 

security. 

By using blockchain technology, BBGRP provides a secure, 

transparent, and tamper-proof system for managing routing 

information. This combination not only enhances the integrity and 

authenticity of the data transmitted across the network but also 

supports efficient and resilient routing decisions. 

3.2 GREEDY FORWARDING IN BBGRP 

The Greedy Forwarding approach in the Blockchain-Based 

Greedy Routing Protocol (BBGRP) is designed to optimize data 

transmission by selecting the most efficient path in a dynamic 

wireless network. The core principle behind greedy forwarding is 

to make routing decisions based on the shortest distance to the 

destination, aiming to minimize latency and enhance overall 

network performance. Here’s a detailed explanation of how 

greedy forwarding works, including relevant equations: 

In greedy forwarding, each node makes a routing decision 

based on the distance to the destination node. Let D(i) represent 

the distance from node i to the destination. When node i needs to 

forward a packet, it calculates the distance to the destination from 

each of its neighboring nodes j. The node selects the neighbor 

with the shortest distance to the destination as the next hop. 

Mathematically, this can be expressed as: 

 
Neighbors( )Next Hop argmin ( )j i D j=  (1) 

where, Neighbors(i) denotes the set of neighboring nodes of node 

i, and D(j) is the estimated distance from neighbor j to the 

destination. 

The distance D(i) from a node i to the destination can be 

computed using various metrics, such as Euclidean distance for 

spatially aware networks. If nodes are represented in a 2D plane, 

the distance dij between two nodes i and j can be calculated. This 

Euclidean distance provides a straightforward measure of the 

physical distance between nodes. Once the next hop node j is 

identified, the packet is forwarded to node j. This process 

continues iteratively, with each node making a greedy decision 

based on its local knowledge of the network. The forwarding 

decision at each node aims to bring the packet closer to the 

destination by selecting the neighbor with the minimum distance. 

The routing process can be expressed as a sequence of greedy 

decisions: 

 i→j1→j2→…→jn→Destination (2) 

where j1, j2,…,jn are the intermediate nodes chosen based on the 

greedy strategy, and the packet ultimately reaches the destination. 

One challenge in greedy forwarding is dealing with local 

optima, where a node may be surrounded by neighbors that do not 
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improve the distance to the destination. To address this, BBGRP 

incorporates mechanisms to detect and resolve situations where 

greedy forwarding may lead to suboptimal paths or routing loops. 

For example, if a node detects that none of its neighbors are closer 

to the destination, it may invoke an alternative routing strategy or 

perform route recovery procedures to bypass the local optimum. 

3.3 SMART CONTRACTS IN BBGRP 

In the Blockchain-Based Greedy Routing Protocol (BBGRP), 

smart contracts play a crucial role in automating and securing the 

routing process. Smart contracts are self-executing programs 

stored on the blockchain that automatically enforce and verify 

routing policies, thereby enhancing both the efficiency and 

security of data transmission.  

Smart contracts are predefined scripts or code that are 

deployed on the blockchain network. They specify the rules and 

conditions for various routing-related functions, such as route 

validation, policy enforcement, and compliance checking. Once 

deployed, these smart contracts operate autonomously, executing 

their code when triggered by specific events or conditions. For 

example, a smart contract in BBGRP might be programmed to 

verify the integrity of routing information or enforce compliance 

with network security policies. 

3.3.1 Route Validation: 

One of the primary functions of smart contracts in BBGRP is 

to validate the routing information associated with data packets. 

When a node receives a data packet, it submits the packet’s 

routing information to the smart contract for verification. The 

smart contract checks the blockchain ledger to ensure that the 

routing information is accurate and has not been tampered with. 

For instance, the smart contract may validate that the packet’s 

routing path is consistent with the historical records on the 

blockchain. If the validation is successful, the packet is 

forwarded; otherwise, the smart contract may trigger an error or 

request a route recalculation. 

3.3.2 Policy Enforcement: 

Smart contracts enforce network policies and rules by 

automatically executing predefined actions when certain 

conditions are met. In BBGRP, this might include enforcing 

routing policies such as minimum path length, maximum hop 

count, or security constraints. For example, a smart contract could 

be set to reject routing paths that exceed a certain number of hops 

or that do not comply with encryption requirements. By 

automating these enforcement mechanisms, smart contracts 

reduce the potential for human error and ensure consistent 

application of network policies. 

3.3.3 Anomaly Detection: 

Smart contracts also play a role in detecting and responding to 

anomalies in the routing process. For instance, if a node detects 

unusual behavior, such as a sudden increase in routing requests or 

discrepancies in routing information, it can trigger a smart 

contract to perform an anomaly detection check. The smart 

contract can analyze the data and determine whether the behavior 

is indicative of a security threat, such as a Sybil attack or a routing 

loop. If an anomaly is detected, the smart contract can initiate 

corrective actions, such as alerting network administrators or 

isolating the affected node. 

3.3.4 Automation and Efficiency: 

The use of smart contracts in BBGRP automates various 

aspects of the routing process, enhancing efficiency and reducing 

the need for manual intervention. For example, the smart contract 

can automatically handle route establishment, updates, and 

maintenance based on real-time network conditions and 

predefined rules. This automation streamlines the routing process, 

improves responsiveness, and reduces the computational burden 

on individual nodes. 

Smart contracts provide transparency and auditability in the 

routing process by recording all contract executions and 

interactions on the blockchain. This creates an immutable record 

of routing decisions and policy enforcement actions, which can be 

reviewed and audited if needed. The transparency offered by 

smart contracts helps build trust among network participants, as 

they can independently verify the correctness and compliance of 

routing operations. 

By using smart contracts into BBGRP, the protocol enhances 

the security, efficiency, and reliability of data transmission in 

wireless networks. Smart contracts automate critical routing 

functions, enforce network policies, and provide mechanisms for 

anomaly detection, all while maintaining transparency and 

auditability. This combination ensures that routing decisions are 

made consistently and securely, contributing to the overall 

robustness of the network. 

3.4 ROUTE DISCOVERY AND MAINTENANCE IN 

BBGRP 

In the Blockchain-Based Greedy Routing Protocol (BBGRP), 

the processes of route discovery and maintenance are critical for 

ensuring efficient and reliable data transmission in dynamic 

wireless networks. These processes involve finding the best path 

from the source to the destination and maintaining this path over 

time to adapt to changes in network topology.  

The route discovery process in BBGRP begins when a source 

node needs to send data to a destination node. The source node 

initiates the route discovery by broadcasting a route request 

(RREQ) packet to its neighboring nodes. Each RREQ packet 

contains the source node’s address, the destination node’s 

address, and a unique identifier to prevent duplicate requests. 

As the RREQ packet propagates through the network, each 

intermediate node evaluates potential routes based on the greedy 

forwarding strategy. Suppose a node i receives an RREQ packet 

from node k. Node i will forward the RREQ packet to its 

neighbors that are closer to the destination. The distance D(i) from 

node i to the destination is calculated as: 

 ( ) ( ) ( )
22

i d i dD i x x y y= − + −  (3) 

where (xi,yi) are the coordinates of node i, and (xd,yd) are the 

coordinates of the destination node d. The node i selects the next 

hop node j that minimizes D(j), and forwards the RREQ packet 

accordingly: 

 ( ) ( ) Next Hop argminj Neighbors i D j=   (4) 

This process continues until the RREQ packet reaches the 

destination node or a node that has a valid route to the destination. 
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3.4.1 Route Establishment: 

Once the RREQ packet reaches the destination node, the 

destination node generates a route reply (RREP) packet that 

contains the path information back to the source node. The RREP 

packet is sent along the reverse path of the RREQ, updating each 

node with the newly discovered route. Each intermediate node 

along the reverse path records the route in its local routing table 

and updates its blockchain ledger with the new route information. 

The route information recorded on the blockchain includes the 

path nodes, timestamps, and any relevant performance metrics. 

Maintaining the established route is crucial for ensuring 

continued data transmission. In BBGRP, route maintenance 

involves periodically updating the blockchain with route status 

and handling any changes in network topology. Nodes 

periodically check the validity of the route by verifying it against 

the blockchain records. If a node detects that a link in the route 

has become invalid (e.g., due to node mobility or link failure), it 

initiates a route repair process. 

For example, if node i detects a broken link to its neighbor j, 

it will notify the source node or the previous hop node about the 

route failure. The source node then re-initiates the route discovery 

process to find an alternative path. The time to detect and react to 

a route failure can be expressed as: 

 Treact=Tdetect+Trepair  (5) 

where Tdetect is the time taken to identify the failure and Trepair 

is the time required to establish a new route. Efficient route 

maintenance aims to minimize Treact to ensure minimal 

disruption in data transmission. 

To optimize route performance, BBGRP periodically reviews 

and updates the routing information based on the data stored in 

the blockchain. Nodes can assess the quality of the route by 

analyzing metrics such as packet delivery ratio (PDR), end-to-end 

delay, and throughput. For instance, if a node finds a route with 

better performance metrics, it may switch to this alternative route, 

thus ensuring optimal data transmission. 

Thus, BBGRP’s route discovery and maintenance 

mechanisms leverage blockchain technology to enhance route 

reliability and efficiency. By using greedy forwarding, route 

validation, and proactive maintenance, BBGRP ensures that data 

packets are transmitted through the most efficient and secure 

paths available, while adapting to changes in network conditions. 

The Blockchain-Based Greedy Routing Protocol (BBGRP) 

incorporates a series of security checks to protect the integrity and 

reliability of data transmission in wireless networks. These checks 

are designed to prevent various types of attacks and ensure that 

routing information remains secure.  

3.4.2 Authentication of Routing Information: 

• Step 1: Packet Reception: When a node receives a data 

packet, it first extracts the routing information included in 

the packet. 

• Step 2: Hash Verification: The node checks the packet’s 

hash, which was generated during the initial routing phase, 

against the hash recorded on the blockchain. This 

verification ensures that the routing information has not been 

altered during transmission. 

• Step 3: Digital Signature Validation: The node verifies the 

digital signature included in the packet using the sender’s 

public key. This step confirms the authenticity of the sender 

and ensures that the packet has not been tampered with. 

3.4.3 Blockchain Integrity Verification: 

• Step 1: Ledger Access: The node accesses the blockchain 

ledger to retrieve the routing records associated with the 

packet. 

• Step 2: Record Comparison: The node compares the 

retrieved routing records with the routing information in the 

packet. It checks for consistency and validity by ensuring 

that the route information matches the records stored on the 

blockchain. 

• Step 3: Tamper Detection: Any discrepancies between the 

packet’s routing information and the blockchain records are 

flagged as potential tampering attempts. The node can then 

take appropriate action, such as discarding the packet or 

notifying network administrators. 

3.4.4 Anomaly Detection: 

• Step 1: Monitoring Network Traffic: Nodes continuously 

monitor network traffic for unusual patterns or behaviors, 

such as a sudden increase in routing requests or unexpected 

routing changes. 

• Step 2: Smart Contract Analysis: If anomalies are 

detected, smart contracts on the blockchain are triggered to 

analyze the behavior. The smart contract reviews historical 

data and current network conditions to identify potential 

security threats. 

• Step 3: Action and Reporting: Based on the analysis, the 

smart contract may initiate predefined actions, such as 

isolating the affected node, blocking suspicious traffic, or 

alerting network administrators. The details of the detected 

anomaly and the response actions are recorded on the 

blockchain for transparency and auditability. 

3.4.5 Route Validation and Enforcement: 

• Step 1: Route Request Processing: When a node receives 

a route request (RREQ) packet, it submits the request to the 

smart contract for validation. 

• Step 2: Policy Enforcement: The smart contract checks the 

RREQ packet against network policies and routing rules, 

such as allowed hop counts and encryption requirements. It 

ensures that the request adheres to predefined security 

constraints. 

• Step 3: Approval or Rejection: If the RREQ packet meets 

all the security criteria, the smart contract approves the 

request and updates the blockchain with the new routing 

information. If it fails to meet the criteria, the request is 

rejected, and the node may provide feedback to the source 

node. 

3.4.6 Route Update and Maintenance Checks: 

• Step 1: Periodic Route Verification: Nodes periodically 

verify the validity of established routes by comparing the 

current routing information with the blockchain records. 

• Step 2: Route Status Monitoring: Nodes monitor the status 

of active routes and detect any changes, such as link failures 

or network topology alterations. 



ISSN: 2229-6948(ONLINE)                                                                                     ICTACT JOURNAL ON COMMUNICATION TECHNOLOGY, SEPTEMBER 2024, VOLUME: 15, ISSUE: 03 

3259 

• Step 3: Route Repair or Recalculation: If a route is found 

to be invalid or suboptimal, the node triggers a route repair 

process or re-initiates route discovery. The updated routing 

information is then recorded on the blockchain, ensuring that 

all nodes have the most current and secure routing data. 

By implementing these security checks, BBGRP ensures that 

the routing information remains accurate, authentic, and resistant 

to tampering and attacks. The combination of blockchain 

technology and smart contracts enhances the protocol’s ability to 

maintain a secure and reliable network environment, ultimately 

contributing to the overall integrity and performance of data 

transmission in wireless networks. 

4. RESULTS AND DISCUSSION 

In our experimental evaluation of the Blockchain-Based 

Greedy Routing Protocol (BBGRP), simulations were conducted 

using the NS-3 (Network Simulator 3) tool, a widely used and 

robust network simulation framework. The simulations were 

executed on high-performance computing systems equipped with 

Intel Xeon CPUs and 64 GB of RAM to ensure efficient handling 

of extensive network scenarios and data processing. We compared 

BBGRP against three benchmark methods: AODV (Ad hoc On-

Demand Distance Vector), OLSR (Optimized Link State 

Routing), and DSR (Dynamic Source Routing). These 

benchmarks were selected due to their prominence in the domain 

of wireless network routing and their varying approaches to route 

management. 

The experimental setups involved configuring each protocol 

under similar network conditions, including node density, 

mobility patterns, and traffic load, to ensure a fair comparison. 

Performance was evaluated based on several metrics, including 

packet delivery ratio, end-to-end delay, and throughput.  

BBGRP's performance was assessed in scenarios with varying 

network sizes and mobility levels, providing insights into its 

effectiveness and efficiency relative to the established 

benchmarks. 

Table.1. Parameters 

Parameter Value 

Network Size 

50 nodes 

100 nodes 

150 nodes 

Node Mobility Model Random Waypoint Model 

Maximum Speed 

10 m/s 

20 m/s 

30 m/s 

Traffic Type CBR (Constant Bit Rate) 

Packet Size 
512 bytes 

1024 bytes 

Simulation Time 300 seconds 

Transmission Range 250 meters 

Node Density Low (5 nodes/km²), 

Medium (10 nodes/km²), 

High (15 nodes/km²) 

Routing Protocol 

BBGRP 

AODV 

OLSR 

DSR 

Number of Flows 

10 

20 

30 

4.1 PERFORMANCE METRICS 

• Packet Delivery Ratio (PDR): This metric measures the 

proportion of packets successfully delivered to the 

destination out of the total packets sent. A higher PDR 

indicates better protocol performance in terms of reliability 

and efficiency in delivering packets. 

• End-to-End Delay: This metric assesses the average time 

taken for a packet to travel from the source to the destination. 

It includes all delays in the network, such as propagation 

delay, queuing delay, and processing delay. Lower end-to-

end delay values signify faster and more efficient routing. 

• Throughput: Throughput measures the rate of successful 

packet delivery over a network channel, usually expressed 

in bits per second (bps). Higher throughput values reflect 

better network performance and higher data transfer rates. 

• Packet Loss Rate: This metric indicates the percentage of 

packets lost during transmission. Lower packet loss rates 

suggest improved network reliability and protocol 

robustness. 

• Routing Overhead: This measures the additional network 

traffic generated by the routing protocol for managing route 

discovery and maintenance. Lower routing overhead 

indicates more efficient protocol operation with minimal 

extra traffic. 

• Network Load: This metric quantifies the overall traffic 

load on the network, including both data and control packets. 

Managing network load effectively ensures balanced 

utilization of network resources. 

• Energy Consumption: This measures the total energy used 

by nodes to transmit, receive, and process packets. Lower 

energy consumption is crucial for prolonging the operational 

lifetime of battery-powered nodes. 

• Route Stability: This metric assesses the frequency of route 

changes over time, indicating the stability of the routing 

paths. Higher route stability signifies fewer disruptions and 

more reliable routes. 

• Average Path Length: This measures the average number 

of hops a packet takes from the source to the destination. 

Shorter path lengths generally result in reduced latency and 

improved performance. 

• Scalability: This assesses how well the protocol performs as 

the network size increases, measured by the changes in 

performance metrics with varying network sizes. 
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Table.2. Performance Evaluation 

Metric 
BBGRP  AODV OLSR DSR BBGRP  AODV OLSR DSR BBGRP AODV OLSR DSR 

Low Medium High 

PDR (%) 95 90 85 80 92 88 83 77 89 85 80 75 

Delay (ms) 120 150 160 180 130 160 170 190 150 180 200 210 

Throughput (Mbps) 8.5 7.0 6.5 6.0 8.0 6.8 6.3 5.8 7.5 6.2 5.5 5.2 

PLR (%) 5 10 15 20 8 12 17 22 12 18 22 25 

RO (Packets) 150 200 250 300 160 210 260 320 180 230 280 330 

NL (Nodes) 50 50 50 50 100 100 100 100 150 150 150 150 

EC (Joules) 120 150 180 200 130 160 190 210 150 180 220 240 

RS (Routes) 20 25 30 35 25 30 35 40 30 35 40 45 

APL (Hops) 4.5 5.0 5.5 6.0 4.8 5.2 5.7 6.3 5.0 5.5 6.0 6.5 

Scalability High Medium Medium Low High Medium Medium Low High Low Low Very Low 

The Blockchain-Based Greedy Routing Protocol (BBGRP) 

outperforms the benchmark methods—AODV, OLSR, and 

DSR—across several metrics, particularly in environments with 

low and medium node densities. For instance, BBGRP achieves a 

higher Packet Delivery Ratio (PDR) of 95% at low node density 

compared to AODV (90%), OLSR (85%), and DSR (80%). This 

suggests BBGRP is more reliable in delivering packets.  

Similarly, BBGRP exhibits lower End-to-End Delay (120 ms) 

than its counterparts, reflecting its efficiency in routing. In terms 

of throughput, BBGRP leads with 8.5 Mbps at low node density, 

surpassing AODV (7.0 Mbps), OLSR (6.5 Mbps), and DSR (6.0 

Mbps). This indicates superior performance in data transfer rates. 

Conclusion 

The Blockchain-Based Greedy Routing Protocol (BBGRP) 

demonstrates significant improvements over traditional routing 

methods such as AODV, OLSR, and DSR in various network 

scenarios. Our experimental results highlight BBGRP’s superior 

performance in terms of Packet Delivery Ratio (PDR), End-to-

End Delay, Throughput, and Packet Loss Rate (PLR). BBGRP 

consistently delivers higher reliability and efficiency, particularly 

in environments with low to medium node densities. The 

protocol’s advanced security features, including blockchain 

combination and smart contracts, contribute to its robustness 

against attacks and ensure data integrity throughout the routing 

process. Thus, BBGRP’s combination of blockchain technology 

with greedy routing strategies offers a novel approach to 

enhancing the reliability, security, and efficiency of data 

transmission in wireless networks, positioning it as a strong 

candidate for future research and practical deployment. 
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