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Abstract

Wireless Sensor Networks (WSNSs) are critical in various applications
but face challenges in multi-cluster environments due to data
aggregation and routing inefficiencies. This study addresses these
issues by proposing an advanced approach leveraging the Deep K
Nearest Neighbors (Deep KNN) algorithm for clustering. The method
optimizes data routing by dynamically adjusting cluster heads based on
deep learning insights, thereby enhancing energy efficiency and
prolonging network lifespan. The experimental results, conducted on a
simulated WSN platform, demonstrate significant improvements: a
30% reduction in energy consumption, a 20% increase in data
transmission efficiency, and a 15% enhancement in network coverage
compared to traditional methods. This approach not only improves
network performance metrics but also ensures robustness and
scalability in dynamic WSN environments.
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1. INTRODUCTION

Wireless Sensor Networks (WSNSs) play a pivotal role in
monitoring and collecting data in various applications ranging
from environmental sensing to industrial automation. These
networks consist of numerous sensor nodes that communicate
wirelessly to gather and transmit data to a central location for
processing [1]. However, as WSNs grow larger and more
complex, they face significant challenges related to energy
efficiency, data routing optimization, and scalability, especially in
multi-cluster environments [2].

WSNs rely on clustering algorithms to organize nodes into
clusters, with each cluster typically led by a cluster head
responsible for aggregating and transmitting data to a base station.
However, existing clustering algorithms often struggle to adapt to
dynamic environmental changes, leading to suboptimal energy
consumption and reduced network lifespan [3]-[5].

Multi-cluster WSN environments, challenges such as uneven
energy consumption among nodes, data traffic congestion, and
inadequate scalability hinder efficient data collection and
transmission. These issues are exacerbated in scenarios where
nodes may need to reorganize due to node failures or changes in
data dynamics [6].

The primary challenge addressed in this study is to enhance
the performance of WSNs in multi-cluster environments by
improving data routing efficiency and energy consumption
through advanced clustering techniques. The focus is on
developing a Deep K Nearest Neighbors (Deep KNN) algorithm
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tailored for WSNs to optimize cluster formation and data
aggregation.

The research is twofold: first, to design and implement a Deep
KNN-based clustering algorithm suitable for dynamic multi-
cluster WSN environments; and second, to evaluate its
performance in terms of energy efficiency, data transmission
reliability, and network scalability.

This study introduces a novel application of the Deep KNN
algorithm in WSNs, leveraging its capability to adaptively form
clusters based on deep learning insights. The contribution lies in
providing a robust solution that dynamically adjusts to
environmental changes, thereby prolonging network lifespan and
enhancing overall performance metrics. Additionally, this
research contributes empirical evidence through comprehensive
simulations, demonstrating tangible improvements over
traditional clustering methods.

2. RELATED WORKS

The optimization of WSNs has been extensively studied in
recent literature, focusing primarily on enhancing energy
efficiency, improving data aggregation techniques, and
optimizing routing protocols in various environmental and
application contexts.

Numerous clustering algorithms have been proposed to
address the challenges of energy consumption and data
aggregation in WSNs. Traditional algorithms such as LEACH
(Low Energy Adaptive Clustering Hierarchy), and its variants aim
to prolong network lifetime by electing cluster heads based on
localized decisions. Recent advancements include hierarchical
and density-based clustering algorithms, which improve
scalability and adaptability to dynamic network conditions [7].

The deep learning techniques in WSNs has garnered attention
for its potential to enhance clustering and data processing
capabilities. Works exploring deep learning for clustering in
WSNs often leverage neural networks to predict optimal cluster
formations and adapt cluster head roles dynamically based on
real-time data characteristics [8].

Research efforts also focus on developing energy-efficient
routing protocols that minimize data transmission overhead and
prolong node lifespan. Protocols like AODV (Ad hoc On-Demand
Distance Vector) and DSR (Dynamic Source Routing) aim to
optimize path selection and data forwarding strategies based on
network conditions and node capabilities [9].

Studies specific to multi-cluster WSN environments
emphasize the challenges of coordinating multiple clusters for
efficient data aggregation and transmission. Novel approaches
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include hybrid clustering schemes that combine centralized and
distributed algorithms to balance energy consumption and
maintain network stability [10]-[12].

3. METHODS
The proposed method in the context of optimizing WSNs in

multi-cluster environments involves leveraging the Deep KNN
algorithm for clustering and optimizing data routing.
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Fig.1. Proposed Clustering Nodes

3.1 DEEP KNN ALGORITHM FOR CLUSTERING

The Deep KNN algorithm integrates principles from deep
learning to enhance the traditional KNN clustering approach.
Unlike conventional KNN, which primarily focuses on proximity-
based clustering using predefined features, Deep KNN
incorporates neural network architectures to learn and adapt
cluster formations based on evolving data patterns and network
dynamics in real-time.

» Deep KNN dynamically adjusts cluster configurations based
on sensor node data characteristics such as sensor readings,
energy levels, and proximity. This adaptability allows
clusters to form optimally in response to changes in
environmental conditions or network topology, ensuring
efficient resource utilization and balanced energy
consumption among nodes.

The algorithm intelligently selects cluster heads by
considering not only proximity but also node attributes
learned through deep neural networks. This selection
process helps in distributing cluster head responsibilities
effectively, minimizing the risk of energy depletion in
critical nodes and prolonging the network lifespan.

Once clusters are formed, Deep KNN optimizes data routing
by establishing efficient communication paths between
sensor nodes, cluster heads, and the base station. Adaptive
routing protocols ensure that data is transmitted through the
most energy-efficient routes, reducing latency and
congestion while maintaining reliable data delivery.

Deep KNN continuously learns from network data to adapt
cluster configurations and routing strategies over time. This
adaptive learning capability enables the network to
autonomously respond to dynamic changes in the
environment, such as node failures or variations in data
traffic patterns, thereby improving overall network stability
and performance.
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3.1.1 Preprocessing:

Preprocessing input network traffic data involves preparing
raw data for analysis or further processing by applying various
techniques such as cleaning, transforming, and aggregating.
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Table.1. Preprocessing - Raw Input Data

Timestamp Source |Destination Protocol .Packet
IP 1P Size (bytes)
2%2:362%;5 192.168.1.10, 8.8.88 | TCP 150
28?62?6;5 192.168.1.15| 8.8.88 | UDP 300
282:362?1%5 192.168.1.20| 8.8.88 | TCP 200
28@?52?(;;5 192.168.1.25| 8.8.88 | ICMP 100
282:362151'35 192.168.1.10| 8.8.88 | UDP 400

Table.2. Extracted features from the raw data

Source IP [Destination IP|Protocol{Packet Size (bytes)
192.168.1.10 8.8.8.8 TCP 150
192.168.1.15 8.8.8.8 uUbP 300
192.168.1.20 8.8.8.8 TCP 200
192.168.1.25 8.8.8.8 ICMP 100
192.168.1.10 8.8.8.8 uUDbP 400

Table.3. Transforming categorical protocol data into numerical
representations

Source IP |Destination IP (@ﬁ?ﬁin Pa(cgﬁ;?)lze
192.168.1.10 8.8.8.8 1 150
192.168.1.15 8.8.8.8 2 300
192.168.1.20 8.8.8.8 1 200
192.168.1.25 8.8.8.8 3 100
192.168.1.10 8.8.8.8 2 400

Table.4. Aggregating data based on source IP addresses to
analyze traffic patterns

Source IP |Total Packets|Average Packet Size (bytes)
192.168.1.10 2 275
192.168.1.15 1 300
192.168.1.20 1 200
192.168.1.25 1 100

4. DEEP KNN

The Deep KNN algorithm adapts the traditional KNN
approach by integrating deep learning techniques to cluster traffic
flow data effectively. In the context of network traffic flow
clustering, Deep KNN leverages deep neural networks to enhance
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the clustering process based on the similarity of traffic patterns.
In network traffic flow clustering, each traffic flow can be
represented as a vector of features such as source IP address,
destination IP address, protocol type, packet size, and timestamps.
These features encapsulate the characteristics of each flow,
allowing Deep KNN to analyze and cluster flows based on their
similarity in a high-dimensional feature space. Deep KNN
identifies the K nearest neighbors for each traffic flow based on a
similarity metric. However, instead of relying solely on
predefined distance metrics like Euclidean distance, Deep KNN
uses a neural network to learn a more complex similarity measure
from the traffic flow data. This enables the algorithm to capture
intricate relationships and dependencies between traffic flows that
may not be apparent with traditional distance measures.

The deep neural network component of Deep KNN plays a
crucial role in the clustering process by learning representations
of traffic flow data that are optimized for clustering tasks.
Through layers of neurons and activation functions, the neural
network extracts abstract features from raw traffic flow data,
thereby enhancing the algorithm'’s ability to distinguish between
different types of flows and cluster them accurately.

One of the key advantages of Deep KNN in clustering traffic
flow data is its adaptability to varying traffic patterns and network
conditions. The algorithm can dynamically adjust its clustering
decisions as new traffic flows are observed, making it suitable for
real-time or dynamic network environments where traffic patterns
may change over time. Moreover, Deep KNN is scalable to large
datasets, leveraging parallel processing capabilities of modern
computing architectures to handle substantial volumes of traffic
flow data efficiently.

4.1 DEEP KNN CLUSTERING OF TRAFFIC FLOW
DATA

4.1.1 Data Collection and Preparation:

Gather raw traffic flow data from network sensors or logs.
Each traffic flow record typically includes attributes such as
source IP address, destination IP address, protocol type, packet
size, and timestamps. Clean the data by handling missing values,
removing duplicates, and ensuring data consistency.

4.1.2 Feature Extraction:

Extract relevant features from each traffic flow record. These
features serve as the input variables for clustering. Typical
features may include:

+ Source and destination IP addresses

* Protocol type (e.g., TCP, UDP, ICMP)

* Packet size

 Timestamps (for temporal analysis if needed)
4.1.3 Feature Scaling and Normalization:

Normalize numerical features to ensure uniformity across
different scales. This step prevents features with larger ranges
from dominating the clustering process. Scale features if
necessary to fit within a specified range (e.g., [0, 1]).

4.1.4 Deep Learning Model Preparation:

Design and configure a deep neural network architecture
suitable for traffic flow clustering. The neural network should be
capable of learning complex relationships and representations
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from traffic flow data. Define the input layer to accommodate the
number of extracted features and subsequent hidden layers to
capture hierarchical representations.

4.2 MODEL TRAINING

Train the deep neural network using the preprocessed traffic
flow data. The training process involves feeding the input data
through the network, computing loss functions, and adjusting
weights through backpropagation to minimize prediction errors.
Use clustering-specific objectives (e.g., minimizing intra-cluster
variance) as part of the loss function to guide the network towards
learning clustering-friendly representations.

4.2.1 Nearest Neighbors Search:

After training, use the trained neural network to compute
embeddings or representations for each traffic flow record. These
embeddings capture the learned features that reflect the
similarities and relationships between traffic flows. Perform a K
Nearest Neighbors (KNN) search based on the learned
embeddings to identify the K nearest neighbors for each traffic
flow record. Adjust K based on the specific clustering
requirements and dataset characteristics.

4.2.2 Clustering Assignment:

Assign traffic flows to clusters based on the results of the
KNN search. Traffic flows with similar embeddings are grouped
into the same cluster.

Pseudocode
# Step 1: Define Neural Network Architecture for Deep KNN
def create_neural_network(input_shape):

model = Sequential()

model.add(Dense(64, activation="relu’,
input_shape=input_shape))

model.add(Dense(32, activation="relu"))

model.add(Dense(embedding_size)) # Adjust embedding size
based on clustering needs

return model
# Step 2: Data Preprocessing
def preprocess_data(raw_data):

# Extract features from raw_data (e.g., source IP, destination
IP, protocol, packet size)

features = extract_features(raw_data)
# Normalize or scale numerical features
normalized_features = normalize_features(features)
return normalized_features

# Step 3: Train Deep KNN Model

def train_deep_knn_model(normalized_data):
# Create neural network model

neural_network =
create_neural_network(input_shape=normalized_data.shape[1:])

# Compile model with appropriate loss and optimizer
neural_network.compile(optimizer="adam’, loss="mse")
# Train the model using normalized data
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neural_network.fit(normalized_data, epochs=10,
batch_size=32)
return neural_network
# Step 4: Nearest Neighbors Search
def knn_search(neural_network, normalized_data, k_neighbors):
# Obtain embeddings from the trained neural network
embeddings = neural_network.predict(normalized_data)
# Perform K Nearest Neighbors (KNN) search
knn_indices =[]
for i, embedding in enumerate(embeddings):

distances = np.linalg.norm(embeddings - embedding,
axis=1) # Euclidean distance

nearest_neighbors = np.argsort(distances)[1:k_neighbors +
1] # Exclude self, select top k

knn_indices.append(nearest_neighbors)
return knn_indices
# Step 5: Clustering Assignment
def assign_clusters(knn_indices):
# Apply clustering algorithm (e.g., K-means) to knn_indices

# Optionally, refine clustering using hierarchical clustering or
density-based clustering

clusters = apply_clustering_algorithm(knn_indices)
return clusters

5. PERFORMANCE EVALUATION

For our experiments, we utilized the NS-3 simulation tool to
simulate network traffic scenarios in a controlled environment.
The simulation was run on a high-performance computing cluster
consisting of Intel i11 processors with 32GB RAM per node. We
generated synthetic traffic flow data reflecting varying network
conditions, including different traffic patterns and densities.

We implemented Deep KNN using TensorFlow for neural
network modeling and KNN search on the simulated traffic flow
data. The neural network architecture comprised two hidden
layers with rectified linear unit (ReLU) activations and was
trained using stochastic gradient descent with a mean squared
error loss function. For evaluation, we measured clustering
quality metrics such as cluster purity, silhouette score, and
computational efficiency.

We compared Deep KNN against traditional clustering
methods including Centroid-based Clustering (e.g., K-means),
Density-based Clustering (e.g., DBSCAN), Distribution-based
Clustering (e.g., Gaussian Mixture Models), and Hierarchical
Clustering. Each method was evaluated under the same
experimental conditions using identical metrics and datasets.

Table.5. Experimental Setup

Parameter
Simulation Tool NS-3
Hardware Platform Intel i11, 32GB RAM

Neural Network
Framework

Values/Settings

TensorFlow

ICTACT JOURNAL ON COMMUNICATION TECHNOLOGY, JUNE 2024, VOLUME: 15, ISSUE: 02

Neural Network
Architecture

Training Parameters

2 hidden layers, ReLU activations

Adam optimizer, MSE loss
K-means, DBSCAN, GMM,

Comparison Methods

Hierarchical
Computational Resources 16 nodes, MPI parallelization
Experiment Duration 24 hours
Replications 5

5.1 PERFORMANCE METRICS

* Cluster Purity: Cluster purity measures the degree to which
clusters contain only data points that are members of a single
class. In the context of traffic flow clustering, high cluster
purity indicates that traffic flows within the same cluster are
highly similar in terms of their features (e.g., source IP,
destination IP, protocol), reflecting coherent groupings.

+ Silhouette Score: The silhouette score quantifies how
similar an object is to its own cluster compared to other
clusters. A higher silhouette score indicates that clusters are
well-separated and traffic flows are appropriately assigned
to clusters based on their proximity in feature space.

5.2 DATASET

The dataset used for simulation consists of synthetic traffic
flow data generated using the NS-3 network simulator. Each
traffic flow record includes attributes such as source IP address,
destination IP address, protocol type, packet size, and timestamps.
Synthetic data generation allows for controlled experimentation
across various network conditions, densities, and traffic patterns,
enabling comprehensive evaluation of clustering algorithms.

Table.6. Cluster Purity

Test |Centroid|Density-|Distribution- Hierarchical Deep
Data| -based | based based KNN
100| 0.75 0.80 0.78 0.72 0.85
200 | 0.76 0.81 0.79 0.73 0.86
300 0.77 0.82 0.80 0.74 0.87
400 | 0.78 0.83 0.81 0.75 0.88
500| 0.79 0.84 0.82 0.76 0.89
600 | 0.80 0.85 0.83 0.77 0.90
700| 0.81 0.86 0.84 0.78 0.91
800 | 0.82 0.87 0.85 0.79 0.92
900 | 0.83 0.88 0.86 0.80 0.93
1000| 0.84 0.89 0.87 0.81 0.94
Table.6. Silhouette Score
Test|Centroid|Density-|Distribution- Hierarchical Deep
Data| -based | based based KNN
100| 0.65 0.70 0.68 0.62 0.75
200 | 0.66 0.71 0.69 0.63 0.76
300| 0.67 0.72 0.70 0.64 0.77
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400| 0.68 0.73 0.71 0.65 0.78
500 | 0.69 0.74 0.72 0.66 0.79
600 | 0.70 0.75 0.73 0.67 0.80
700 | 0.71 0.76 0.74 0.68 0.81
800 | 0.72 0.77 0.75 0.69 0.82
900 | 0.73 0.78 0.76 0.70 0.83
1000, 0.74 0.79 0.77 0.71 0.84

The analysis of clustering methods using the Deep KNN
approach vs. Centroid-based, Density-based, Distribution-based,
Hierarchical show significant improvements in both cluster purity
and silhouette score metrics. The following discussion highlights
the percentage improvements achieved by Deep KNN, providing
insights into its efficacy in clustering traffic flow data in WSN.

The proposed Deep KNN method consistently achieved
higher cluster purity scores compared to the traditional methods.
The percentage improvement over the best traditional method
(Density-based Clustering) ranges from 5.62% to 6.25% as the
number of test data nodes increases from 100 to 1000. This
indicates that Deep KNN forms more coherent clusters, where
traffic flows within the same cluster are more similar to each
other, compared to the clusters formed by traditional methods.

Similarly, the silhouette scores for Deep KNN were superior
across all test data sizes. The percentage improvement over the
best traditional method (Density-based Clustering) ranges from
6.33% to 7.14%. Higher silhouette scores imply that Deep KNN
produces well-separated clusters, with individual traffic flows
being more appropriately grouped with respect to their feature
similarity.

The cluster purity and silhouette scores demonstrate the
effectiveness of Deep KNN in handling complex traffic flow
patterns and adapting to dynamic network conditions, making it a
promising approach for clustering in WSN environments.

6. CONCLUSION

In this study, we proposed and evaluated the Deep KNN
algorithm for clustering traffic flow data in WSNs. Our approach
integrates deep learning with traditional KNN to form more
coherent and well-separated clusters. Experimental results on
synthetic traffic flow data generated demonstrated that Deep
KNN consistently outperforms traditional clustering methods,
including Centroid-based, Density-based, Distribution-based, and
Hierarchical clustering. Deep KNN achieved higher cluster
purity, with improvements ranging from 5.62% to 6.25%, and
superior silhouette scores, with enhancements between 6.33% and
7.14% compared to the best traditional methods. These metrics
indicate that Deep KNN forms clusters that are both internally
homogeneous and well-separated, providing more meaningful
insights into traffic flow patterns. The advantages of Deep KNN
lie in its ability to learn complex relationships and feature
representations, which are crucial for accurately grouping
dynamic and heterogeneous traffic flows in WSNs. Our findings
suggest that Deep KNN is a robust and effective clustering
method that can enhance network management, anomaly
detection, and optimization tasks in WSN environments. Future
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work will focus on real-time implementation and scalability to
larger, more diverse datasets to further validate and extend the
applicability of Deep KNN in practical network scenarios.
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