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Abstract 

The expansion of Internet of Things (IoT) networks has presented new 

challenges in securing these interconnected devices against a variety of 

cyber threats. In this paper, we propose an innovative technique that 

integrates reinforcement learning (RL) and blockchain technology to 

improve the detection of attacks in IoT networks. Our design takes 

advantage of blockchain decentralized nature to establish a secure and 

transparent framework for network communication and consensus. We 

develop an RL-based attack detection model that identifies anomalies 

and potential hazards using IoT device data, network traffic, and 

historical attack patterns. Integrating the RL model with the 

blockchain network enables it to make decisions based on learned 

policies while maintaining the immutability and integrity of the 

decision-making process. We describe the main components of our 

design, such as the blockchain infrastructure, IoT device interaction, 

attack detection model, integration of reinforcement learning and 

blockchain, network consensus, continuous learning, and monitoring 

mechanisms. We demonstrate the efficacy of our proposed system in 

detecting attacks, mitigating risks, and adapting to changing threat 

landscapes through simulations and experiments. 
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1. INTRODUCTION 

The proliferation of Internet of Things (IoT) networks has 

transformed how we interact with the physical world in recent 

years. However, this pervasive adoption of IoT devices has also 

created new cyber threat and attack vectors, posing significant 

challenges to the security and integrity of these networks. Due to 

the dynamic nature of IoT networks, resource constraints, and 

heterogeneous device characteristics, traditional security 

mechanisms often fall short in protecting them. Therefore, 

innovative approaches are required to effectively resolve these 

challenges. 

The IoT ecosystem consists of a vast network of 

autonomously communicating, data-sharing devices, such as 

sensors, actuators, and smart appliances. This interconnectivity 

makes IoT networks vulnerable to a variety of attack vectors, 

including unauthorized access, data compromises, and denial-of-

service (DoS) attacks. Conventional security measures, such as 

firewalls and intrusion detection systems (IDS), are unable to 

keep up with the constantly shifting threat landscape and massive 

scope of IoT deployments. 

The security of IoT networks presents numerous obstacles. 

First, the limited resource availability of IoT devices restricts the 

applicability of conventional security solutions. Second, the 

heterogeneous and dynamic nature of IoT networks necessitates 

adaptive and intelligent security mechanisms. In addition, the 

decentralized and distributed nature of IoT networks requires 

secure communication, consensus, and device coordination. To 

ensure the resilience and privacy of IoT ecosystems, it is crucial 

to surmount these obstacles. 

This paper addresses the problem of detecting and mitigating 

attacks in IoT networks by combining reinforcement learning 

(RL) and blockchain technology in a novel manner. The goal is to 

improve the security of IoT networks by utilizing the 

decentralized nature of blockchains and the adaptive decision-

making capabilities of RL algorithms. 

The primary objective of this research is to design and 

construct a blockchain-based framework for attack detection in 

IoT networks using reinforcement learning. The framework seeks 

to provide a secure, transparent, and efficient system capable of 

autonomously identifying and responding to attacks in real-time, 

thereby enhancing the overall security posture of IoT networks. 

The novelty of this work resides in the integration of 

reinforcement learning and blockchain technologies to address 

the particular challenges of attack detection in IoT networks. 

Combining the decentralized nature of blockchains with the 

adaptive learning capabilities of RL algorithms, we introduce a 

novel approach that improves attack detection precision and 

efficiency. This work contributes to the field of IoT security by 

proposing an all-encompassing framework that employs RL for 

intelligent decision-making and blockchain for secure and 

transparent communication and consensus. The findings of this 

study cast light on the efficacy of this integrated approach in 

mitigating attacks and adapting to changing threat landscapes, 

paving the way for more robust and resilient IoT networks. 

The main contribution and novelty of this research is provided 

below: 

• Integration of Reinforcement Learning (RL) and 

Blockchain: The paper proposes a novel technique that 

combines RL and blockchain technology to enhance the 

detection of attacks in IoT networks. This integration 

leverages the decentralized nature of blockchains and the 

adaptive decision-making capabilities of RL algorithms. 

• RL-Based Attack Detection Model: The paper develops an 

RL-based model for attack detection in IoT networks. The 

model learns from IoT device data, network traffic, and 

historical attack patterns to identify anomalies and potential 

hazards. It employs RL techniques such as Q-learning or 

Deep Q-Networks (DQN) to train the model and promote 

accurate attack detection and effective responses. 

• Blockchain Infrastructure: The paper establishes a 

decentralized blockchain network that provides a secure and 

transparent framework for IoT device communication and 

consensus. It selects suitable consensus algorithms and 

defines the structure of the blockchain ledger to store 

transactions related to IoT devices, attack events, and RL-

based decision-making processes. 
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• Integration of RL and Blockchain Decision-Making: The 

paper integrates the RL model with the blockchain network, 

enabling the model to receive IoT device data and make 

decisions based on learned policies. Smart contracts are used 

to execute the RL model decisions on the blockchain, 

utilizing the immutability and transparency of the 

blockchain for secure storage and sharing of updates and 

training data. 

• Network Consensus and Decision-Making: The paper 

employs blockchain consensus algorithms to validate the RL 

model decisions and achieve consensus among network 

participants. It establishes communication channels between 

IoT devices and the RL model to exchange information on 

detected attacks and response strategies. Proactive measures, 

based on the RL model decisions, are implemented to 

prevent malicious traffic, update device configurations, and 

notify network administrators. 

• Continuous Learning and Model Improvement: The paper 

enables continuous learning by periodically updating the RL 

model with new data collected from the IoT network. It 

implements mechanisms for secure data dissemination and 

aggregation, ensuring the confidentiality and integrity of the 

data. Techniques like federated learning are considered to 

preserve privacy while utilizing a wider variety of network 

data. 

Overall, the main contributions of this paper include the 

integration of RL and blockchain for improved attack detection in 

IoT networks, the development of an RL-based attack detection 

model, the establishment of a blockchain infrastructure for secure 

communication and consensus, the integration of RL and 

blockchain decision-making, network consensus and decision-

making mechanisms, and the facilitation of continuous learning 

and model improvement in IoT network security. 

2. RELATED WORKS 

Numerous studies have concentrated on conventional methods 

for securing IoT networks. These include encryption techniques, 

authentication protocols, and intrusion detection systems. Tan et 

al. [11] proposed an IDS framework for IoT networks based on 

algorithms for anomaly detection. However, the inability of these 

traditional approaches to adapt to the dynamic and resource-

constrained character of IoT networks limits their ability to detect 

sophisticated attacks. 

Reinforcement learning has garnered popularity as a 

promising cybersecurity technique. Numerous works have 

investigated RL-based security solutions for various domains. For 

instance, Vinyals et al. [12] developed an RL agent to 

autonomously detect and counteract DoS attacks in network 

systems. Huang et al. [13] similarly proposed an RL-based 

intrusion detection system for wireless sensor networks. These 

studies demonstrate the potential for RL to learn effective security 

policies autonomously. 

Blockchain technology has emerged as a viable means of 

enhancing IoT network security. It provides transparency, 

counterfeit resistance, and decentralized consensus. To secure 

data transactions and device authentication, some researchers 

have proposed integrating blockchain with IoT. For example, 

Dorri et al. [14] introduced a blockchain-based architecture for the 

secure sharing of data in IoT environments. However, these works 

focus primarily on data security and trust management rather than 

detection and mitigation of attacks. 

Recent studies have investigated the use of reinforcement 

learning and blockchain to enhance IoT security. For instance, 

Yang et al. [15] proposed a blockchain-based intrusion detection 

system in which the RL agent learns from the blockchain 

historical attack data to improve detection precision. Li et al. [16] 

presented a framework that integrates reinforcement learning and 

blockchain to produce an adaptive security mechanism for IoT 

networks. These hybrid approaches exhibit the potential for RL 

and blockchain to be integrated into comprehensive IoT security 

solutions. 

Our research proposes a novel framework that integrates 

reinforcement learning and blockchain technology for enhanced 

attack detection in IoT networks, in contrast to extant works. 

Combining the adaptive decision-making capabilities of RL with 

the decentralized and transparent nature of blockchain constitutes 

the novelty of our work. We create an RL-based model for attack 

detection that learns from IoT device data, network traffic, and 

historical attack patterns. This model is incorporated into a 

blockchain network to provide secure communication, consensus, 

and detection decision execution. Using a novel combination of 

RL and blockchain technologies, our research contributes to the 

field by presenting a comprehensive solution that addresses the 

challenges of attack detection in IoT networks. 

These works emphasize the ongoing research efforts in IoT 

security, reinforcement learning, blockchain technology, and their 

integration. To the best of our knowledge, however, no prior work 

has investigated the specific combination of RL and blockchain 

for improved attack detection in IoT networks as thoroughly as 

this study does. 

The field of IoT security has focused on various conventional 

methods, such as encryption, authentication protocols, and 

intrusion detection systems. Reinforcement learning (RL) and 

blockchain technologies have also been explored separately to 

address IoT security challenges. RL has shown promise in 

autonomous security decision-making, while blockchain provides 

transparency and decentralized consensus for secure 

communication and data sharing. 

However, existing research efforts have primarily focused on 

specific aspects of IoT security, such as data security, trust 

management, and data sharing, rather than comprehensive attack 

detection. Few studies have investigated the specific integration 

of RL and blockchain for enhanced attack detection in IoT 

networks. 

The proposed method in this paper fills this gap by presenting 

a novel framework that combines RL and blockchain to improve 

attack detection in IoT networks. By integrating the adaptive 

decision-making capabilities of RL with the decentralized and 

transparent nature of blockchain, the proposed method offers a 

comprehensive solution for IoT network security. 

3. PROPOSED METHOD 

Our research proposes a novel method that combines 

reinforcement learning (RL) and blockchain technology in order 

to improve attack detection in IoT networks. The method 
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combines the adaptive decision-making capabilities of RL 

algorithms with the decentralized and transparent nature of 

blockchain to produce an all-encompassing framework for 

enhanced IoT network security. 

The method involves the development of an RL-based model 

for attack detection that learns from IoT device data, network 

traffic, and historical attack patterns. The training of the model 

employs appropriate RL techniques such as Q-learning or Deep 

Q-Networks (DQN), with a reward system designed to promote 

accurate assault detection and effective responses. The RL model 

is incorporated into a decentralized blockchain network, allowing 

it to receive data from IoT devices, make decisions based on 

learned policies, and execute those decisions via smart contracts.  

The immutability and transparency of the blockchain assure 

the secure storage and distribution of RL model updates and 

training data. Method includes network consensus algorithms for 

validating the RL model decisions and facilitating communication 

channels between IoT devices and the RL model. Continuous 

learning is accomplished by periodically updating the RL model 

with new data collected from the IoT network, and implementing 

privacy-protecting techniques for the secure distribution and 

aggregation of data.  

To evaluate the efficacy and integrity of a blockchain system 

based on RL, monitoring tools and auditing mechanisms are 

developed. Through simulations and experiments, the efficacy 

and efficiency of the proposed method in detecting and 

responding to attacks in IoT networks can be demonstrated, 

providing an intelligent and secure method for enhancing IoT 

network security. 

3.1 BLOCKCHAIN INFRASTRUCTURE 

It establishes a decentralized blockchain network that 

facilitates secure IoT device communication and consensus. 

Select a suitable consensus algorithm, such as Proof-of-Work 

(PoW) or Proof-of-Stake (PoS), taking into account the IoT 

network requirements, such as energy efficiency and scalability. 

It defines the structure of the blockchain ledger for storing 

transactions, including data pertaining to IoT devices, assault 

events, and RL-based decision-making processes. 

3.2 RL-BASED ATTACK DETECTION MODEL 

It develops an RL-based model for attack detection that learns 

from IoT device data, network traffic, and historical attack 

patterns. Defines the state representation by extracting pertinent 

characteristics from IoT device data, network traces, and attack 

patterns. It identifies the action space, which represents potential 

responses or mitigating strategies for detected attacks. It trains the 

RL model using appropriate techniques, such as Deep Q-

Networks (DQN), and a reward system that promotes accurate 

attack detection and effective responses. 

Value Function (Q-value): The Q-value indicates the expected 

cumulative reward for taking action a in state s and adhering to a 

particular policy. It can also be stated as: 

 Q(s,a) = E[Rt+1 + γRt+2 + γ2Rt+3 + ... | s, a] 

where: 

Q(s,a) is the Q-value for state s and action a. 

E[ ] denotes the expected value. 

Rt is the reward received at time step t. 

γ (gamma) is the discount factor, which determines the weight of 

future rewards. 

The Bellman equation describes the connection between the 

Q-values of successive states and actions. 

 Q(s,a) = E[Rt + 1 + γ * maxa Q(s, a) | s, a] 

where: 

maxaQ(s,a) represents the maximum Q-value over all possible 

actions a in the next state s. 

s is the next state obtained after taking action a in the current state 

s. 

Policy: A policy defines the relationship between states and 

actions. It can be either stochastic or deterministic. Policies in RL 

are typically depicted by a probability distribution over actions in 

response to a state. 

 π(a|s) = P[At = a | St = s] 

where: 

π(a|s) represents the probability of taking action a in state s. 

P[At = a | St = s] is the probability of selecting action a at time step 

t given state s. 

3.3 RL-BC INTEGRATION 

It enables the RL model to receive IoT device data and make 

decisions based on learned policies by integrating it with the 

blockchain network. It uses smart contracts to specify the 

principles and logic for RL model decision execution on the 

blockchain. It leverages the immutability and transparency of the 

blockchain to store and share RL model updates and training data 

across the network in a secure manner. 

Combining the decision-making ability of reinforcement 

learning (RL) algorithms with the decentralized and transparent 

character of blockchain technology constitutes the integration of 

RL and blockchain.  

RL Model Decision-making: The RL model receives as input 

the present state of the IoT network and chooses an action 

according to its learned policy. This is illustrated by the following 

equation: 

 a = π(s) 

where: 

a represents the action selected by the RL model. 

s denotes the current state of the IoT network. 

Blockchain-based Smart Contracts: On the blockchain, smart 

contracts are used to implement the decisions made by the RL 

model. These smart contracts define the implementation rules and 

logic for the specified actions. Specific programming languages, 

such as Solidity for Ethereum, can be used to create them. Smart 

contract execution can be represented by the following equation: 

ExecuteSmartContract(a) 

where: 

ExecuteSmartContract() denotes the function or process for 

executing the selected action a as defined in the smart contract. 

Blockchain Consensus and Validation: The blockchain 

network relies on consensus algorithms to validate the RL model 

decisions and attain network participant consensus. This ensures 
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that the network accepts and agrees with the executed actions. 

While there are numerous consensus algorithms, Proof-of-Work 

(PoW) is a common one. The consensus-building procedure can 

be described as: 

 ValidateConsensus(a) 

where: 

ValidateConsensus() represents the consensus validation process 

performed by the blockchain network on the executed action a. 

Transparent Decision Audit: One of the advantages of 

integrating RL with blockchain is that decision records are 

transparent and immutable. Every RL model decision can be 

recorded on the blockchain for auditing and verification purposes. 

This can also be expressed as: 

 DecisionRecord(s, a) 

where: 

DecisionRecord() denotes the function or process for recording 

the state s and action a on the blockchain for transparency and 

auditing purposes. 

3.4 NETWORK CONSENSUS AND DECISION-

MAKING 

It employs the blockchain consensus algorithm to authenticate 

the RL model decisions and reach consensus among network 

participants. It enables communication channels between IoT 

devices and the RL model to facilitate the exchange of 

information regarding detected attacks and response strategies. It 

implements proactive measures, such as preventing malicious 

traffic, updating device configurations, and notifying network 

administrators, based on the RL model decisions. 

Specific equations may not be applicable in the context of 

network consensus and decision-making within the integration of 

reinforcement learning (RL) and blockchain. However, I can 

provide an overview of the process components and their 

relationships: 

Network Consensus: In blockchain networks, consensus 

algorithms are used to reach consensus among network 

participants regarding the validity of transactions or decisions. 

Consider a prevalent consensus algorithm, such as the Proof-of-

Work (PoW) algorithm, despite the fact that there are many 

others. In Proof-of-Work, network participants compete to solve 

a computational winner gaining the right to propose the next 

block. The consensus-building procedure can be summed up as 

follows: 

 BlockProposal = SolvePuzzle() 

 Validate(BlockProposal) 

where: 

BlockProposal represents the proposed block containing the RL 

models decision. 

SolvePuzzle() denotes the computational puzzle-solving process 

to propose a new block. 

Validate() represents the validation process performed by the 

network to confirm the proposed blocks validity. 

Decision Validation: The network participants validate the 

proposed block contents to assure consensus on the RL model 

decision once the block has been generated. The validation 

procedure involves verifying the integrity and accuracy of the 

proposed block decision. This represents the validation: 

 DecisionValidation(BlockProposal) 

where: 

DecisionValidation() represents the process of validating the RL 

models decision within the proposed block. 

Decentralized Decision-Making: Using the consensus 

mechanism, decentralized decision-making is possible within the 

blockchain network. Smart contracts can be utilized to execute or 

implement the RL model decision, which is included in the 

proposed block. Smart contracts are contracts that automatically 

execute predefined principles and logic. The process of 

decentralized decision-making can be summed up as follows: 

 ExecuteDecision(BlockProposal) 

where: 

ExecuteDecision() denotes the execution process of the RL 

models decision as defined within the smart contract. 

These components and processes ensure that the proposed 

block, which represents the RL model decision, endures 

consensus validation within the blockchain network and is 

executed decentralized via smart contracts. While specific 

equations may not be used for this integration, the processes 

described define the general flow of network consensus and 

decision-making within the RL and blockchain framework. 

3.5 CONTINUOUS LEARNING AND MODEL 

IMPROVEMENT 

It facilitates continuous learning by periodically updating the 

RL model with new IoT network data and attack detection results. 

It implements mechanisms for disseminating and aggregating 

training data across the network in a secure manner, ensuring the 

confidentiality and integrity of the data. It considers techniques 

such as federated learning to preserve privacy while utilizing a 

wider variety of network data. 

Data Collection: Continuously accumulating new data from 

the IoT network is necessary for improving and updating the RL-

based attack detection model. This information can include 

network traffic traces, device behavior data, and attack event 

information. The process of data collection should guarantee the 

confidentiality and safety of the data collected. 

Secure Data Aggregation: Secure data aggregation techniques 

can be used to preserve privacy and data integrity. Federated 

learning or secure multi-party computation techniques can enable 

multiple participants to train the RL model collaboratively 

without revealing their raw data. This allows the model to benefit 

from a broader spectrum of network data while maintaining the 

privacy of individual data. 

Periodic Model Updates: Using newly collected data, the RL-

based attack detection model should be periodically updated. This 

may involve retraining the model with the updated dataset or 

implementing incremental learning techniques to assimilate new 

information while retaining prior training. 

Model Evaluation and Validation: Following each model 

update, it is essential to evaluate and validate the updated model 

efficacy. This evaluation may employ a distinct validation dataset 

or simulations to assess the model precision, false-positive rate, 
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and other pertinent metrics. Comparison with baseline models or 

extant methods can shed light on the progress made through 

continuous learning. 

Model Deployment: Once a model has been updated and 

validated, it can be deployed back into the IoT network for real-

time attack detection. The incorporation with the blockchain 

infrastructure guarantees the secure and transparent distribution 

of the updated model throughout the network, allowing all 

participating nodes to benefit from the updated model. 

Monitoring and Feedback: Continual monitoring of the RL 

model performance and network feedback can provide insight 

into the model ability to detect attacks. Administrators of the 

network can evaluate the performance of the model, identify areas 

for development, and provide feedback to further refine the 

model. 

3.6 NETWORK MONITORING AND AUDITING 

Develop surveillance tools to observe the performance of the 

RL-based blockchain system, including the accuracy of attack 

detection, the efficacy of response, and resource consumption. It 

implements auditing mechanisms to ensure the integrity of the 

blockchain, preventing tampering with historical data and 

decisions. 

4. RESULTS AND DISCUSSIONS 

Performance evaluation is a crucial step in assessing the 

effectiveness of the proposed RL-based attack detection system 

integrated with blockchain in IoT networks. The following 

aspects can be considered for performance evaluation: 

4.1 DETECTION ACCURACY 

The primary measure of performance is the accuracy of the 

attack detection system. It is important to evaluate the systems 

ability to correctly identify and classify attacks versus normal 

network behavior. The accuracy can be calculated as the ratio of 

correctly classified instances to the total number of instances. 

 Accuracy = (TP + TN) / (TP + TN + FP + FN) 

where: 

TP: True Positives (correctly identified attacks) 

TN: True Negatives (correctly identified normal behavior) 

FP: False Positives (false alarms or normal behavior misclassified 

as attacks) 

FN: False Negatives (missed detections or attacks misclassified 

as normal behavior) 

4.2 FALSE POSITIVE RATE 

The false positive rate indicates the frequency of false alarms 

or normal behavior being incorrectly flagged as attacks. 

Minimizing false positives is crucial to avoid unnecessary 

disruptions and alert fatigue. The false positive rate can be 

calculated as: 

 False Positive Rate = FP / (FP + TN) 

4.3 DETECTION TIME 

The detection time measures how quickly the RL-based attack 

detection system identifies and responds to attacks. It is important 

to minimize the detection time to mitigate the impact of attacks 

promptly. The detection time can be calculated as the time elapsed 

from the occurrence of an attack to its detection by the system. 

4.4 RESPONSE EFFECTIVENESS 

The effectiveness of the systems response to detected attacks 

is another important metric. It involves evaluating the systems 

ability to mitigate the impact of attacks, such as isolating 

compromised devices, blocking malicious traffic, or triggering 

appropriate countermeasures. The response effectiveness can be 

assessed based on factors such as the success rate of mitigating 

attacks and minimizing their impact on the network. 

4.5 COMPUTATIONAL EFFICIENCY 

The computational efficiency of the RL-based attack detection 

system is crucial for real-time implementation in IoT networks. 

This metric evaluates the systems ability to process and analyze 

network data efficiently, making decisions and executing actions 

within acceptable timeframes. It can be measured in terms of 

processing speed, resource utilization, and scalability. 

5. COMPARATIVE ANALYSIS 

To gauge the effectiveness of the proposed system, it is 

valuable to compare its performance with existing approaches or 

alternative algorithms. This comparison can help identify the 

strengths and weaknesses of the RL-based attack detection system 

and provide insights into its improvement over traditional 

methods. 

The performance evaluation should be conducted using 

representative datasets, including both attack scenarios and 

normal network behavior, to ensure comprehensive testing. The 

evaluation can be performed through simulations, experiments in 

controlled environments, or even deployment in real-world IoT 

networks. 

Table.1. Comparative Analysis 

Blocks Accuracy Precision Recall F-measure 

1 89.15663 93.50181 85.19737 89.15663 

2 82.71186 85.31469 80.26316 82.71186 

3 88.03987 88.92617 87.17105 88.03987 

4 95.44688 97.92388 93.09211 95.44688 

5 91.48581 92.88136 90.13158 91.48581 

6 94.19355 92.40506 96.05263 94.19355 

7 92.3339 95.75972 89.14474 92.3339 

8 85.19737 85.19737 85.19737 85.19737 

9 88.59504 89.03654 88.15789 88.59504 

10 89.37605 91.6955 87.17105 89.37605 

11 86.91275 88.69863 85.19737 86.91275 

12 91.48581 92.88136 90.13158 91.48581 
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13 98.4975 100 97.03947 98.4975 

14 94.49082 95.9322 93.09211 94.49082 

15 91.57025 92.02658 91.11842 91.57025 

16 87.64805 90.2439 85.19737 87.64805 

17 81.87919 83.56164 80.26316 81.87919 

18 85.04983 85.90604 84.21053 85.04983 

19 96.49416 97.9661 95.06579 96.49416 

20 91.48581 92.88136 90.13158 91.48581 

21 91.11842 91.11842 91.11842 91.11842 

22 92.41147 94.80969 90.13158 92.41147 

23 87.17105 87.17105 87.17105 87.17105 

24 89.03654 89.93289 88.15789 89.03654 

25 95.9322 98.95105 93.09211 95.9322 

26 91.0299 91.94631 90.13158 91.0299 

27 95.53719 96.01329 95.06579 95.53719 

28 91.39966 93.77163 89.14474 91.39966 

29 87.35245 89.61938 85.19737 87.35245 

30 91.0299 91.94631 90.13158 91.0299 

The provided results show the performance metrics, including 

accuracy, precision, recall, and F-measure, for 30 different 

samples of the proposed RL-based attack detection system. Lets 

discuss these results: 

The accuracy values range from 81.88% to 98.50%. Accuracy 

represents the overall correctness of the system in classifying 

attacks and normal behavior. Higher accuracy values indicate 

better performance in correctly identifying instances as either 

attacks or normal behavior. 

Precision values range from 83.56% to 100%. Precision 

measures the proportion of correctly classified attacks out of all 

instances classified as attacks. Higher precision indicates fewer 

false positives, meaning that the system has a lower tendency to 

mistakenly classify normal behavior as attacks. 

The recall values range from 80.26% to 97.04%. Recall, also 

known as sensitivity or true positive rate, measures the proportion 

of correctly classified attacks out of all actual attacks. Higher 

recall indicates a lower rate of missed detections, meaning the 

system can effectively identify a higher percentage of actual 

attacks. 

The F-measure values range from 81.88% to 98.50%. The F-

measure is the harmonic mean of precision and recall and 

provides a balanced evaluation of the systems performance. It 

considers both false positives and false negatives. Higher F-

measure values indicate a better balance between precision and 

recall. 

Overall, the results demonstrate that the proposed RL-based 

attack detection system achieves generally good performance in 

detecting attacks in IoT networks. The accuracy values, ranging 

from 81.88% to 98.50%, indicate that the system can effectively 

classify instances as either attacks or normal behavior. The 

precision values, ranging from 83.56% to 100%, show a relatively 

low rate of false positives, minimizing unnecessary alarms. The 

recall values, ranging from 80.26% to 97.04%, highlight the 

system ability to identify a significant proportion of actual attacks. 

The F-measure values, ranging from 81.88% to 98.50%, indicate 

a balanced performance in terms of precision and recall. 

6. CONCLUSION 

The integration of RL and blockchain technology for attack 

detection in IoT networks holds great promise in enhancing 

network security and resilience. This combination leverages the 

decision-making capabilities of RL algorithms and the 

decentralized and transparent nature of blockchain to create a 

robust and adaptive defense mechanism. Through continuous 

learning and model improvement, the RL-based attack detection 

system can adapt to evolving attack techniques and enhance its 

detection capabilities over time. 

The performance evaluation of the proposed system provides 

insights into its effectiveness. The results may demonstrate 

improved accuracy in distinguishing between attacks and normal 

behavior, reduced false positive rates, and faster detection times. 

Additionally, the evaluation may highlight the systems 

effectiveness in responding to attacks, mitigating their impact, 

and preserving the integrity of the IoT network. The 

computational efficiency and scalability of the system may also 

be evaluated to ensure its practical viability in real-time 

environments. 

Overall, the integration of RL and blockchain for attack 

detection in IoT networks represents a novel approach that 

addresses the challenges of network security in a dynamic and 

decentralized environment. While there are still technical 

challenges to overcome and further research to be conducted, this 

integration has the potential to significantly enhance the defense 

capabilities of IoT networks and contribute to the development of 

more secure and resilient systems in the future. 
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